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—, CFCA £Ik{51E SSL iEB T8

1.1 H4aR SSLIE+?

Bt 15 SRR R, LI A3t L e 6T E R IX) (1415 FF 28 3 1 1 o e ™ £
2 A e o, I3l T I P R A S R AR 11 ) -

1. Pk B 1) B S

FH P 7 T s Fof 75 LA D o R S0 S o FH T LB B R TR 3L =2, BRI
APEAR 2 AR RS o AT L PP A5 A U I X3t i B I 2

2. {5 BAE R

KB b 87 FH 75 B FH P e W st B FH 3R i 28— SSFRRA B E AL %S S [RJIS
W3k 187 FH 22 4t AT e 1) FH P 3R [e] — SRR AL B LA B, anl R A5 B AL Fanid A%
HR e Ax 2

SSLES, & AU FIE A =07 B b ByGENL (CA) 25K, H
KARIC N5k B 3 AR B RS o R 3 30 B R Xt R 25 2% 1, AR A s i ik
H MRS ARAE oo SSL UE S Ik 78 25 7 ity 01 Wi 2 AR ) 3y AR 2% 74 2[RI 57— 4% SSL %
4=jBIE (Secure Socket Layer) , X A&HMIEARHEAT NG, WA 76 Ll f2 b
ABE G BN IE o A R T ISl B A7 ) 3 S FNE SR AR e Y IR B e )

H

L o

1.2 fH2 R CFCA £ERK{E4E SSLIEF?

b [E 4Rl IE 0y (China Financial Certification Authority, [&#% CFCA) s&%%
o BN BARAT I E 55 B 2 4 BEATLAG LA BT 1 [ R AL B 22 A VIR, 2
X B R S RME B i —. 78 (PR N RS E B 725400 mifh
J&i, CFCA BN B #ERA T UIE IR S VR AT (9 LT UE ARG AL -

Hh ] AIE PO 2 BR(EATIE TS (Global Trust Certificate) & R4 A FKIE
B B8 e S, @I AR ARIE S I H A UE . 48K Andriod I H IAIE . Mozilla R iE
FMiE, HAREP A WINPT R4t ¥k, D Andriod R4t ALK
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Mozilla Fr A =i

CFCA BRI ARIET (SSLAETE) HH CFCA H EHWF K. CFCA fENE N —%K
55 A SSL AR S5 RAEFS ) e @S5 1) B DRSS LA, T 2 R ] b B2 L
FWERS, 4G REEE, EREMEEE. AR AN S 7 A2 E bR A E
FRENE . HETCEE B =T H vk A m iR E A E B E AR AE AT IR T

CFCA 4RIk 55 #RIEHS (SSLAEFS) HH24T Web 3l R Z5 EH0iIE, 7] 09 Web
ol SER AL S 258, JFN Web ufi fURME R 2 N AL R, CRIE(S BAEAL
WA 24, BENE A RO LR BRI R I Et g f . I BLSAE e 4

7]

1.3 CFCA £BRE/E SSL IEF5 A MR L 34 2
CFCA AER{S AT SSLIE T If 35
v A EAURECTFIE T AEN LG CFCA 25K
v CFCA Z[E PR CA W2 BB 4H 21 (CA/Browser Forum) i, 2 [EPRiE
SENGAEEE P
CFCA jd it [E PR WebTrust TAUE, EAH ARG — S UFARAE;
WAL, MAFIER. EREE, SR, RS SC AL,
G 2 A TR IR AR 55
SERE I RS AR DR TR, R ORI G PR AT AT MR B
FSCHR CPS (ABRAS AR R B IANIEML S D {5 T FH P HLAR U BUR
e

NN

1.4 CFCA £BR1S/E SSL IE P A MR LL7= i, ?
CFCA AER{F AT SSLilE 15 E.4:
CFCA EV SSL ilE 45
CFCAEV 14, SSL LT
CFCA OV SSL iE+
CFCAOV 44 SSLAE+
CFCA OV JEACFF SSLilE+5
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1.4.1 CFCA EV SSL iF 3%

CFCA EV SSL JIRSS a5 1IE 1540 25 T~ Wb i S i, AT A WY b 4R A B 4y 4 78 Ml iy
9iR B 22 4 I B I 5% - CFCA EV SSLIEHBE 0 42 BR S8 — IAUEFRHE H 55 ™ 15 ) Webtrust
EV FrifE. 1% CFCA EV SSLUEFS Mk, W Va &btk A~ B Zh A sk o, i R
N AR GCHREHRS0 A CFCA AUENUAIARIR o 15 %5 0 Ui 255 1 o i IR 55 45 22 [ 4
IS SSL “Z AT INEEIEIE (Secure Sockets Layer) , AR 1E(S BAL M AR d (1
BRI Phid . B2 4

m https:ffcs.cfca.com.cnf D~ g wesmarhsEiReE [C.
[4] https://cs.cfca.com.cn/ O~ B B CFCA EV ROOT #5H =&
€ & TESEIFRGERAT (CN) | https://cs.cfca.com.cn

v AN 1 & 2 4

v 2 &5 A TAEHPUERE K

v\ RO G B E AR

UE-F 2 HIRT 5 SRR

PRt Al

SCRE RSA Bk, 2048 fr B HIBRIE, SHA256 i 2L,

Windows *F- 5 W Yo 8% 100% 2 £F, fFH{H AR T : Internet Explorer. Google
Chrome. Mozilla Firefox. Opera, LAz 360. #41. #JiF. QQ. UC. J&
EONINEYE £ e I (AR

Windows Phone - & I S 8% 100% 3 +F;

D U N NN

Andriod (Android 6.0 Marshmallow) & | i #% 100% 3 #F;
Linux P51 %2 4% 100%3C KF;

Mac OS ~F* &5 3 #F Mozilla Firefox ¥ %o &%

SCHE 128 115 256 AN ;

s N BT 50 5 T4 DR o

AN N N N RN

1.4.2 CFCAEV Zi84 SSLiEH
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CFCA EV 234 SSLIET:, KA IRZ NS BN —MEF A, A LLFE
PRI Z AN 1 EV SSLIUE TS . #%8 CFCAEV Z44 SSLAE T2 AWk, 5
HuhEAE H B AR AR, R R A F AR (GCRHS0 AT CFCA YIEHLI BRI .
U725 ) U 2 R KR ks IR 45 2 2 [R) 37 S SSL 244 N5 B8 (Secure Sockets Layer)
A R 7 145 B AR R I A T Db B 24 i)

v ORRON &2 &,

2 2 5 AR HRIERE K

A RO A G 9 R 2K s

UEF 2T B 2h RN,

Pk 2z Al p A T

SCRF RSA 5%, 2048 L H190)5%, SHA256 filf 2581k,

Windows “F- & W 8% 100% 3 £F, fHE{E AR T : Internet Explorer. Google
Chrome. Mozilla Firefox. Opera, UL/ 360. #41. #iF. QQ. UC. B4
EONNEYE £ e e (AR

Windows Phone 1~ & Il Wi 2% 100% 3 #F;

Linux P £ 31 % 4% 100%3CHF

Andriod (Android 6.0 Marshmallow) “F & % #% 100% 7 £F;

DN N N N NN

Mac 0S “F- & X Mozilla Firefox J % 25
W 128 74 256 AN R,
e N 50 J3 JeIE AR

AN N N N RN

1.4.3 CFECA OV SSL iEF

CFCA OV SSL ik 5% s iEFokH 24 T Wt B B Ak, ] o Wl B 4t B 3 5 78 Ml vy
SRS A N AR SS o B B CFCA AR SSLAEH A IS, W ge sk A Bibs &,
A LAE B ARG A FR, HIIN2E P 5 A o 15 75 0 B s 40 X s i 55 4 22 )
S SSL %A N5 IEIE (Secure Sockets Layer) , AR 1E(5 B AL AR d i
PG Pt B S,

[4] https://www.cfea.com.cn/ o-ac¢

v OBRUH 1 % 34,
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v

D U N N NN

AN N N N RN

2 2 5 AR HPRIERE K

A RN G TR A

UE-F 2 HART 5 IR EE

Pefit e el A=

SCRE RSA B3k, 2048 fr B PINRIT, SHA256 i 2 5IA;

Windows “F- & W 8% 100% 2 £F, G HE{H AR T : Internet Explorer. Google
Chrome. Mozilla Firefox. Opera, VLA 360. #J1. #JiF. QQ. UC. J&
EONNEYE £ e I (AR

Windows Phone ~F- & 3| %i &% 100% 3 ¥

Linux ~F- 5 3 S0 4% 100% 3 HF;

Andriod (Android 6.0 Marshmallow) & | % #% 100% 3 #F;

Mac OS V-5 32 ¥F Mozilla Firefox ¥l %125 ;

SCFF 128 1% 256 A0 I0% iR ;

Bt NG 50 3 0 ORB o

1.4.4 CFCAOV %% SSLiE+H

CFCA OV 234 SSLiEH, HARZMRL BN —MEH g, 7T LLFE
TR Z A1) SSLAEFS . #I%E CFCA FrifE 23844 SSLUEFS I 22 ANl ) B 28
HBEAABIPRE, FTULEBEBMURA AR, SEIN% PSR . V5% 3 28
R0 i Al 55 2% 2 TRV g ST 2 SSL &2 A N % il (Secure Sockets Layer) , A &HiE)

XY

AN NN Y N NN

EAEHE R S G0 PhiE . B a4 )l

AR 1% 34,

2 25 NI HRIERK

A RO T B EHRENK

(NS E U TRSEIE/ R

hefit 2z i AR

SCRF RSA BEik, 2048 A BI5EE, SHA256 il 241K

Windows -5 I Wi 48 100% 3 £F, fLFHHAFR T Internet Explorer. Google
Chrome. Mozilla Firefox. Opera, L}z 360. ##i. #Ji#. QQ. UC. %
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CONINEDEE S EE P (i

Windows Phone “F- & I Wi #% 100% 3¢ HF;

Andriod (Android 6.0 Marshmallow) & ¥ % &% 100% 37 #F;
Linux ~F- & 3 Y0 4% 100% 3 HF;

Mac 0S “F- & 3Z ¥ Mozilla Firefox I %o #3

SCHF 128 75 256 AN R ;

f N BT 50 7 TeIRE A DB

AN N N N RN

1.4.5 CFCA OV JEREC4F SSLiE+

CFCA OV JBPCAT SSL k51 A Tl 344 (www.domain.com) LA 144
(*.domain.com) , ARR#| TR, HBE CFCA PRAEENCAT SSL R Z A4
Pk, ST s AR A SRR, AT LSRR UL LA 2 FK, SN2 )7 45 6L
U725 0 U 2 R KR sk IR 45 2 22 [R) 37t SSL 244 N5 B8 (Secure Sockets Layer)
A RHBT 1A5 AR R 2 G O Bk SR 2 4 i)

voHROH L & 34,
2 & 5 N TAR HREE K
A ROV e 9 R 2K s
IR 2 HTHT 5 3h RN
PRtz il AT
SCRF RSA 53K, 2048 (IR, SHA256 i 2 5HE;
Windows “F- & I % 8% 100% 32 £F, A HE{EHAR T : Internet Explorer. Google
Chrome. Mozilla Firefox. Opera, ULJ% 360. #41. #iF. QQ. UC. &
B P )
Windows Phone ~F- & 3 i & 100% ¥ ;

AN N N N RN

Andriod (Android 6.0 Marshmallow) & | i #% 100% 3 #F;
Linux P51 %2 4% 100%3C £F;

Mac OS ~F* &5 3 #F Mozilla Firefox ¥ %o &%

SCHE 128 115 256 AN ;

o A B 50 J3 oA RbE

AN N N N RN
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—\

CFCA £IK{S{E SSL UEF /i

CFCA EBR{5AT SSL UE T /pid e, FENI IR BE LS IA R, DAIERH
MU FLSE By . FRUE N SUSE B0 HURIXS WX Sl sk 44 I B LSS . CFCA R xt
WU BRI A R T A o A

2.1 YR
FRA L 7 B CRCA S5 R APk

1.
2.
3.
4.
5.
6+

IEHHIER GERMRZR—. =)

F AP G HEL Can, MENE PR EIARZ N
HE NI NG HELE (i, s NS miEE B
BRI T W N B HAIE B 5

A BEE AR P HES (N IP ANEEHIE)

TEFE RSO CSR (fF4 4% CSR? 5% 3.3 &1

CA_EAPRIER S 6 W4k, BIfne A . Fras A s A &, Al ET
w. ks ESE, JEHARNATRESHI AR B

FE AL 75 208 FIR P A AR E4h CFCA TS5 28], FRITE LAY L ZRIEFT
SEHAP BRI L SENE,  CRCA TS5 B P B LAL Jp BRAE H o

2.2 CFCA #H#%

CFCA Mi 4530 I Kt FRAB LGSR LD REEAT B 2, 2 B 25 6035

1. B ET BRSBTS B I (2 75 H A

2. R EEUE TS S b RS S B SR B B N SO R A, 5L
FORE T B AR BUE B 75— 51

3. ROEEUE P B R A SR A TR AR . WA R A AR
HURBTA , 00 55 2 LR SR 4 T 3% L AR — 56 2004 0 B AIE B



CFCA

o [ SR IE R O CFCA £FRMEAEIEBEARTH

Bl WEH AW P, FEHeHk 2%z 8w B 1P AU IR
4, CSR M, DN FRIMESRATE 41N AVE -
(1) DN & TFFAKIXA: CNy OUy O+ L. ST+ C;
(2) CN BiAZRE 4, Skt iiER P A —2G
(3) O WZE ALK TRV IR, SRR PR —
(4) L T, ST T, C WU LA FTAERIX, S S 3 kA o
H X —F

2.3 IFHER
CFCA HiZiEd 5, ¥ CFCA IEPEF A RIFH .. IEHAHEHEEE &
1% 2E S I R i s N B R E

2.4 IEHEH. . B

MUAAE R UE R, R IIEP sk iR, M E S i, 5EE
WA RAEF T, AU NI 2.1 555 BOE e (A BE A 3IE 5 58 . Ik A SO
CFCA T B AT IR HHT

EFEIHET = H W, CFCA F & H 2 T HEBENLAL FiF N F0BEIE 5 & B o
PR R AR 2.1 B 795 BTS2 (A4 L IR B IE 5 42 .

MU R AN AR5, PRI R CFCA T S A FIEH ey, FHBZiE
i ARt e 55 #s BB

=. CFCA £ILK{S{E SSL IERHIE

3.1 UEFiHI/E UL

CFCA £ BR{SAT SSL UE 5 75 BB TE MUk Web RS I, $EIER 2 AiiE e T
it 3t Web fik 55 BT A FH #A B0A B0 B

1. QRPN OG . SR A S B A 4R 1 Web JIRSS, V5 & AH 2 Y
AR P VR A SSLEH ) 792
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a0 CFCA & FREAEEBBARFM
2. WS 45 A IBM Http Server (IHS) .+ Internet Information Services (11S)
Oracle Weblogic 25 Fi\V#R 52 fit Web AR 55, 150G & B 4 A 22 sSL
EBEITTE . AEWIRAE 7 E I E A E SSLIEB T, UHES%
3. WM EE{E ] Nginx. Apache. Tomcat ZEJFUEHAY, 1500518 TFIR &
PRI SRS IR AT SSLAE-P I 7%« A1 g it 1 &% 70 T IR Aol
PE SSLAEH 5%, XS .

3.2 EHMIEFFERI CSR

SSLUE & A — B MRE T2 7 i ) S 455 10 I a2k e 5% 2 T] 20
P 0 o UE TS FRIE ML L 24 7E 22 4 1R IR 45 s Bl B & b AR GBS B RIIE P35 Sk SO
CSR (Cerificate Signing Request) . A1, CSR #2354 CFCA FH T2 KRIFEH (FEI.
21 &), HHHHIERRIEIRE .

RN, AR ECE D N ARG 2% 5, R AlE e BoR T B s =
S ) 58 i A PO 328 IR 55 e 22 TRD B0 K e T sl R 6 st P 7 3 RSl K ) 22 4
Mo BRIUE, UEFHIENIA S0 ZERE R — BEHMEE, EIE B RiEIE
WA U CSR, LRI R CFCA HHTUEBEH (2% 2.4 T 1) . CFCA K
IR AL CSR 22 ARAETS, JPR ittt e % S HIIE S i 4

UbAh, UE HIENI R 7K CSR $25845 CFCA, CFCA ffi] CSR 28 K uE+i. R
CFCA FENIAUEF BN I 2, ITCVE A5 2P s i) B 25 AR 3t IR 55 2 2
[ 40 100 2 4

3.3 IEFCARE R

—fek U, FHH Web ARSS B, Gl L T PR ED 2. OpenSSL
Al Javas

Tomcat. Weblogic. JBoss &%, fii[H] Java F2HLI M5 )% . JEid Java [¥) Keytool
T E., ARl Java Keystore (JKS) #& ZQHAIE S04«

Apache. Nginx %, {{1H] OpenSSL #& LK% A%, A2/ PEM. KEY. CRT %5#%
AR 3

AN, 1IBM HIF= AL, 11 Websphere. IBM Http Server (IHS) 2%, f§iF] IBM 7~

9
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i H A 1 iKeyman TH, A2 p% KDB #% UIE S0 3K Windows Server H 1)
Internet Information Services (I1S) , ] Windows H i FJIIE+i 2242 B PFX % 2K
HIEF S

3.4 FATHRAE 1 ER > BT Web RS HAFA R T. CSRL AR S B TTIE,
3.5 B et 1 AE T AR SO B M TR, (RS

3.4 IEHHIE

3.4.1 i Keytool T EHIMEIEH

Keytool J& JDK HH H 45 ()% & B T 5., 7] LLHIfE Keystore (jks) U HIIE+
. NEIF AR IDK )G, T PGB S A i IR S5 A IE TS .
LR ik n] BA R 45 JDK:
http://www.oracle.com/technetwork/java/javase/downloads/index.html
LA BA Windows - & 4, S EHHFIES I
1. i Keytool H3¢;
2. ERGIE T S Keystore, SCHFJG 4% 44 AT BLJE jks+ keystore, 1E15 304+ £
s
keytool -genkey -alias server -keyalg RSA -keysize 2048 -keystore D:\server.jks
Hrf, keyalg &% 8258, WAUN RSA; keysize & ZHKEE, WZiJE 2048,
alias ;& UE P4, W HIE X; keystore s& il 1o SRR HIAE .
MG, AR SO BB 5

i\ keystore il

AN 57
= A

PN
ifiJg, BALHR (CND , BPIEf BG4
B AT SRR A
[Unknown]:  www.cfca.com.cn
MJE, WAALRA (OU) , BIEF: HE R B ANRIE 1495,
NI RATE VE YIS §

10


http://www.oracle.com/technetwork/java/javase/downloads/index.html

CFCA

o [ 2B IER O CFCA £FRMEAEIEBEARTH
[Unknown]:  FARSCERE

iM)e, FAHL (0, RUBUF S b At s LA 44 FR 4K

[Unknown]:  H& & iE+0F R A A
MJE, BN (L, BEYLA S b AF s WL BT 7E T 2 X
R BT AE I3 T B SRR AT A ?

[Unknown]:  dbxt
Me, MAEG (ST, BIHLAE SR iE R HLRS Br fE48 b IX
TP LE PN B8y AR A2
[Unknown]: bt
MG S B S AR IEAE LR B e B B K EE AT EUX. (O, BRSE ALY
BE, iR EHIN CN, EEBIA US 5
AL P 7 B E A A 47

[Unknown]: CN
BINTEHUS, TN S S IR

CN=www.cfca.com.cn, QU= RZ iR, o= & & miMEF OARAF, =1t s, sT=1b i,

C=CN IEHfjng?
[ Y
M, RRMAEH (Key) %, ATLLSIUET: (Keystore) FHY—3;
gy N <mykey>ff) 3= 5 0
(UAAN keystore FRYGAHAE, HZ[EHIE) -
il , BIAE keystore fRAFIIERIZ T, ARGIET XCAF (serverjks) o
3. BRSO, AERGETIER:

keytool -certreq -sigalg SHA256withRSA -alias server -keystore d:\server.jks -file d:\certreq.csr

Hrr, sigalg AEAHEHE, HEFFE SHA256WithRSA; alias &4, DA 2
A A RAEAS SO 52 S48 — 2 keystore SEUEF MCAFRIERAR, file 277 ARIE
HigR (CSR) MR,

MG, HERHIN keystore [ %65

N keystore il

11
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iha, BIFEAEIEBiER (CSR) U (certreq.csr)

4, VFPHIEYRPEAE g RS (certreq.csr) EFRIMFME (ER 2.1)
Fefitan CrCA, FFZEBREET UM (serverjks) o

5. CFCA BRZHERLE, W APIERANEFEE SRS ik 15 B L .

6~ UETS I IE N B A SIE BANE B CEFRIERM P ZHET) 2%
[\ FEH S (serverjks) H.

Forr, RSO — DL A PR 44 EV SSLAETS . EV 23844 SSLEPS
FIMRIE T2 CFCA_EV_CA.cer; "HZulE15/& CFCA_EV_OCA.cer; OV SSL iEfi. oV
Z 44 SSLEF . ov EALAT SSL iE FfARIUE 5/ CFCA_EV_CA.cer; HHZLIETi/&
CFCA_OV_OCA.cer (P W= &

7« SAMRIUET (BLEVAER AR, oviEtiEFA ov FRIET, TR ;
keytool -import -alias evca -keystore d:\server.jks -trustcacerts -file d:\CFCA_EV_CA.cer

MG, FAUETS SO 2R
i\ keystore 5D

MG, 23 B HRAIETS 0 & 1k

i ¥ : CN=CFCA EV ROOT, O=China Financial Certification Authority, C=CN

‘

A% : CN=CFCA EV ROOT, O=China Financial Certification Authority, C=CN
7315 184accd6
B AT 46 H : Wed Aug 08 11:07:01 CST 2012, # 1l H #: Mon Dec 31 11:07:01 CST 2029
SRS

MD5: 74:E1:B6:ED:26:7A:7A:44:30:33:94:AB:7B:27:81:30

SHA1: E2:B8:29:4B:55:84:AB:6B:58:C2:90:46:6C:AC:3F:B8:39:8F:84:83

SHA256:
5C:C3:D7:8E:4E:1D:5E:45:54:7A:04:E6:87:3E:64:F9:0C:F9:53:6D:1C:CC:2E:F8:00:F3:55:C4:C5:FD:7
0:FD

2542 B A4 FR: SHA256WithRSA

&, BMEEIAE, SATER.

BAEXRNMAIE? [f]]: Y

12
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NIEC A keystore H

8. SAHIIET;

keytool -import -alias evoca -keystore d:\server.jks -trustcacerts -file d:\CFCA_EV_OCA.cer
MG, FAUEFS A2 A

N keystore il
SR

INIE SR Z keystore 1

9. PAMRSTAUES GIEFSCHF— R LAHIE AL AR )

keytool -import —alias server -keystore d:\server.jks -trustcacerts -file d:\FF & &REHAE A0 R

N7 .cer

Hrp, 54 (alias) A Bl B W B R4, WIS H 2 AR
UEFSSCAFI E SCH A 44— 3

&, AR SO0

FATER
INIE SR IIZ keystore H1

SER IR AR TS, A RGEEEMUE S (serverjks) , AT LAFZEAE Tomcat.
Weblogic %5 Web M 7.

3.4.2 f§f openssL T EHIEIEH

f§iF OpenssL T E.A] LL#HI{E KEY A1 CRT #% 3 AAIE 304, OpensSL T H. 7] L
ML Hivhik R %

http://www.openssl.org/

LAR EL Windows ~ & A1, A 2HHIEIEFS 77,

1. 3N OpenSsL H3%;

cd D:\OpenSSL\bin

2. HERGIER S key FIEE K SO csr

openssl req -new -newkey rsa:2048 -nodes -keyout server.key -out server.csr

Hrp, newkey WAi/E rsa:2048, key NS, csr NUEIE RS, R

13
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CFCA

o BE CFCA 2 BRISEE B AT
INHBTE OpensSSL HE T ;

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

1M )5, S AN B O e rR B U B IR R R BB AT X (O, BRAEPIAL Y
B, b EHIN CN, EEHA US 4
Country Name (2 letter code) [AU]:CN
iMJe, SAEG (ST, BIHUM SR P R LA B eE B ot X
State or Province Name (full name) [Some-State]:Beijing
IMJe, SN (L, BIYLR B e LR B 7 X
Locality Name (eg, city) []:Beijing
MJe, AL (0, RIHUY S b rh LR 24 FR 25K

Organization Name (eg, company) [Internet Widgits Pty Ltd]:China Financial

Certification Authority
Mg, MANHALRA (OU) , RIE HiFRH iE N4 K;
Organizational Unit Name (eg, section) []:Technology Department

MG, fABFR (CND) , BIEFHiER 4

Common Name (e.g. server FQDN or YOUR name) []:www.cfca.com.cn
MJE, PAR LA AHE
Email Address []:

14



CFCA

o [ 2B IER O CFCA £FRMEAEIEBEARTH

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:
Please enter the following 'extra' attributes

M5, HAE OpenSSL Ht T, PAEUEF A key ANIEFTE KA csro

3. UETHIENUEE TSRS (servercsr) FEFAHHM B (FEWL 2.1 =&
) FRfEEE CFCA, FFRF/BIRE B HM (serverkey) .

4, CFCA HIZIT ' BERLE, K APIERANEREE BT 1

Horp, USSR LA HE AL A FR A 445 EV SSLAETS. EV 24844 SSL AL
HIMRIE T2 CFCA_EV_CA.cer; "HZulE15/2& CFCA_EV_OCA.cer; OV SSL iEfi. oV
24 SSLAET. oV JHAECAF SSL kT IARIE T /& CFCA_EV_CA.cers HZIE T2
CFCA_OV_OCA.cer,

5. RIS UL AH S FA server.crt.

SER IR EEEfS, serverkey NEEH A servercrt AARSS ZSUE TS0, AN
UE SO —iE, AT LAEREAE Apache. Nginx 25 Web 3 H1,

3.4.3 ¥ F iKeyman T E&|/EIEH

IBM HTTP Server &4 iKkeyman, m]LLHIEIESS.
1. AT IHS7 ZZEHZTT, “bin” B3 TH] “ikeyman” , BEN iKeyman
FHI

15
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b S AT CFCA 2 BREHEEBHATM

THEBIEESHE) GBEEC) EHV B
S .
oERE
EHEBIRERES
BB :
SRR |
SIRIEEET) =
THBEEAS
|:: 1R Q)...
P2(D)
BEEEEW...
SAP)..
WEFREEIER(A...
EaA M)
IREELG)..
HEGES(D)...
lEEfn  RREEPBIRE A G R E IR

2. EFF CEYPIBAR SO, LR X AE.

‘

EPEIEEERK)  |CMS -
STHAE - [key.kdb | [ RIEE)..
ED D2 |

HAFE(D) HiH(C)

3. EEPIHUE ERA Pk “ems” o mlily N e PR R SO
FREREAE, BRIMNEDL T ROZAEAT ikeyman ] bin H3E R o siahififi @ iAW R 5t

R

ERE(P) = |-|||-||| |

B EERS(N) - |-|||-||| |

(] BIBAR () (D)
[v] 3E RS TS BIST I B(S)

EAYE(O) H=ITEER HUH(C)

4 R NEIECE RN RS, R R RS RE RSO s “RiE” 2t

[5=Y

6
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H E SRAE O CFCA £ FRFEAEEBBARTM
NGOG, R AE B I A7 A SO “key.sth” o 18 R A7 il SCA 00 Z5URN 5 D 2
Y& PE S IAE R — H 3% R

@ IBM 258232 - [D:\key.kdb] - o
EHHIEESHD §320C HEHNW SBIH)

D J % RE

g EEE - CMS
SHA(F) - Di\kay.kdb
SHPAREE(T) =

EEREIERES R

EREIRFRE

—
| SR v | s

R FERR |

5. PJE] “DNIEBIER” , EFEF 0 ETH) “ Al —— iR iR
BENUNR . Fo

KRNI 2048;

A% (CN) , BEF iR P R84

M4 (0) , BN E e Ly 4 PR K

HE8I (oU) , HIES HIis R A B il N HIFET T 4495

my By XD, BIHL B AR e rRAT LR Bl £E T 20 X

B HEEW (ST, B B EAF rRoATLAS B 72 28 20 X

E R (O, AN S IR AL BT e B X B A7 X, BRE
PR BE, i Ef N CN, SEERBIA US 4.

6. RS, BEIEZERAS T A RBGE1E R AT certreq.arm. E-S G L
FPRAE RO R B4 CFCA, FE28 REIEF UM (key.kdb) AIEHE AL
4 (key.sth)

7. CFCA HIZIT P RRNE, K AHIEBANE B RIRE T .

8+ LT B AL R 8 2 FHUE 5 AR 588 2 0] B30E H5 304 (key.kdb) H1s

17
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Forr, RSO — LA B e FR A 44 EV SSLAETS . EV 23844 SSLEPS
FIMRIE TS /& CFCA_EV_CA.cer; HHZIE+i/& CFCA_EV_OCA.cer; OV SSL iEf5. OV
Z 84 SSLE+ . oV IEAECAT SSL k- FARIE5 /2 CFCA_EV_CA.cer; "HZIIEF52
CFCA_OV_OCA.cer.
9. W “BBANIER” , BEANWR FH.

& IBM Z5HETE - [D:\key.kdb] = B
EERIRESOHD A0 BEN SEEH)
']
= IS
ERHIREER
BB CMS
SRR = D:key kdb
SHBIREE(T) =
ERHIEERT
—r—
s -l mme.
——
Hik2(D)
HF(P)..
R AR IEE BT TE Y, !

10, &£ “AINT , IR FRIEBXENE, @REMHAEE, SdiE, S
o [FIRE, B SAETHH S AR key.kdb H.
11 EEHEERE S ERE “DNER” , SN HP S,

[y

8
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ERBIEEZHD G0 ETEW SN
] ol
Dea R
THEREERER
FigEESEE = CMS
SEiB(F) = D:key kdb
SRR -
EHEBEERS
T i T
HIFED)
EHHIFW)...
S (D).
EHEBEFHR(A)...
EREM
FiEE TR G)..
MEEB(D)...
[ERmmrE sz

14, gy “HRWC7 . SR AR A .

B - (b E L R RS BB cef | [ #e)..
WEWL : D |
HA7E(0) HEH(C)

15, MRS LB AN, v “#E” , SR

19



CFCA
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EVBIEFSIHD GBEC) EHEHV RIEH)

ISIEACIE I3

EEREIERES R
g pEER - CcMS

SHA(F) - Di\kay.kdb
SHPAREE(T) =

EREIRFRE

FtiF$:(D)

BHHREW..
SiHiSAX)...
EHTEERIERA)..

Han (M)

FEEER(G)...

HRHREB(T)...

[ERenertmmmE: !

3.5 {EFiE i #H

Tomcat. Weblogic. JBoss %%, f#i[] Java Keystore (JKS) #&ZUIKIAES 014,
Apache. Nginx 2%, {#F] KEY. CRT #&%ZUHIAEF s

IBM Websphere. IBM Http Server %5, {#i Ff] KDB #& 20 [KJE S04
IS 25, {HH PFX (P12) #& A AIIEH ST

JKS. KEY&CRT. KDB. PFX Z5#%20KAEH 4 m] AAH B e #e . 40 R BT R

JKS

HFWeblogic. Tomcat. Jboss%

PFX
AFISF

KEY&CRT KDB

FFApache, Nginx% F-TIHS., Websphere%

20
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3.5.1 JKS ¥4 PFX
AT LME F Keytool TH, 5 IKS #%:0EE# R PFX %20,

keytool -importkeystore -srckeystore D:\server.jks -destkeystore D:\server.pfx

-srcstoretype JKS -deststoretype PKCS12

3.5.2 PFX B3R JKS
Al LU#E ] Keytool T E., ¥ PFX k% 2086y IKS #53K.

keytool -importkeystore -srckeystore D:\server.pfx -destkeystore D:\server.jks

-srcstoretype PKCS12 -deststoretype JKS

3.5.3 KEY&CRT ¥4 PFX

i OpensSL T.H., ] PLK 28 S0 KEY FTASA S CRT #5464 PEX SCHF.
BB H SO KEY FIAEHSCF CRT JiE] OpenSSL H3& R, T7F OpenSSL $44T
PLF i 4

openssl pkcs12 -export -out server.pfx -inkey server.key -in server.crt

3.5.4 PFX ¥~ KEY&CRT

fliFH] OpenssL T-H, ATLLKE PFX SRR AL B KEY A B CRT.
R PEX TR E] OpensSL H3k R, 4T7T OpenSSL $44T L T 4 :

openssl pkes12 -in server.pfx -nodes -out server.pem

openssl rsa -in server.pem -out server.key

openssl x509 -in server.pem -out server.crt

3.5.5 KDB ¥4 PFX

fEH iKeyman T, A LUK KDB SCAF#AL N PFX SCAF.
FTHF KDB XX, Aidi “SH” #%4l.
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L]
e

EVBIEFSIHD GBEC) EHEHV RIEIH)
ISIEACIE I3

BHEREER - CMS
SRR = C:sers\CFCADeskiop\key. kdb
SHPAREE(T) =

EEREIERES R

EREIRFRE

[~] | (... |

FtiF$:(D)
HEHREW..
SIS AX)...

EHTEBERIERA)..

Han G (M)

¥EBER(G)...
HRHREB(T)...

[ERenertmmmE: !
R CPHEH” . PR Pres12 #5.

FEIFIR{ESERY
W SHEHAD O SAERHD
SRR PKCS12 -
XA - |key.pf | [ #®)..
HEWL) : |C:AUsers\CFCADesktop) |
HAFE(D) HiHE(C)
W PFX L,

AFI2IF B EAEIR EREREP) © | |

HRATEGSN) = | |

EAYE(O) H=ITEER) HZH(C)

BIAT S PRX S04

3.5.6 PFX ¥ ¥4 KDB
ffi ] iKeyman L H., 0] PU¥t PFX SCAF#4K N KDB SCAF.
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o S B 0 CFCA £ FREAEEBRARTM
FTJF iKeyman, Hri—4~ KDB X ff.
i} IBM Z4EEE - =

EVBIEESUHD GBEC) EHHRV REIH)

EEELE

EREIRRFER
BEEESER -
TR =
SHRAZEET) -

EREIEFR T

EERIEESIK  |CMS :

...

FHIF$(D)

SR : [key kdb

EHREW..

EL) : [causers\cFcADEsKop

WwE© || HWHO

Eal
=
c]

EIERERA)...

HEimf (M)

REENESR

G)...

HHHRAE(D)...

B 5D » WRIE R TOE B U S A L R SRR ..

B ONEAD, LR AL ARG RSO

ERE(P) = |-|||-|

EALLEERS(N) - |vu---u

] SIS EI(E)
h?&"ﬁ%#ﬁﬁjs‘{ﬁq’tﬂl

D)

EAYE(O) H=ITEER

HUH(C)

WP EH U, s O 1.



CFCA

b S AT CFCA 2 BREHEEBHATM

EVBIEFSIHD GBEC) EHEHV RIEIH)

ISIEACIE I3

g pEER - CcMS

EEREIERES R

SRR = C:sers\CFCADeskiop\key. kdb
SHPAREE(T) =

EREIRFRE
EIN(R)...

FtIF$:(D)

HHREW..
HHHR(X)...
BRFE(D)...

Han G (M)

[ERenertmmmE: !

VK HRIF S CFCA_GT_CA.cer FIH1Z%iiF+5 CFCA_OCA2.cer S\«
RN NIET, fAd “SN” 1l

EVBIEFSIHD GBEC) EHEHV RIEIH)

ISIEACIE I3

EEREIERES R
g pEER - CcMS

SRR = C:sers\CFCADeskiop\key. kdb
SHPAREE(T) =

EREIRFRE

A AIEH (...

EEHIED FtIF$:(D)
A AREB R

HHREW..
SA(B)...
EETEBRIERA)..

Han G (M)

¥EBER(G)...

HRHREB(T)...

[xeminrrE Rz |

e PKCS12 2R, % FF PFX S
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XA | server.pf || m&E.. |
HEL : |C:\Users\CFCADeskiop |
EAFE(D) HTZH(C)
I\ PFX T

TEREP) : |llllllll| |

l ER7E(0) HEEER) HZH(C)
PN T T

IER Yy SERES AT IR R S AR BENS, HE7E(0)

EIFEEENARIES) -

HIIH(C)
HiAETinERE) -
|sen.rer
e [

SFABI G, EEDNIES.
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EVBIEFSIHD GBEC) EHEHV RIEIH)
ISIEACIE I3

BHEREER - CMS
SRR = C:sers\CFCADeskiop\key. kdb
SHPAREE(T) =

EEREIERES R

EREIRFRE

I~ | ...

FtiF$:(D)

HEHREW..
SiHiSAX...
EHTEBERIERA)..

Han G (M)

¥EBER(G)...

HRHREB(T)...

[ERenertmmmE: !

IERE RS, Ak RHIER B ENREIET” .

I server

EFAAME): 2048
iEHEE -
hRA (V) X509 V3
F¥Fl=: 10 00 000 00 00 00 00 00 00 00 00 3000 796399
WAL -
CH=*cfta.com.cn, QLU=Web Servers, OU=CFCATEST QCA21, O=CFCA QCAZ,
C=CMN

Wbl -
O=CFCARSATEST QCA21, C=CM

AT HEHE]), 20135F4H7H £ 20145F4HTH

155 (SHA1IBE) -
TB:DF:C1:E9:67:D0:12:26:A6:4F:E1:38:5C:BC:1B:CC:90:AB:9E:B6

EEEIES): SHAMwthRSA (1.2.840.113549.1.1.5)

HHIFWERN...

I IFHEB R R EEBS)

EAZE(0)

26



CFCA

o [ 2B IER O CFCA £FRMEAEIEBEARTH

1M J5 #4F KDB SCAERP AT,

3.6 IEHEE

IEFSHRE T30, e iR Bt Web NI B OB AF BB BE 1) R, A
TSR 7 E D web MBI EIFIEBRT A, NS

3.6.1 Apache IFPBELE

Apache {1 H§ KEY HT CRT #% 2 AUEFS, EF I 1E 77 XiEZ%“3.4 1A OpenssL
THAWEER” .

W GAIE B FIARAEFFT I, AR 0K FAHS & 11 B SCA S (B 45 -----BEGIN
CERTIFICATE---—" F “--——-END CERTIFICATE-—-" ) , FF{RAFAK cfea.crto UWIF:

B AR S5 2530 30 server.key A server.crt, DL AIE 8 S0 cfca.crt, ECE 7
Apache 1,

AR G4 2347 JT Apache R H 3K NI conf/httpd.conf SCf, 245 Rk PIAT
FERET 5 #.

#LoadModule ss|_module modules/mod_ssl.so

#Include conf/extra/httpd-ssl.conf

HSCAR Y 25 4T HF Apache #R H 3 T ) conf/extra/httpd-ssl.conf SCfF, &4
LLR 25

27
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<VirtualHost 127.0.0.1:443>
DocumentRoot "/var/www/html"
ServerName
SSLEngine on
SSLProtocol all -SSLv2 -SSLv3
SSLCertificateFile server.crt #4%
SSLCertificateKeyFile server.key #41%
SSLCertificateChainFile cfca.crt #4%

</VirtualHost>

Hrp:

Jii FH SSL BiiE: SSLEngine on

ZEH SSLv2. SSLv3 Bri: SSLProtocol all -SSLv2 -SSLv3
INEASCAE: SSLCertificateFile server.crt #5143
FNVEHSCAE: SSLCertificateKeyFile server.key #4428
WEPHECA4: SSLCertificateChainFile cfca.crt #$4%
R EENRISE, EHE5) Apache.

3.6.2 Tomcat it HECE

Tomcat ] JKS #&NAIESS, UEBHIET iESH “3.3 fiH Keytool TH
HIEIETS” .

BHIRSS2RUE TS0 (serverjks) , FC & 7E Tomcat 4.

UAYREARFT I Tomeat 222E H3E T conf HatH [ serverxml SO, FEHT LA
AR

28
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<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" ssIProtocol="TLS"
keystoreFile="jks 45"
keystorePass="jks %% fiZ}"
truststoreFile="jks #%4%"

truststorePass="jks Z5 5" />

Ho

SSL vjin) i I port="443"

2 SSLv2. SSLv3 #i: ssIProtocol="TLS"
WP . keystoreFile="jks #&1%"
IEPZTY: keystorePass="jks "
{SAEIEPBE . truststoreFile="jks #g1%"
fEARUE P45 truststorePass="jks Zfi"
BCE SERE, BEHE 3 Tomcat.

3.6.3 Nginx IEHALE

Nginx f#H KEY Al CRT 4% IEFS, WEFH1E T XiES% “3.4 {FH OpenssL
THEWEES”

B IRS ZEH . 1 ZRiFES CFCA_OCA2.cer FIFRIFF: CFCA_GT CA.cer $T7F,
PRUCH FARDD ) B SCA S CRL4E “-----BEGIN CERTIFICATE----" 1 “--——-END
CERTIFICATE-—-—-" ) , FF{RFFHL servercrte WITF:

29
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B R 55 ZRUEH A server.key Al server.crt, Tt B 7E Nginx H,
R A B SSL, FH SCAZmEE 23 FT T Nginx #R H X T conf/nginx.conf SC44:,
BT LA N 25

server {
listen 443;
server_name 127.0.0.1;
ssl on;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_certificate server.crt;

ssl_certificate_key server.key;

}

Horp:

Jii FH SSL ZRE: sslon

25 H SSLv2. SSLv3 138 ssl_protocols TLSv1 TLSv1.1 TLSv1.2
WS ssl_certificate server.crt 4%

FAEH A ssl_certificate_key server.key 4%
R E RIS, EOHE 30 Nginx.

WSS XA SSL, FH A IEZSFTH Nginx #R H3% T conf/nginx.conf SC44,
FOHT LA TN A
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server {
listen 443;
server_name 127.0.0.1;
ssl on;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_certificate server.crt;
ssl_certificate_key server.key;
ssl_client_certificate ca.crt;
ssl_verify_client on;
ssl_verify_depth 2;
}

Hrp:

J& FH SSL ZiifE: sslon

25H] SSLv2. SSLv3 13 ssl_protocols TLSv1 TLSv1.1 TLSv1.2

WO ssl_certificate server.crt #4458

FNVEHSCAE: ssl_certificate_key server.key #4428

WEFBE L ssl_client_certificate ca.crt #5445

Ja FIXe] SSL:  ssl_verify_client on

WEPHEVR L : ssl_verify_depth 2 W& P H CFCA AETS, WNZIULAZIN 2
FIREETROS S, EHE 3 Nginx.

3.6.4 Weblogic iF HEC B

Weblogic 18 JKS ¥ 0HIIEFS, IFEHHIETRiE2% “3.3 {#/ Keytool T
AHEER” .
FTIT Weblogic #%# 4, HEN “MREGE7 .
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S RHAE 0

CFCA &R EIE BT AFM

HikE
. i s HEfIE o WTC IREEER
= I3 fREER o Jolt FERED
n FiEEEHE
ol Bz = Jms R
“EE n FEEIRSE o HiEIH
. EHE = iR . iHTELR
« AIEEE o HEIR o ZHRESR
® Coherence Server o FEALEFLE o iEFtER
s Coherence 8% o WML TERRE . EE
o PtEd o XML EEIESRT o FTFX
o THSEE o SNED MDD IRMHERRE * SNMP
* BEhZEFCFEE o THEFE
* jJCOM
s
. AT pre——
P e FileT3
s ITA
N X—\L (x]
I E RSS2
]
b EEE
B2 (ORE - EERFE)
S “TECI" R 6 A R S TSI T PR 16 .
a2 || i | | fiEs 2x 18 1 3 B T
[ | && & =¥ fhg-F§ K= BRI, e N
[~ | adminserver (BT | RUNNING W 0K 7001
FEE || REE | | Hx Ex 138 1 F 10— | T
“__. 2 2 “« 1A ENIT] 2
1E“—RA5 87 B, “JaFH ssL Wi e .
AdminServeff1 & &
K& | i | BEEF | S B B FE RE 22 3%
—RER | R | RS | THE s | ESRE  FF OIE i BE | ERiisW | REs8s | weh RE
1R
ER T AT AT EZR S SR A — AR ThER, P03\ FlEIES.
=HE NDLH &
& AdminServer AR BEPIRIFEHFHER. BEEER.
WHEL: {None) BEETHIRS 8 weblogic server £ G1HEID. EEEE..
=5 (Standalone) iZR S5 SRPNRRESY, & Weblogic Server EPEH.  FEEEER.
AF KT LRSS SRR T W AR 1P thidlat s 5. BEER..
v BRAS%EO EERAT LA GRS (3F s5) iR Ao tiREE. B
HorRRO: 7001 LIRS SRARERES G sl £AEERRL TR0 BEE
- B
v BH ssLEwRO ETRTT LA s BinROwEREeE. BEER..
SsL KRR 7443 IEBSBUT ssLIEEERFEAN 1P 0. BEER..
I &5 BREPILESE ST HttpClusterserviet 2EAIBRFFTFLTHEFIES. BEE
B
Java SRiFE: avac RS8R FRTARERIE Java IBRIERRFERR Java #iF
! 2, BEER.

15 BT T, BERSEIETR (serverjks) o L
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S RHAE 0

CFCA &R EIE BT AFM

WEAPEL R “E RIS IRE RIS
BEAFERIN server. jks SR AN 20T

B HERI N server. jks HIERA R 20,

NSERAE, TRAT

AdminServerff&H
EE | thi  B&idxs | BE B R 85F RS B2 3%

—H#EE | £ RS 55L BERE | HF | IE | Wi | B RRRREN | BS88s | web BE

R

R A THANEHESTENY 1) WELTFENEE. BHRP, EUDSEETELEREAFCE. SERERDTEER A EHMEE.

4 ERHF SRR £ X

c\server jks

ks

EHEREUHEEREE:

WEHFEREAEEREE:

=t
SEHISHEYRE:

c\semver jks

USRS =

EHISEEHEEREE:

WA ERASHEZHEERES:

R

fE “SSL” %, MiE SSLikmi, Hrh.

PRRAEAEICE, Wk “HPIE"
AN P N Y109 44 A
BNSERA, TRAF

LIRS BAMF R LT Ei R AR ENN, BEEER ..

FPRERERR AT S, EEEA..

AR, N ks, BEER..

ERFAT AR MTEIEE. IIRATEEE, TR EHERET
FECMEET. EEER..

FHEHTAENR TS BEER.

ERAERIE . BT ks, EERE..

ERSEEAENEDEE. NRATHTE, I ERETETRE
TET. EERER.
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AdminServed¥I & &
RE | by | BEER | B | AN 28 | 52 | BE = a8
—#EE | &% | BE | TVE BAES (T3 I8 it |88 | eRRsN | BSEE® | wo B

R7F

ENT T, EUETTE RS REPNENRLERTE (o5 #E. TERERHTERRR AR,

RS S e 157 S5 EEMAEIIRS BAFD (EHAREE LIRS S8
= EfE (FEEHITEN). BEEA..

#a

BHERE: FEEHFREAE EURAEATH TN, BEEL..

BAEANE: o EUATEETE T RS BT T THE AR, &
‘ =28

ERAEIEBEE: 00000 | [ceceeses TEERY, TLARRERS BLATYNTREE. B2EE..

RABHAEAETRETE: 0 | [vecesees |

T FETHTETAE AFEUEt TR ENTHERE. BEEL..

=t

BT BEEL: FEERIE T AFRLERME IR SR, BEEA..

b Es

B

& SE e, s Weblogic B2k, =15 3h Weblogic AkSs -

3.6.5 IBM Http Server iE L E

IBM Http Server fiHH KDB #%=UHUE+:, WEPBHIETRNiES% “3.5 fFH
ikeyman L HEHI/EIES” o

RHIVELF A kdby rdb. sth SCHFIAE R — AN H3 T, 1M1 J54E httpd.conf ST
L E .

LoadModule ibm_ssl_module modules/mod_ibm_ssl.so
Listen 443

<VirtualHost 127.0.0.1:443>

ServerName 127.0.0.1

SSLEnable

SSLClientAuth required

Keyfile "key.kdb E&4%"

SSLStashfile "key.sth 45"

</VirtualHost>

SSLDisable

Hrr, KeyFile fT$8 %€ B NE P EUHE %42,  SSLStashfile %50 SCA- 842
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fid & 5e )5, )85 IBM HTTP Server.

3.6.6 JBoss IF HAL B

JBoss 1] JKS #AAUES:, EHHIET RiES% “3.3 fiH] Keytool T Eifil
TEIER” .

BFARSS EUE S0 (serverjks) , Ft & 7E JBoss H.

I SCAR YmtE 2337 I Jboss 2225 H 5% 1 server/default/deploy/jbossweb.sar H 3%
H1f) serverxml SCAF, BEHTEAT N4

<Connector protocol="HTTP/1.1" SSLEnabled="true"
port="443" address="${jboss.bind.address}"
scheme="https" secure="true" clientAuth="false"

keystoreFile="jks 45"

keystorePass="jks 2"

truststoreFile="jks #$1%"

truststorePass="jks % fil}"

ssIProtocol = "TLS"/>

Horp:

SSL 1j i) ¥ 1 port="443"

WEH . keystoreFile="jks #4%"
WEF%50 . keystorePass="jks % fid"
fEAEIEPBE . truststoreFile="jks #&1%"
{EATIEPBEE2Y . truststorePass="jks Zh5"
BeESER G, BOHT A 3l JBoss.

3.6.7 IS iF R E

IS A LLELFEAS F PRX & R E T304, PRX UERHIET i S% “3.6 ik
T A .

ERZATHEF SN MMC, BENEFEH] G

35



CFCA

o B SRAE T O

CFCA &BREEEB AT

== Windows RE{FFEANIER , BIFFTTHERIER.
= MitEE TEER Internet FHE,

FIFFO): | mmd

IR T .

THE | EBfER) BEV) WEESRO0) HOW)  EEHH) HNER
€ HE(N) Ctrl+N
E FIFHO)... Cirl+0 I i I
FEES) Ctrl+S I
BEAA).. EELEEERE. k
B 3
B ERETM)... Ctrl+M
EER(P)...

1 devmgmt.msc
2 C\Users\CFCA\Desktop\iEsl&1.msc
3 gpedit.msc

4 secpol.msc

BHX)

IRIMIES o
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{FATLIERH BN Bt s ST AR ESFEN—asRer, ITay BEEes . fALESEERPLy B0,

ARREEETS): FEEEST(E):
BEST S 2 CsaRts RETREQ..
'@ﬂﬂ]ﬂ Microsoft Cor...
BE Microsoft Cor... 2 (R)
P =g Windows BA.. Microsoft Cor...
i HEree Microsoft Cor...
s 2(0]

@H’gﬂﬂ Microsoft Cor... w
O Esitaes Microsoft Cor... O
S iEEnEs Microsoft Cor...
[ =] Microsoft Cor...
[EsnsEs Microsoft Cor...
[ Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

Mo

IFRSReTAHRIRE N, — MRS St BT ER S,

ﬁ” Bk

R HEALK )

EEBETSE A MR EEES:

(@F:=: o)==l (V)]
CBSHFS

e | T || mE

ININZ )5, HAE
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H E SRAE O

CFCA £ AEIEHTARF M

{FATLIERH BN Bt s ST AR ESFEN—asRer, ITay BEEes . fALESEERPLy B0,

FRFEESTEETT(E):
g e HBEFEX..
GHESEEHE)
2R
=20
T#D)

ARREEETS):
BEsn LRI -~
@Hﬂ]ﬂ Microsoft Cor...
%E% Microsoft Cor...
P =g Windows BA.. Microsoft Cor...
] HEf Microsoft Cor...
Qﬂgﬂﬂ Microsoft Cor...
‘!‘E‘H’ﬁ]% Microsoft Cor...
o EEETES Microsoft Cor...
== Microsoft Cor...
mﬂﬁ Microsoft Cor...
[ Microsoft Cor...
@ﬁﬁﬁhﬁﬂ% Microsoft Cor...
SES Microsoft Cor...
ElESERTSRES Microsoft Cor...
. mpRS Microsoft Cor...
v
f=]
IEREBRETAFRNSEEH. —MESNE S ENIGERFERE.

ﬁ” Bk

FESZAFAEMARIE B AU+, AMRIEF: CFCA_GT_CA.cer.

@ TR e BBV EES0) BOW)  ZEH) HNER
[ gEsETS - - mEE HIEAE =~ || e
4 Gl PR TE) [5]AddTrust External CA Root  AddTrust External CA Root 2020/5/30 s || i -
- - . Sl Baltimore CyberTrust Root Baltimore CyberTrust Root 2025/5/13 s EEEE
@ ECaﬂum CA Certum CA 2027/6/11 B
i = 4749/4/11 <FfE
i S ?;ig Bt ' csca 2041/5/12 <FFE
) s ==\ , CFCA CS CA 2041/5/12 <FFE
g MEEMESOMW CFCA CS SM2 CA 2042/8/24 <FFZ
) mmay T — CFCA CS TEST CA 2032/8/29 <FFZ
b S CFCA €S TEST CA 2032/8/29 <FFE
b mPRe iz M2 CA CFCA €S TEST SM2 CA 2032/8/29 <FFE
b O EfEA SHFED.. CFCA EV ROQT 2029/12/31 <FfE
b 7 MSIEHi =8m) 00T CFCA EV SM2 ROOT 2029/12/31 <FfE
b T CFCA GT CA 2026/6/9 B
b O RS [5CFCA GT CA CFCA GT CA 2042/8/21 <FFZ
b [ EREEEEMR [ICFCA GT M2 CA CFCA GT SM2 CA 2042/8/21 <FFE
b ] SMEEEE [55]CFCA Operation CA3 CFCA Operation CA3 2021/11/6 <Ffi%
b ] Web B v || Glcrca rca CFCA RCA 2022/6/4 <FfZ .,
< > < >
REEEIENTRE

TERGAE TR F, FAFIAE T CFCA_OCA2.cer.
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rh S RAGE 0 CFCA 2 BREHEEBHATM

@ O BN BEV) MEEE0) BOwW)  ZEH [=[=]x]
] EleRts ~ . maE 1A T~ | BAE |
4 G ﬁﬁm&m Elsoc CFCA 2031/5/11 <fFE “I
': g ;i&mmﬁqam [51BOC sM2 CFCA €S TEST SM2 CA 2032/7/23 <Ff2 =k »
i [ CFCA C5 OCA11 CFCA CS CA 2031/5/15 <Hi2
O [SICFCA C5 SM2 OCA11 CFCA C5 SM2 CA 2031/5/15 <fFE
': g ]fk@fig . [5]CFCA EV OCA CFCA EV ROOT 2029/12/29 <fFz
by ;a; ) ill I (5 CFCA EV SM2 OCA CFCA EV SM2 ROOT 2029/12/29 <fFE
B [5]CFCA GT OCA21 CFCA GT CA 2026/6/7 <fiE
b O EEE FEESK) » SAD.. [peTea 2026/6/7 <fF2
b O e — , [T TreA GT SM2 CA 2026/6/7 <ff2
b m=a . CFCA PCA 2022/6/4 <Ff2
b [ S CFCA CS CA 2031/5/16 <Hi2
L] B FHESRIRET)... CFCA CS CA 2031/5/16 <FFFE
b O EfEA 6 CFCA GT CA 2026/6/9 <fFZ
&+ ] MSIEH SHFIEL.. CFCA GT CA 2032/8/15 =<fFE
p O nCA CFCA Policy CA 2020/6/12 <fiE
| iI—‘Hiia EHIH) n CA1 CFCA Root CA 2020/6/12 <fF2
b O EREEEEETE ECFCA Operation CA2 CFCA Root CA 2019/11/21 =ffE
< > < >
IEEEINERERE

AN NIEFF, S PRXAEFS AT

@ HE BEW BBV EES0) #500  EEH [=[=]x]

~ || S EE EICHRA TR I BME

EELEEATNE. “

EEEE »

FrEES() ’ EEHNEB(R)...

== v BAD-
HEESEEOIW) FERRIE() »

HESRWE(T)...

RE(F)
SHF=L...

EENH)
I+ [ 1 MSIEHistoryJourna
[ =)

b [ iR

b [ SRR EENNR

b [ EHEEEE

[ Web iBE v
< > < >

FREBIEINEREE

SN, ®EEHEDNNEEZH (PFX. P12)
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b S AT CFCA 2 BREHEEBHATM

@ - b EEEE O RS (C)

i v FEEE

m =

B creca
1M el
B LR
s EE

| inetpub

. Program Files

. Program Files (x86)
| Windows

M P

~ ER Eas

2013/11/29 11:01
2013/11/21 12:00
2013/11/29 8:40

2013/11/29 11:02
2013/11/21 13:27

Bl sy
B TE
W B%
Ik =A
iy AR (C)
ca SHEEEE (Di)

L v <

|[3 crcApix 2013/5/8 8:32

v| [ rAEEEECpepi2)

SN | CFCA.pfx

FIFHO) EiiE

EASTL T

@ D EEA FEN EEE0) 0w EEH HEBR

= EN
[ BHsRTs ~ || s - mEE =LA TEEY| | B4 |
Falwww.cfca.com.cn CFCA OCA2 2016/5/7 EiEs _I
ExEk »

> [] MSIEHistorylourna

b [ ERER

b [ S

b [ EREEEEMR

b [ EEETEE

b [ Web B v
< > < >

A TS 2 NS,

£ 1S BRI G, g, il e .
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5

() © @ » ZHANGCHENG » Pl » Default Web Site »

J @~
MR WEN)  FEEH)
e Default Web Site 71 O
# 0 B s
2 _ .
a j ZHANGCHENG (ZHANGCH pre - ¥ TG - %ﬁ%%(n) SEEE B . V REIR..
-8 m R
28 ° =1
& b 21 4 s B 8 =eam
= = " £l <=l [ =0l = ..
HTTP AT MIME 38 SSLgE  fEEsm @8R ] AT EHENE  EREE g% EERRER
= &

d = 9

BT EHEF iz

®

BE ~
@1 5% =80 (hitp)
=4
PR
@ ==
< »| [Elmwemm | wenm

%

s “UNIRT, EEE “https” , M SSLAET, s HE
FsEhE g

= = B0 P4k HEEE FEANA)...

1P HEHHD):
|192.168.2.86

R D IS BIAET,
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MisE—. CFCA EViIEPHEIEE

CFCAEV IFHHEFER
iR 0 E R B | 01 o2
- 0 845 42 I 4% 525
o | RN O 24844 15 4% 525 WM | OFEiE OFEF Oy
" OARIS2E 42 E
| O I3 2 A 5 25 S840 IR 25 S8AE F T 4
1‘—"=:i:
P CER i R 45 S D
EV ARG %5444 .
‘ﬁg BIE | e pnat g OO SRS RS (I {ERE A TEREHD
PRl
HLHI & FR (R
:
W | BUEAE | Ol uagE  OASWURATDE OIE, W,
2 SEAEUR LI
B | HUKHELE 26 Tt 2 i
l%\
I Z b ST B
14 W%
il
# | his H T
A
13 NE 4
14, 1%
P2
I
A | wiE H T
Z |y n%
I
A i I
AHBEHFA 4 i
B | AHUMRIE DL B S B VORI IS, A ALK COAE0 B B IR ey vh 4 i i 0 5
M | FRAT (CFCA) Muh (http://www. cfea. com. cn) KA CBriEBIRSTML) « (&K
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75 5]

fEAEA R B TR SS N (CPS) ) ) HrRiE IIAH R 55 .

I LI

= H 3]

L

CFCA EV Certificate Application Form

Certificate Information

Application Date

. . 11 year
Unit Period
[12 years

Certificate Type

[JEV SSL Single Domain
CJEV SSL Multi Domain
CIEV CodeSign

Application Type

[CINew Application [ Renewal [ Revocation

Site Auth
(SSL Certificate

required)

[JSite Auth Addition [Only SSL certificate

Domain Name
(SSL Certificate

required)

EV CodeSign
device Mode
(EV CodeSign
Required)

[OSubscriber provide Device [ICFCA provide device

Company Information

Legal Name

Abbreviation

Name

Identity File Name

[JBusiness License [1Organization code Certificate [lothers, please note:

Registration
Authority

Registration

Number

Incorporating

Agency

Date of

Incorporation

Telephone

Fax
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Address Postcode

Higher Authority Information

Name Title

Telephone E-mail

No.1 Technical contact Information

Name Title

Telephone E-mail

No.2 Technical contact Information

Name Title

Telephone E-mail

HR Information

Name Telephone

| commit that the above information is true and effective. | have read and agreed to
the related obligations of the "Digital Certificate Services Agreement" and "CFCA’s
Certification Practice Statement (CPS))" published on CFCA website

Applicant (www.cfca.com.cn).

Statement
Organization Seal Date
Remark

VE: 1o HUEHUG BRI SR AHUIE AR Z . 2 NS EF R BV DL T2 0 NI
FEME, ULRMBARE. (RN FHZEH AR SR,

2« P NFWN, HEE— NRNONESIT90%, 55 N AR EE 5 T, P 2 (B RN R,
WP R T R fth: EBAsTN, IEBHIEA, SRBEFEN, BIHREN (TE, U
FIF B A& CRCA BB AL BRIK TN LA, ftEA 2 ARME (T4 /p N
WA, HEDH - ARCAEITOS, — DA HEZ M .

3+ HIEHUMAE LA HIE AT IS CRCA BOR N R T 78 7038, B AZIEFS REs i e AN LA 75
Ko BLHIFER LRI R R HIAE, SR AE R BTIRTE SRR 55 A IE 15 i 2 AL
i Ko
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MisE—. CFCA OV iEHHEHIFE

CFCA OV IEFHiER

‘ H i H HEP R IERHIRR | O14 D24 O34
i HEF R O fdk44 SSL D244 SSL CHERLAT SSL RS e DI [A) BRAIE
f; Ay 2% 2578 OFHE  OEF  Ome
Bl AONERS | REEENAGGERE  Of  OF (i FI T H i SSLEFD)
. 44 8% TP ik & F T H1iE SSLETD)
B | AL AR
E BURREAERA | DAEags  DAZWIRTNE DIE, #Em.
E BLHE 2 i
,éi AT WA 2
B | w4 B
%
A | s LT
n |5 W%
i}\ I OSMHE  OHE, wEs: | o

VA5 HL T

B AL R B

AU A DL EAE B BRI S AR AN SN BB B[R RO sy o Rt AE O A R A F

(CFCA) W%L C(http://www. cfea. com. cn) KAGH (EgEiF BIRS L) .
WML SSHEI (CPS) D) ) HHEMIAE I X 5o

(ERREER R TIA

FR IR AL i 2 H 3]

#E

Ve 1 HUENLAG A SR SAUMIE MRS . I NS HEH R BV LR T2 70 N
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B S RAES L CFCA & RRBEIEBE AT
PR, UEBEHSTRMEAER
2« HUIENUAAEIEA AT AU CRCA HAR N AT 78 70038, B ZIEP RENE I L AN oK

PEFE R — 2 IS f 0GR U] FIE A 2 BRAR 55 4 E 1 i 2 AU IR K
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MisR=. CFCA £IK{E{ERIEFIKEN G

Windows Vista. Windows 7

Windows Vista DL BE S A )3/E 248, Windows @i MR UE+5 H 2 5 HiAL
fil 73K CFCA ZIREAFARIE . BI, R UiH &4 CFCA RIRAGAEIEF i ik |
PR AT CFCA EERGAIEBI 2 T F. $ATE CFCA ZEREEIEHC
02544 11 ActiveX 12144 K AT AT RE P I, Windows IE 58550 UEFE 7 17 ] Microsoft
HRAE-BEMESIER, B3N CFCA REREERIES, K2R/ Windows
ZARAEMAEB MU X . B BB 5ER, H A BEf 22 2
IHHES 4 . 45 5¢ Windows Vista. Windows 7 HRIEF B # VARG S, i
U 1) DA ot «

http://technet.microsoft.com/en-us/library/cc749331(WS.10).aspx

Windows XP

Windows XP &7 S HTARUEF 24 (8 il T AR —— V8 I s M B e P —— s o/
kR Windows 045D , AP UIREH CFCA REREAEIEBRMEE . SR EH
CFCA EFR(EATIET R Z 4 T $UTER CFCA EEREIEPHAIS2E4 1)
ActiveX ¥ 1 K AT HATFEFP I, SRR IE 4RI IR I8 Windows Update 3
AR EAARIEBEESIE, B3 T8 CFCA EREEMRIES, Ikl we s a
Windows SZ S ATARUE B AR M AZE X . H & Windows XP AR IE 1558 5 1 1 41
ARAS B, VTR LA Rk .

http://technet.microsoft.com/en-us/library/bb457160.aspx

Firefox %028

CFCAEV IRIE P EL N B 1L Firefox W Y257, 55 Windows. Linux. Mac OS
X. Andriod ZF & . 7403 Firefox v38.0 A UL F A, BHIWI3RHL CFCA EV R
WEF .
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MiZM. CFCA £IK{E{EIFH ik

CFCA BRI S#HEPIR R U T

CFCA EV ROOT

/\

CFCA EV OCA CFCA OV OCA

F78: CN=CFCAEVROOT
O = China Financial Certification Authority
C=CN
#4515 : 18 4accd6
HRH: 2012 £ 8 A 8 H 11:07:01——2029 £ 12 A 31 H 11:07:01
TEHE: SHA256
K. RSA (4096Bits)

MITF jTCCA3WgAwIBAgIEGETrM1 jANBgkghkiG9wOBAQsFADBWMQswCQYDVQQGEw JD
T jEwWMC4GA1UECgwnQ2hpbmEgRm1uYW5 jaWFsIENIcnRpZml jYXRpb24gQXV0aG9y
aXROMRUWEwYDVQQDDAxDRKNBIEVWIF JPT1QwHheNMT IwODA4AMDMwNZAXWheNM jkx
MjMxMDMwNzAxW jBWMQswCQYDVQQGEw JDT jEWMC4GA1UECgwnQZ2hpbmEgRm1uYW5 j
aWFsIENIcenRpZml jYXRpb24gQXV0aG9yaXROMRUWEwWYDVQQDDAXDRKNBIEVWIF JP
T1QwggIiMAOGCSqGSTh3DQEBAQUAA4TCDwAwgg IKAo ICAQDXXWvNEDS8fBVnVBUO3
sQ7smCuOFR36k0sXgiFXEFLXUWRwE s JVaU20FW2fvwwbwuC jZ9YMrM8irq93VCpL
TIpTUnrD7i7es3ElweldPe6hL6P3K jzJIx1qqx2hp/Hz7KDVRM8VZ3TvHWOX6 JnbH
/7Z0kVIBMUtRSqy5J35DNuF++P96hyk0g1CXohC1Tt7GIH//62pCfCak tQT+x8Rgp
7hZZ1.DRJGqgG16110gNye jLi6mhNbiyWZXvKWfry4t3uMCz7zEasxGPrb382KzRz
EpR/38wmnvFyXVB1WY9ps4deMm/DGIql1Y+we jfeWkU7xzbh72fROdOXW3NiGUgt
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hxwG+3SYIE1z8AXSG7Ggo7cbeNOTablal j jOYtwli3i/+0h+uFzJ1U9fpy251GvP
a931DfSCt/SyZi4QKPaXWnuWFo8BGS1sbn85WAZkgwGDg8NNk tOyxoekN+kWzqot
aK8KgWU6cMGbrU1tVMogLUuFG70ASnBFDWteNfB/071c5ARwiRT 1k9oKmS JgamNg
TnYGmE69g60dWIolhdLHZR4t jsbftsbhf4oEIRUpdPA+nJCdADC7x1 jbaqgwJHsTV
PKPt18MeNP0o4+Qg048BdK4PRVmr JtqhUUy54Mmc9gn900PvhtgVguXDb jgvbElhv
cWAQUhCSWUEJ731£7Z2zF4/5YF jQIDAQABo2MwYTAfBgNVHSMEGDAWEBT j/ 1 39KNAL
thbq20sS/BqoF jJP7LzAPBgNVHRMBAfS8EBTADAQH/MA4GA1UdDWEB/wQEAwIBB jAd
BgNVHQ4EFgQU4/4t/S jQCTW6tqLEvwagBYyT+y8wDQY JKoZ ThveNAQELBQADggIB
ACXGumvrh8veg jmWPfBEp2uEcwPenStPuiB/vHiyz5bewG52213ku9Ui20vsXiObT
ej/tUxPQ4i9qecsAly jmH jdXNYmEwnZPNDatZ8P0QQalxffu2Bq41gt/UP+TghdL
j0ztUmCypAbqTuv0axn96/Ua4CUqmtzHQTb3yHQFhDmVOdYL06Qn+g jYXB74BGBS
ESgoA//vU2YApUoOFmZ8/Qmkrp5nGmIBC2sGE5SuPhnEFtC+NiWYzKXZUmhH4 ] /qy
P5Hgzg0b8zAarb8iXRvTvyUFTeGSGn+ZnzxEk8rUQE1sg I fXBDrDM111D1b4pd19
xIsNER9Tyx6yF7Zod1rgIMvIB6710160N7fQAUtDKXeMOZePglr4UeW JoB jnaH9d
Ci7700cOPaY jesYBx4/I1Xr9tgFa+iiS6M+qf4TIRnvHST4D2GOCv0J4RUH]1 ZzEhLN
5mydL.ThyPDCBBpEi61mt2hkul sKNuYyH4Ga8cyNfIWR jgE j1oDwYPZTISEEdQLpe
/v5W0aH1z16eGWRGENoXkbcFgKyLmZ J956LYBws2 J+d1eWCKw9c TXPhyQNIKy8+7
AAoACxGV217ZFA4gKn2fQ1XmxqT1AbQ3CekD6819KkRELLUTM7WeHP/dAVUWHY3+vZ
5nbv0CO70615s9UCKc2]Jo5YPS jXnTkLAdcOHz+Ys63su

F@: CN=CFCAEV OCA
O = China Financial Certification Authority
C=CN
P35 : 00 b4 cf 94 32 66
A0 2012 4 8 F 8 H 14:06:31——2029 4£ 12 [ 29 H 14:06:31
WEH % SHA256

K E: RSA (2048Bits)
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MITFT jCCAzagAwIBAgIGALTP1D JmMAOGCSqGSTb3DQEBCWUAMEYxCzA JBgNVBAYT
AKNOMTAwLgYDVQQKDCdDaGluYSBGaWshbmNpYWwgQ2VydGlmaWNhdG1vbiBBdXRo
b3 JpdHkxFTATBgNVBAMMDENGQOEgRVY gUk9PVDAeFw0OxM jA4MDgwN jA2MzFaFwOy
OTEyM jkwN jA2MzFaMFUxCzA JBgNVBAYTAKNOMTAwLgYDVQQKDCdDaG1uYSBGaWsh
bmNpYWwgQ2VydGlmaWNhdG1vbiBBdXRob3 JpdHkxFDASBgNVBAMMCONGQOEgRVYg
TONBMIIBT jANBgkqhkiG9wOBAQEFAAOCAQS8AMI IBCgKCAQEAO20MsGFxFQIPMKVP
oRa09rHNX41xbg8 jhnbdKOMDVbxfGa3db8QTKxMcmx1R1ULfsaieOcIlaR10AUc JP
QHIf tekzh4T287xqsEAydYQHT77arWQ5nY3fRIRcoBgIpTCAbqw49S6/ jHAHoPQa
EoKbF0G8z fVKp5PrcKSufHMQyKo/Ez2UYT+gut36 j4GYpAABuV6PbusPp juf sN9B
1r9+xqgyz8ubSp1W11gS1vQUQBhAJAH+a3NMhDO111aGfTdWbF485a5N1 1MFGqJBa
/KLVEYwG4a0KdV9vG/NFSOLKZz3QVnB7bkrL jTkuGN/zQJP0daJ3CGAzmN+Cr2u jt
XOfAYwIDAQABo4TIBITCCAROwOAY IKwYBBQUHAQEELDAgMCgGCCsGAQUFBzABhhxo
dHRwO18vb2NzcCh jZmNhLmNvbS5 jbi9vY3NwMBSGA1Ud IwQYMBaAFOP+Lf000Aul
uraixL8GqgWMk/svMASGA1UdEWEB/wQFMAMBAf8wRAYDVROgBDOwOzASBgRVHSAA
MDEwLwY IKwYBBQUHAgEWI2h0dHA6Ly93d3cuY2Z jYS5 jb20uY24vdXMvdXMtMT Tu
aHRtMDoGA1UdHwQzMDEWLE6AtoCuGKWhOdHAGLY9 jemwuY2Z jYS5 jb20uY24vZXZy
Y2EvUINBL2NybDEuY3 JsMA4GA1UdDwEB/wQEAwIBB jAdBgNVHQ4EFgQUVQ ji3MyV
bRId3rNHE60kWx sBFA8QwDQY JKoZ ThveNAQELBQADgg IBAMmFE ToCE9UNmb2BYYhT
RV12kNVucP6t683BaFTgJizIJw/ebvvTdWNTycyPSMQF1HKr IYw jvFO9Rfw8+y s
sT3JFYigsLBswvaMr3ATuA2mTnmasvZFe6P19qitzTRkz+TL6TFailrtnzudsvn2
SeVbRiX+6CsyNNMoPsRHTeZAEpkB7 J3vh+ZAiv3gsIXt jtzbY1iWWRZipem]/qEf
W2hDONB+T61GcEXHD19dTkWeC/ jFT4XPM64pagAz9gEGZg1PzFBE8QOMx iwaDAOea
G010e/HW4w]J104Zz0ELqZGJL1YhQ8AKBYRISNE tR9 j5bWK9SLznyk1dk2MDLBD2m
r1fMkV jMwE j4ASEIMXsLnWXXg4 1NN6g jUm2/TudKOaGqniPshSZrN3604B3NzsaZ
dLznHH5HO0+aksur jgme8RAGOAZ20AnRG3VXBWrxud7tOKDINLs+mxY7IR+xVZ2cw6
Cer8HnAVEKP Jrbdq7vyJJkIpCl1+mLHaGgvv31qiU4rrr11E3NY jKG4Fk2MiYvZg
10KXA8t1YsLt8I/RcNmC2Tv jZHYVE3 tanbGwb3TRGFk2Vq68X0kvooOardihwRkg
qc0gUvouORuvSqT1kQizTFHEFTUt3xuuED4dnnbN/11 jeDtON3150voyHOVeYiO4
drCN96LHiUoiSTfYODmpXG2t 1
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F . CN=CFCAOV OCA
O = China Financial Certification Authority
C=CN
FF#%1)'5: 00 f9 df 6a df f5 64 be a6 8b 82
HRHA: 2015 % 3 H 25 H 10:02:56——2029 % 12 H 25 H 10:02:56
WL SHA256
ZHKE: RSA (2048Bits)

MITFfDCCA2SgAwIBAgILAPnfat/1ZL6mi4IwDQYJKoZIhvecNAQELBQAWY JELMAKG
ATUEBhMCQO4xMDAuBgNVBAoM JONoaW5hTEZpbmFuY21hbCBDZX JOaWZpY2F0aW9u
IEF1dGhvem] 0e TEVMBMGA 1UEAwwMQOZDQSBEViBSTO9UMB4XDTE IMDMyNTAyMDT 1
N1oXDTISMTTyNTAyMDI INTowVTELMAkGA1UEBhMCQ04xMDAuBgNVBAoMJONoaWsh
TEZpbmFuY21hbCBDZXJ0aWZpY2F0aW9ulEF1dGhvem] 0e TEUMBIGA1UEAwwLQOZD
QSBPViBPQOEwggEiMAOGCSqGSIb3DQEBAQUAA4 1BDwAwggEKA0 IBAQDNn14xTyObH
zkaeyACeqbryfxxGhzZT1{CLAImw7sk6SVmOKNTEGOGT 7W6orksrFVIbIMK+VrYp
+aYyhScq8EJTI9xXBgXK2HqtpaDGOeclspJves+rXn9t1T789NBp31i5U+nLEIM1bR
CHSx3Hzu8p7Aeql lout8nZ2egaVbWFL1zC1 JENupSSI9Y jbefhb06y/TVxQ0x47Zt
zwPwLcd8NUtSruldolxPbhQeCZNJMPq1GKMxhdbpDwY4mCKxDeraghTNXui9Aef3
qyi21c9EXmdNPARKZ JU2XT JOF J+DE+Chalvf]/VwQfM0eG1Bn/SAaavh4 jBmRnec
PeD6Yfpui J8vAgMBAAG jggFKMIIBR jA4BggrBgEFBQcBAQQsMCowKAY IKwYBBQUH
MAGGHGhOdHA6Ly9vY3NwLmNmY2EuY29tLmNuL29 jc3AwHwYDVRO jBBgwFoAU4 /4t
/SjQCTW6tqLEvwagBYyT+y8wDwYDVROTAQH/BAUWAWEB/ zBEBgNVHSAEPTATMDKG
BFUdIAAwWMTAvBggrBgEFBQcCARY jaHROcDovL3d3dy5 jZmNhLmNvbS5 jbi91cy91
cy0xMi50dGOwOgYDVROfBDMwMTAvoC2gK4YpaHROcDovL2NybCh jZmNhLmNvbS5 j
bi191dnJ jYS9SUOEvVY3 JsMS5 jemwwDgYDVROPAQH/BAQDAgEGMBOGA 1UdDgQWBBRm
s+/7V]JWH6ay111aubn3t0tBDOTAnBgNVHSUETDAeBggrBgEFBQcDAgY TKwYBBQUH
AwQGCCsGAQUFBWMBMAOGCSqGS Th3DQEBCwUAA4TCAQDKER8qcBmZGOGS8GOJ670VW
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0Sg3Uov0oc7/xz2mE+enyEcSwn/0QrL8C5DSAGnMvBMrCWEy t YPofGQUXTwt 1u78
GLxYNn3A/RtzczJ+/BXThoe3a0T4tQ+2s9vrFRf IXs4CkmgHhfYSvArokdayYmBd
78psIwS5LCUZGKSn7y8UmAgoxiy7RtrVtHelwv JyeuYk1Z118MN1szPrmAb4HS,/D
qnB+0qdhFGvfOyv71g6/wlTAKNS84cH1KNC3 JvyFHaCIAyhTPg jUayUvBKFK7XwN9
utIX12L31ZX7zfxGS/J9+ZeNwyb1QKmd/MKyd Ju9Ak6+7ZMLLg j1CFkihJIn9Ur8M
2KQigz7YPDVIJjOtS71j0QVGh88LPUnQ1fBY7RwagficS/xclI0naXhoyWzg7EcQ
/T1/04FkpMgKuOreal5NEx jAT8cKizyY2wcOOXKIYri3Ewnbm+00TaYYaiQRGUR6
pzFFKxdFMbS tCtI40bN+A9tB7cnBCW4vz3sAJd/0gmLEF38XTa+/km3c1nQ0OfhCGs
6kx2heN/DgFAc+P71d0bo/kgGQtR6tr02gyXCFWnLMtTO+CoNOY00o3T+LbEqYeKL
W7p29G9sgHgoqL.FibWNMSKG1Qvevkh jUMOD/g48f/nMSYsbU++yEaLv jvRHbb50N
[PkcE28TRhQQKmDKI+DRIg==
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iR, SHA BEE RN

GAEMTSHE YL (Secure Hash Algorithm) T 23EH T A4 FriE  (Digital
Signature Standard DSS) HLIIE I T4 H % (Digital Signature Algorithm
DSA) o M TKEE/NT 2064 ALHEE, FAE—MHEME. HEHE R DLAR
o 0E A 1 e B

SHA ZX i HAN 5%, 43 )92 SHA-1.SHA-224 . SHA-256.SHA-384, Il SHA-512,
Ja VU AR SHA-2. SCHRF SHA2 HJ#R1E RS0 HE: Windows 8.1, Windows 8.
Windows 7. Windows Server 2012 R2. Windows Server 2012, Windows Server 2008
R2.Windows Server 2008 Windows Vista. Windows Server 2003 R2. Windows 2003
Server SP2. 32 fi/ Windows XP SP3. 64 fi/ Windows XP SP2.

M SHAL fif S EIAFAE A pP B ity , PG TH VLB SRR ok, 3L
M2 B ORBR ™ B K UM . TR B AREERR L R AT T 5 H SHAL 1 EE R
AR o FER T T, 225K CA ML 2016 -2 JEANRE PR ACHT I SHAL Hif B ALY
SSL i siiE 1. 2017 4F 2 J5, Windows Vista. Windows Server 2008 % LA I x4
ElE RGO TCIEVT A SHAL 5 EL53E SSLAE S AR, . 48K 7T, Chrome I Wi %3
WX SHAL i ZEHF: SSLAE 15 1y i fn 445 .

ﬁ: https:/ /www.example.com
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Bff3%7< % Iin)t

1. CFCA &FRIE4F SSL IE P X FrIERIE R SR d Yo g8

Windows - & I JE#F 100% K, FHHAFRT: Internet Explorer. Google
Chrome. Mozilla Firefox. Opera, PAJ% 360. #41. i#jif. QQ. UC. &%, A
& [ 77 0 2

Windows Mobile - £ Il i % 100%3Z ¥

Linux 7~ 5 3 b %% 100% 3255 ;

Mac 0S V- & S ¥ Mozilla Firefox il i 2%

Andriod (Android 6.0 Marshmallow) “F& % 2% 100% 7 £

I W A Internet Mozilla Google
Safari
BAERA Explorer Firefox Chrome
Windows v v J -
Unix/Linux — J J -
Mac OS —_— N X
i0S — e X
Andriod6.0
Marshmallow
Windows
v v N —
Mobile

Vo FRORIZN R 58 A SR CFCA R ERMGAE: SSLiE+:

X3 FRONIZN AR TE AT HE CFCA SERMSAT SSLAET, M8 &H
CFCA RIS AE SSLUEFS sl iy, 2 3l FOIEF A ZAB A AR

——: RN A X IRIE RS

2. Windows XP SP2 BfERGif# A CFCA EV SSL iF$

CFCA EV SSL UE15>K ] SHA256 fifi B 534, 1M Windows XP SP2 #:1FE R4 FH A
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XRFZEE . £E Windows XP SP2 #:4E R 41, {81 IE Y38 Joik V7 10 &5 CFCA
EV SSLAEF I3t CRLHRAE I HAth CA LKL SHA256 i EE 5% SSLAETS M EE) .
A LUBHERE R 48712 %)) Windows XP SP3 ¢ LA fAS, RIVAT 1E %7 1) .

AN, KIR (Firefox) « 258K (Chrome) 53 W88 NKHEERIE 258, W%
A B SR SHA256 4 B o (R T LAYE Windows XP SP2 #5:4E R 4t I FH i &4
WAV 10445 CFCA EV SSL IE-T5 fi R4 3 .

3. JEIL HTTPS V5 A, WHMHES “REREBEZEEEARNAN

g”
2 TR LN IE ) HTTPS WA AR Z N AR 1A HTTP WIS, IE &
SHLLR TR () R 1S SR VR SR I 1 A A

|
Ll AEREFFEEEMMNAE?
1L T B S B S A 2R HITPS JEE&iE, A REERE- M
] = e o
FEERE R M) | & ()
DEr=ermsE. EEFEEMN? ETFFrERES)

B “TA” —— “Internet JI” —— “%4” —— “EE XA —
— CRRRAWE” WEN R, BT R

Ok, 2 HTTPS TUH 51 FISMH HTTP BB, SHURILAN AR 24,
i Firefox 1Y) Web $2: €1, 5% Chrome [ Javascript f2 & 255 5| FL ik 48
WIREIT, JFTTLS AR I MO RS

4. Chrome. Firefox &7~ “SSL R T —/ 555K} Diffie—Hellman
%%”
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QD ZeeiEEEw

el webverify.cfca.com.cn FE4EER, HRSSHFEHEETSE+
SSL MR T—133IERT Diffie-Hellman 258, ( &i=i8 .
ssl_error weak server ephemeral dh key )

o ESHBEENNEGEER , BACKEIBIER R SiEoAIEEE,
o BREPMISHIRTEE , SAHEILX MR,

sl BRI -

Chrome. Firefox 55 8T hECAS B 2%, X6 250 7 i ) 068 255 A0 9 il e 55 8% 2 [
(B H SRR T R, AN FO VR 7 it D0 WA 45 AR R 3 Al 2% 2% 2 TR 4o PR X 4 559 114
R %A TR Web NI IRSS asHIAHSRACE, PRIE 2% ) I 0 B 2 AT
oA 3l 55 st 2 T sk FH 652 v o R ) 2 0

WY Web NIk 55 2% e B % 5 50021 77 2Xan T

Apache:
£ httpd-ssl.conf FC & ST NN T 45
SSLCipherSuite

ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-A
ES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SH
A256:DHE-DSS-AES128-GCM-SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-SHA256:EC
DHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:EC
DHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:EC
DHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-A
ES128-SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SH
A:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-SHA256:AES256-SHA256:AES
128-SHA:AES256-SHA:AES:CAMELLIA:DES-CBC3-SHA:!aNULL:!eNULL:!EXPORT:!DES:!R
C4:IMD5:IPSK:!aECDH:!EDH-DSS-DES-CBC3-SHA:IEDH-RSA-DES-CBC3-SHA:IKRB5-DES

-CBC3-SHA

Nginx:
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1E conf/nginx.conf it & SCAF G AN P25
SSLCipherSuite

ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-A
ES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SH
A256:DHE-DSS-AES128-GCM-SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-SHA256:EC
DHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:EC
DHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:EC
DHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-A
ES128-SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SH
A:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-SHA256:AES256-SHA256:AES
128-SHA:AES256-SHA:AES:CAMELLIA:DES-CBC3-SHA:laNULL:!eNULL:!EXPORT:!DES:!IR

C4:!MD5:!PSK:!aECDH:!EDH-DSS-DES-CBC3-SHA:!EDH-RSA-DES-CBC3-SHA:!KRB5-DES

-CBC3-SHA
Tomcat:
1E conf/server.xml fic & SCA- R I Inan T~ N 24 -
<Connector

ciphers="TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,TLS_ECDHE_ECDSA _
WITH_AES_128 GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_
ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,TLS_DHE_RSA_WITH_AES_128 GCM_
SHA256,TLS_DHE_DSS_WITH_AES_128 GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_1
28_SHA256,TLS_ECDHE_ECDSA_WITH_AES_128 SHA256,TLS_ECDHE_RSA_WITH_AE
S_128 SHA,TLS_ECDHE_ECDSA_WITH_AES_128_SHA,TLS_ECDHE_RSA_WITH_AES_2
56_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_SHA384,TLS_ECDHE_RSA_WITH_AE
S_256_SHATLS_ECDHE_ECDSA_WITH_AES_256_SHA,TLS_DHE_RSA_WITH_AES_128
_SHA256,TLS_DHE_RSA_WITH_AES_128 SHATLS_DHE_DSS_WITH_AES_128 SHA25
6,TLS_DHE_RSA_WITH_AES_256_SHA256,TLS_DHE_DSS_WITH_AES_256_SHA,TLS_D

HE_RSA_WITH_AES_256_SHA" />
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