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INDEPENDENT ASSURANCE REPORT

To the management of China Financial Certification Authority Co., Ltd. (“CFCA”):

We have been engaged, in a reasonable assurance engagement, to report on CFCA management’s assertion that for
its Certification Authority (CA) operations at Beijing and Chengdu, China, throughout the period 1 August 2021 to
31 July 2022 for its CAs as enumerated in Appendix A, CFCA has:

. disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CP/CPS) as enumerated in
Appendix B

o maintained effective controls to provide reasonable assurance that:

° CFCA’s Certification Practice Statement is consistent with its Certificate Policy
° CFCA provides its services in accordance with its Certificate Policy and Certification Practice
Statement

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and certificates it manages is established and protected throughout their
lifecycles;

° the integrity of subscriber keys and certificates it manages is established and protected throughout
their lifecycles; and

° subscriber information is properly authenticated

. maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorized individuals;

° the continuity of key and certificate management operations is maintained; and

° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2.

CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide
certificate suspension services. Accordingly, our procedures does not extend to controls that would address those
criteria.

Certification authority’s responsibilities

CFCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.
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The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of CFCA’s key and certificate lifecycle management business practices and its
controls over key and certificate integrity, over the authenticity and confidentiality of subscriber and relying
party information, over the continuity of key and certificate lifecycle management operations and over
development, maintenance and operation of systems integrity;

(2) selectively testing transactions executed in accordance with disclosed key and certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at CFCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, CFCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 August 2021 to 31 July 2022, CFCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities v2.2.2.

This report does not include any representation as to the quality of CFCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities v2.2.2, nor the suitability of any of CFCA’s services
for any customer's intended purpose.

Without modified our opinion, we noted the following matters during our procedures:

o CFCA was aware of the incident (Bug 1741497) reported on Mozilla’s Bugzilla Platform on 16 November
2021. In the incident, audit statements were past due for the root certificate of CFCA EV ROOT because the
corresponding links were not available yet for public disclosure of the audit statements in time before the
due date via the regular approach with the issuing body. The routine auditing works had been accomplished,
audit statements were prepared, and the content of the audit statements had been disclosed on Mozilla’s
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Bugzilla Platform on 4 January 2022 and the official website of CFCA alternatively for this situation. The
corresponding links were obtained from the regular issuing body for public disclosure of the audit
statements afterwards on 16 June 2022 as disclosed in the same thread of Mozilla’s Bugzilla Platform.

. CFCA was informed on 1 June 2022 the incident (Bug 1771482) reported on Mozilla's Bugzilla Platform on
27 May 2022. In the incident, one certificate was mis-issued with incorrect values put in the postalCode and
streetAddress fields of the certificate. The mis-issued certificate had been revoked on 2 June 2022 after the
mis-issuance, and the cause analysis of the incident and the remediations conducted by CFCA have been
illustrated in the process of public discussions. The discussions of the matter on the public platform had been
closed on 19 August 2022.

o CFCA was informed on 11 June 2022 the incident (Bug 1778035) reported on Mozilla’s Bugzilla Platform on
4 July 2022. In the incident, the status of a revoked certificate was mis-reported via the OCSP service of the
CA. The incorrect response was investigated and the cause analysis of the incident and the remediations
conducted by CFCA have been illustrated in the process of public discussions. The system component was
updated on 16 June 2022 to solve the issue according to the discussions of the matter on the public platform.

Use of the WebTrust seal

CFCA’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic representation of the contents

of this report and it is not intended, nor should it be construed, to update this report or provide any additional
assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

24 October 2022

w@mmw
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ement’s assertion is as follow:

Subject DN Key Type Signature Key Size Subject Key c::‘ltli-\ﬁzczﬁte Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
CN = CFCABVROOT = _ _ ObbSbab6a2c4E6873E64FI0C|  CFCAEV
S:CC’:ma Financial Certification Authority Root Key sha256RSA 14096 bits bf0622058c93fF9536D1CCC2 ROOT
b2f EF800F355C4(]
S5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
N = C.FCA .EV OC.A I . . . 6d1f5ddeb347|B5BADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bits
N e8e916¢6c045 [E5CEACAS525E ROOT
77c4 201B4DC410F
K4F3504B5E
FO7BBBDEO76
66b3effb5495 |FOB40C57CC4
CN=CFCAOVOCA = e _ 187e9aca59656[BEFEDEI7CAT | CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3ad0F53B9AE147F0 ROOT
C=CN 43d1 35D284CBF53
F3432FB8
FFB85C26308
) c0ac76a2d35d|A961351249E
CN = CFCAldentity CA _ _Ifff6cd16005b3|A641F659D49 [CFCA Identity
O = China Financial Certification Authority Root Key | sha256RSA 14096 blt58a77f557d855 F639E91DAED A
C=CN 96¢ 9C92D046CCD|
CECC93D2F
0566635F27C0
) 9c44f4bf378f4 |8FB06292264B
CN = CFCA Identity OCA _ o  l60b5991e5b6 [8BAEDCB3708 |CFCA Identity
O = China Financial Certification Authority  [Signing Key | sha256RSA 2048 bltsd81c0e77bc9a 01A2F58606A A
C=CN 272 7840D414031
2FD5A24
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Certification Practice Statement of CFCA Global-Trust System CFCA 4.3 July 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 4.2 July 2021
Certification Practice Statement of CFCA Identity CA System 1.5 July 2021
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CFCA MANAGEMENT’S ASSERTION

China Financial Certification Authority Co., Ltd. (“CFCA") operates the Certification Authority (CA) services
known as CAs in Appendix A, and provides the following CA services:

¢  Subscriber registration
e Certificate rekey

e Certificate issuance

e C(Certificate distribution
¢ Certificate revocation

e Certificate validation

The management of CFCA is responsible for establishing and maintaining effective controls over its CA
operations, including its CA business practices disclosure on its website, CA business practices management,
CA environmental controls, CA key lifecycle management controls, and certificate lifecycle management
controls. These controls contain monitoring mechanisms, and actions are taken to correct deficiencies

identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to CFCA’s Certification Authority operations. Furthermore, because of changes in conditions, the
effectiveness of controls may vary over time.

CFCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in CFCA management’s opinion, in providing its Certification Authority (CA)
services at Beijing and Chengdu, China, throughout the period 1 August 2021 to 31 July 2022, CFCA has:

» disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CP/CPS) as enumerated
in Appendix B

* maintained effective controls to provide reasonable assurance that:

° CFCA’s applicable versions of Certification Practice Statement are consistent
with its applicable versions of Certificate Policy; and

° CFCA provides its services in accordance with its Certificate Policy and
Certification Practice Statement

* maintained effective controls to provide reasonable assurance that:

° the integrity of keys and certificates it manages is established and protected
throughout their lifecycles;

° the integrity of subscriber keys and certificates it manages is established and
protected throughout their lifecycles; and

° subscriber information is properly authenticated

* maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
individuals;

° the continuity of key and certificate management operations is maintained;
and
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° CA systems development, maintenance, and operations are properly
authorised and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2, including the
following:

CA Business Practices Disclosure
° Certification Practice Statement (CPS)
o Certificate Policy (CP)

CA Business Practices Management
° Certificate Policy Management
° Certification Practice Statement Management

° CP and CPS Consistency

CA Environmental Controls
° Security Management

° Asset Classification and Management

° Personnel Security

° Physical & Environmental Security

° Operations Management

° System Access Management

° System Development and Maintenance
° Business Continuity Management

e Monitoring and Compliance

o Audit Logging

CA Key Lifecycle Management Controls
° CA Key Generation
° CA Key Storage, Backup, and Recovery
0 CA Public Key Distribution
° CA Key Usage
° CA Key Archival and Destruction
E CA Key Compromise
° CA Cryptographic Hardware Lifecycle Management

Certificate Lifecycle Management Controls
° Subscriber Registration
° Certificate Renewal
° Certificate Rekey
° Certificate Issuance
° Certificate Distribution
° Certificate Revocation

o Certificate Validation

CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide
certificate suspension services. Accordingly, our assertion does not extend to controls that would address those
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CFCA has disclosed the following matters publicly on Mozilla’s Bugzilla's Platform during the audit period:

Bug ID Summary Opened Closed Resolution
1741497 |Overdue Audit Statements 2021 16 November 2021 . . z‘jfcﬁ’g‘ste?;eeatd
1771482 S ;‘Ziet;tgécrf;‘:&zg;eﬁa}COde and 27May 2022 | 19 August 2022 Fixed
1778035 [The wrong status of OCSP 4 July 2022 i S

not closed yet

President and General Manager of@hlﬁa Flﬁ'ﬁ_;:r al Certification Authority Co., Ltd.
20-3, Pingyuanli, Caishikou South Avéfitie, Xi/Cheng Distrjct, Beijing, China

&

24 October 2022
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

SHA256
Subject DN Key Type | Signature Key Size Certificate Certificate
Algorithm Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |[D5E45547A04

;N ZE_FCAF_EV RO_?TC ification Authority | Rootk _ ObbSbab6a2c4E6873E64F90C|  CFCA EV

2 CNma inancial Certification Authority oot Key sha256RSA 4096 bitsy ¢~ cs g=deac3sntccca ROOT

b2f EF800F355C4(
5FD70FD
CC7253EBDES

5508e2dccc95 [F7E92CBA297

CN = CFCA FV O(_:A o ) o . 16d1f5ddeb347|BSBADED1B22| CFCAEV

O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsf:"86'91 66045 [ESCEACAS2SE —

e 77c4 201B4DC410F
4F3504B5E
FO7BBBDEQ76

66b3effb5495 [FOB40C57CC4

s _ o _ [87e9aca59656 BEFEDES7CAT | CFCAEV

O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaeeﬁ?dedSadOFSSB9AE147FO ROOT

e 43d1 350284CBF53
F3432FB8
FFB85C26308

‘ c0ac76a2d35d|A961351249E

EREreainendrey _ _ [fff6cd16005b3|A641F659D49 |CFCA Identity

O = China Financial Certification Authority Root Key sha256RSA 14096 b't58a77f557d855 F639E91DAED -

C =N 96¢ 9C92D046CCD
CECCI3D2F
0566635F27C0)

. 9c44f4bf378f4 [8FB06292264B

CN = CFCA Identity OCA , o  [60b5991e5b6 [8BAEDCB3708 [CFCA Identity

O = China Financial Certification Authority  [Signing Key | sha256RSA 2048 bltsd81c0e77bc9a 01 ASFSBED6A o

K =GN f272 78400414031
2FD5A24
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 42 July 2021
Certification Practice Statement of CFCA Identity CA System 135 July 2021
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CFCA M=
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B -

HitMRYSRIE
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Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

24 October 2022
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Subject DN Key Type Signature Key Size Subject Key chHt,;izcsaie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
CN =CFCAEVROOT = , _ Obb5bab6a2c4E6873E64FI0C|  CFCAEV
S:g\wjma Financial Certification Authority Root Key sha256RSA 14096 bits| bf0623058c93fF9536D1CCC2 ROOT
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN=CFCAEVOCA _ o _ |pd1f5ddeb347[BSBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e91 6c6c045 [ESCEACAS2SE ROOT
C=CN 77c4 201B4DCA10F
4F3504B5E
FO7BBBDEO76
66b3effb5495 |[FOB40C57CC4
CN=CFCAQVOCA _ . _ I87e9aca59656 [BEFEDE97CAT | CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltsaee67ded3adOFSSB9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
0566635F27C0
) c0ac76a2d35d[8FB06292264B
CN = CFCA ldentity CA _ _|fff6cd16005b3 8BAEDCB3708 |CFCA Identity
O = China Financial Certification Authority RootKey | sha256RSA 14096 b|t58a77f557d855 01 A2F586D6A A
C=CN 96¢ 7840D414031
2FD5A24
FFB85C26308
] 9c44f4bf378f4 |A961351249E
CN = CFCA Identity OCA . o  |60b5991e5b6 |A641F659D49 |CFCA Identity
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsd81c0e77bc9a F639E91DAED A
C=CN f272 9C92D046CCD
CECC93D2F
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Btk B
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