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B FHET 7, JF AT AT CA Z [AME I E P S .

hEEMET QA RAR (CFCA) WMABUITA 14
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CFCA & ER{E/THR & F ) CFCA EV OCA. CFCA OV OCA. CFCA DV OCA.

CFCA EV ECC OCA. CFCA OV ECC OCA. CFCA DV ECC OCA. CFCA EV RSA OCA.
CFCA OV RSA OCA. CFCA DV RSA OCA H1yE:MtLAa % #E CFCA NS, H CFCA
K G AME RA R TT, ARILEEVATE IR 5T,

1.3. 3T F

W7 2 dR 1A CFCA HHBAUFUES R SEAR

RPN, IEBIT P SIEBEEREN AR S, “UERITST £
fR1F CFCA HUFIEAUSER, EHE D ANEWI;  “UEHER” 2ia5IEHiE
BB AR, HRGFAET R “UEP AR I 2R AF RN AR 55 A B T
TR 5 — WU e Al 5 L B s . IEHIT 7 75 SR A R SR S L5
T UE A5 25 A DU k45 B 2R W F) RIS 7

1. 3. 44KH T
AT A& 1845 00T A5 e I PR B At A5 AR 0% 2R TR BEREAT Ml 55 T8 3l ) S
1.3. 5 HESEE

PLEARFR S ), 7R CFCA FIHAR S 2N S S5IE B AR S SRt it He se
IR,

& EREF LA RAF (CFCA) MAUTA 15
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1.4 UEF M A

1.4.1 CFCA &FEEERER KLEESKIER N

ZR CA IEHRA
CFCAEV OCA EV SSL &R 55 4HIEFH(RSA Hi%)
CFCA OV OCA OV SSL & FRIIR I #HIETH(RSA FHi%)
CFCADV OCA DV SSL BRIk 55T EHIEFH(RSA FHi%)
CFCAEV ECC OCA EV SSL & BRIk 55 4#1EH(ECC Hi%)
CFCA OV ECC OCA OV SSL &3k 55 ##IE T (ECC 5Hi%)
CFCA DV ECC OCA DV SSL 4Bk Ik 55 ik H (ECC i)
CFCAEV RSA OCA EV SSL &Rk 554HIE T (RSA FHi%)
CFCA OV RSA OCA OV SSL 43k ik 55 @+ ilE T5(RSA Hi%)
CFCA DV RSA OCA DV SSL 43Rk 554k 5(RSA Hi%)

CFCA EV ROOT. CFCA Global ECC ROOT. CFCA Global RSA ROOT {X

TR T CAUES:, AR HEIT RS,

1.4.1.1 CFCA EV SSL & ¥Rk % 2iEH

CFCAEV SSL &ERAR ST FHE B & A UL . A ES, ZRIEHE
EHTAE RS Web IR 5548 2 [ AT 224 iE, SEIEE(E BAE % /- i
55055 ds 2 TR BN B A, 197 b B A5 R T

CFCA EV SSL 42 ¥kl 55 #%E i iH CFCA EV OCA. CFCA EV RSA OCA.

CFCA EV ECC OCA %% SHA256 45, 4K N RSA-2048. RSA-4096 I,

& EREF LA RAF (CFCA) MAUTA 16
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# ECC-256 (NIST P-256) .

1.4.1.2 CFCA OV SSL 2FRIR&RiEH

CFCA OV SSL &3k IR 5545 iE BB UE . Z28A U B uE
R, ZFEPIE G H TR RS Web IR S5 #% 2 (B #3722 4@, Siil
HARAE BAER P o5 RS54 R I & 48 %, By b 4045 S ER .

CFCA OV SSL IR 45 #$iE 5 tH CFCA OV OCA. CFCA OV RSA OCA. CFCA
OV ECC OCA %5 % SHA256 ilE+, #4H1K % RSA-2048 . RSA-4096 5+

ECC-256 (NIST P-256) -

1.4.1.3 CFCA DV SSL £3RAR & SEH

CFCA DV SSL 2Bk AR 55 23 UE H 8 & SIS AZ TR 15 . 2444 E 5l A7 e+,
ZRUETE A TAET RS Web R 458 2 A8 7 2 20818, el BdE (s
BAER F ui5 IR 55 2% < TR TN & A& %, B (- 3045 B it

CFCA DV SSL 2=¥klx %%-#31IE Fi tH CFCA DV OCA. CFCA DV RSA OCA.
CFCA DV ECC OCA %% SHA256 k1, #HHKJE N RSA-2048. RSA-4096 EL

# ECC-256 (NIST P-256) .

1. 4. 2881 RUEH M A
CFCA EEREAER R T IUEFRYE H A D e EAT pfR#),  ELin CFCA

EV SSL %528 iEP R EF T4 ™4 A E ) WEB HR55 25
BFAE PR H AT PRy RO 3k 4T 7 RRS . SR 3ETE T

& EREF LA RAF (CFCA) MAUTA 17
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I TR ] (10 RvE R o T N A, RS 505 AN AR L), HORHIES
RIS H A CP/CPS [RSE N FHTER, KA 3E CFCA IR

CFCA ZRREMEMR R NER LB AREAED TSR] ARAT 5 FE 5 sl
JiiRE ERPUE ST N RS

1.5 KIS
1. 5. 1 SREESCRY B BENLM

A CP/CPS [H) 55 0% SC RS FRH LN CFCA WS & . Y E Yy S 5ifEiT
X CP/CPS i, A& & A ZE LA R Z N R AOT “CP/CPS B 4” , B4

AR AT DR YE 5 Zm I 57 “CP/CPS 52”7 , Ifda e 'S 411 T
1.5. 2BRR IR

WA CP/CPS H AR %M, &5 CFCA M4 PR EL &

HHi%: 010-80864610 fEE: 010-63555032
f44:  cps@cfca.com.cn k. JERCTH PEIRIX R HT 37 S I 8 E
WNFEHE A CFCA $EACIEF ml ik 5, E7E CFCA % S IH S R BT -

https://cloudpki.cfca.com.cn/cpr,

1. 5. 382 CP/CPS & KIS BN

“CP/CPS w BH” VIt ST )G, ZXHAR “ZeEHERE” &
W, R BT CP/CPS BT EMRER, MRS, BiRkag
R, MM EHEZ)E, A CP/CPS R4k, FFHEKAZ HiL 20 K

& EREF LA RAF (CFCA) MAUTA 18
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A TAAT ML A T TR

1. 5. 4CP/CPS LR

“CP/CPS 4i'541” 5Tt R CP/CPS FE i1 HE, JHAESR A 7450 F 1434
THAFTNEN, Pt B80S —F0E WG TE Bk 5 A o

“CP/CPS 95 H” 11508 CP/CPS IEH AR AC A w] “LZes” H . fEHL
19 “2 T VPRI, “CP/CPS 95 d4” # Ldb AT A2 5 3 22 b 558 B,
F ML 45 BB SE CP/CPS SCAS SRR A S, T HGE R -

CP/CPS EMA AT ZMMI IR T AR B FHF G, RELHEF/. B4
B EEG, a0 AN EAR CPICPS. RATE AN &7k B 8 I 1M 5%
ETTESR, A FRERBE T2 7 Wk ( https://www.cfea.com.cn )2\ A Al ] 25 1 B,
EAEX RBMHRAS . KA TAE Bl 5B BBV A DG T 78 A

CP/CPS W R ATIEHE (CFCA WX EE M) $4T. H CP/CPS KATZ
H S, BT DA R 2Rt SRR CP/CPS 06 201 5 W32 2 A ] CP/CPS A FF— L.
b 55 RS A7 Bt R A2 H S 20 KN AT =R 1HR %

NP5 B SE R CP/CPS (1 N kAT 7 25, AR EIETT HiiE . &30 T mT
R 55 FEB A8 Ak T B R B v 25 5 LR AR BT FR G . A CP/CPS AT LUAR
o PTIEIERRAE I EER, SRHABITHIE

A CP/CPS B/DRAFMEIT —IR. MBI NEREFHE KBRS, CFCA ¥
RS YIRS MR RARIET s M AR BBV, BVEER G BT 58
RS TR BTN A TG H B, I8 2 B F LR 25 S RPAE A 7]
R A B RABAT SRR ¥ T Bl S B AT 2 HkE 20 H A AT

& EREF LA RAF (CFCA) MAUTA 19
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WEiE:
1.6 ¥ X N4EE
1.6. 18X
WA M X
HPERS Y | 2T EER, Aot mes k. & ASIEBRAUENL, G a AT el
.
FEM LA HFEERIT A, A5 P E B HIE . EHORE B TR,
b ZCAFZEL B EHAUE P& S0 A THE B AT AN 730
WEH A s %R FHEBUENU (CAY 22 R IF R AT M IE R
TELRAEIRAS Y | IETFAUAR 9 TAS &£ E TR &S o
E 5 RS —EA A RHNLE, H LA BE X — AN PR (B ) BAA MR 247K
B S AR ) R 1
RS EE  | SeT B FEIRSHUMAES K. BHL. MAHECERHED (SCEFHEB R %8)
TR e T RN Bl 55 S R S B
e FHIE T S 4k
i AT A& F6 15 HF-UE 5 B BH 1 FERE A AT 2% & AR LE R ATk 459 B A A BT
o
A AEXTRR D B T N R A S A AT %4 .
NE| EXT RS S A ] LA TF 5
Mk — B 51 44 XA B EARLZ R, BT E— R E P FARRIX. 50044 R s 75 B
5RWUE B AR B S 1. B SLhRE . SIEEAMRINE .
RFC5280 RFC5280 & X.509 2 A H: At 15 it 11E 5 FHIE T 4080 51 2 10 IO IC B SO A
RFC6960 RFC 6960:X.509 H_1 M /A H 3L Atk it 72 ZRA1E 13RS Wi -OCSP o
X.5091iX X.500 FLI A A FE R0 HE7E ZAIE TR AT, X500 235 2% BLASFIE B 0%
bR
X500 B E S i 44 U — R FH X.5004% 5.
XK 2% 40 A H5Z2MABERAEAH . DR (W =FCE RS 2ELE)) si—A M &A1

Can: LML (VPN SAH R RS , T Rk Sl 658 iE 7 %
A/ B CAA taAAHICH ok B & . P28 LA (Network Perspective) [
A, R 3 I H ok LB IO VA 0 1 K A% 2 D9 A A i At IR DX 3 £ I
28 FETM R R 79 AR E

& EREF LA RAF (CFCA) MAUTA 20
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FE LA HERAUENR (CAY FTH15%E DL BT 25 B R FH B R A0 1D 1ML
IR P bR AE-B AR 2) HE A i Ak 1P Huhik B 1)

PR, DA A/ iZzs 42 85 1P bk (1) 3% AL a4 61 AL
Z LA 2 R IIE TEUEFR2E AR, 180 I H A 90 26 A %) 32 22 X 2648 1 (Primary Network Perspective)
TEI A AF (Domain Validation) A1 CAA K& 25 i F5 o e it 1 4 58 3R ATVE 30E 14
R O PA RS 02— 80 GESCALHITMY, http) « 443 GESCAAE #2400, https)-

25 (fa B BBPEAL S, smtp) « 22 (ZEAMFEHML, ssh)

1. 6. 247R% A

W H ]

ANSI ES FAr#EW2 (The American National Standards Institute )
CA HLFIMIEIR S WAL (Certificate Authority )
RA VEM LAY (Registration Authority)

CRL EF i34 51138 (Certificate Revocation List)

OCsp TELRUE R ZS P03 (Online Certificate Status Protocol)

Cp UE+S S W% (Certificate Policy )

CPS L UEME S B (Certificate practice Statement)

CSR W2 TEK (Certificate Signature Request)

IETF HI M LFEATE 45 4 (The Internet Engineering Task Force)

DNS W44 24 (Domain Name System)

FIPS B E B AL HE#r 1 (Federal Information Processing Standards)
EV P RS UE/E SR IE (Extended Validation)

DN ME—ER 5] 44 (Distinguished Name)

1. 6. 3% 3R

1. http://csrc.nist.gov/publications/nistpubs/800-89/SP-800-89 November2006.pdf

HIM TFAE44H (IETF) ‘KAl RFC3647 FrifE

2. CA/Browser 3z Chttps://cabforum.org/) KATHI LA N EGHTMRER (B A

CP/CPS KAGHT) -

hEEMET QA RAR (CFCA) WMABUITA 21
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(1) Baseline Requirements for the Issuance and Management of Publicly-Trusted
TLS Server Certificates
(2) Network and Certificate System Security Requirements
(3) Guidelines for the Issuance and Management of Extended Validation
Certificates.
3. Mozilla Root Store Policy
4. Microsoft Trusted Root Program
5. AATL Technical Requirements
6. Apple Root Certificate Program
7. Chrome Root Program
8. 360 Browser Root Certificate Program
9. Oracle Root Certificate

10.  {Webtrust ZZ4= 5 11y )

1.6. 4455

ZIKYEPEI/‘J?\%%EEJ “‘,IZ‘ZJ\” . “Z_\"/f%‘” . «gjﬁ» . “m» . “Z‘\‘mv . “EZ
B CRBLT R L “nILL R “AI” HRR RFC 2119 HETARRE
AR SRS i H TR0 4 W I 1) JE B[R] 00:00:00 (UTCH8)

2 ERERMEEEEH

2LUERE

CFCA 15 B FEH 1T P Sk 45 5 A A 7 #2415 Bk SS . CFCA 18 B EH
SRR OERAR (CFCA) MALATA 22
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FEEARTLLRAS: iEH. CRL. CP/CPS. iFHRS M. HARSZHF M.

CFCA M ui{ZE B UL CFCA NEM KA IMEER.,

2.2 NS B R AR

CFCA ) CP/CPS LA Je M 5% MY 3 R 3 #5 15 & 55 f£ CFCA M 4
https://www.cfca.com.cn [ & 4. A< CP/CPS & H [(E P IE FImARIESEER,
FUEH H B LR THER T “UEBIEMSIR (SCT 4R 7 g7 AFF. [Fn
CTRPAE AR TR B W IR PR & RS 5 .

2.3 AT BRI B TB] BT

CP/CPS LA S AH MY 45 KRR 5E B 1.5.4 BTk bR AR IF I 1S AN T/EH W
RATE| CFCA Wk [, FEATaf 4R 7424 /NIRRT U5 i), CPS & /b R 4§ 3 — K
CRL 15 BARHAE 24 /NI N BER: AT B RIRE SR, FARIEIT PR, &3
¥ CRL KATAIZ .. CFCA 25k ) CRL 5 R, WMIWFE, AN TR
SEI KA

2.415 BV ]

CFCA )24 IR L HI i Or A S BN A BEdw 5 FIE 25U B
FEH {5 B, CFCA 13 B b M5 B LA R 52k 77 200 SR A W AR IR

& EREF LA RAF (CFCA) MAUTA 23
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3 SR EE5

3.1%54%
3. 1. 1 2FRKH

CFCA ERRGAEMR AR TR AUEBARIEUE IR AF, 2K UL E 4K

LT AlRERIA . AR TP AE, ar AT X500 5E SCHIEL A TE .
3. 1. 2X AR A B ER

DN (Distinguished Name) : ME—H5 4, 7EEFUEPREARL RIS,
FH T ME—FR IE 1 41 X.500 44 B o 375 B S [ MIUIEFS 44 S 5 3 1
HA PR S IR R N2

EV SSL 43R JIk 45 % Uk 4 1) B 01 42 Bk o 138 B 42 S Be = 1T P WL B4 A 1Y)
W, Az P I HARME B SR RAE.

OV SSL 4Bk iR 5525 UE 5 1 B3] 44 Bk b 138 i 44 7T L@ AT 7 Bl A 344
BE AW TP, G55 1% AT P B AR B — A A .

DV SSL 4Bk Al 55 25 1F 15 i B3 44 Bk b 14038 F 44 7T LR AT 7 Bl A 344
BE AW TP, G55 1% AT P B AR B — A A

3. 1. 3iT P HIEZ Bh 4

il FH e 44 AT P 5258 AIE S BB AR & CFCA R IZ 20K, R Joikil
A E %, WIS UE AR 55 .
fi IO 4% RO IE AR B LB B, — L UESESLE T A4

hEEMET QA RAR (CFCA) WMABUITA 24
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3. L. 4R R A FRTE AN

DN W4 N B CFCA & X, WA CP/CPS 7.1.4 4 .
3. 1. 5 ZFRIIME—k

£ CFCA &GRS, AR BUES R AR E] 2 AR, Hab
e ME— K)o AEXSF[F] 3T 7, n] DLA L E— (0 L AR B 44 9 H 88 22 5Kk 5.
UEA HAF A AN FNT AR R A BRI, BG5S RS E e, e R
B BN AR A5 J2 7 BLRO] R SR

3. 1. 6 FARHIRA . EHIMAE

CFCA 2R FYUEAS AN 5 A AT 7o s B mT E X H A LR R AR A A
CFCA AURUEA I AN AL HE N2 518 R Ar AL T Rgpr el Gy b, 2R A %
AL, CFCA A BAEL g I MAH AT R IBIEFS

3.2 W86 S HEIA

3. 2. LEMIHAEAHRITTIE

L ZE A 5 PE A 2 P N AL, IR A4S pkes#10-.
FoAth 5 A R PIRR IR 0%, B3 CA LM #E2 i FAbIE B 7730, CFCA 1E
AT P EERAETRT,  RGUR B sh I 7 B2 A 56 UE HAA R 2544 14 R A
(RPN S L R ADAE SR N 75

& EREF LA RAF (CFCA) MAUTA 25
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3. 2. 2 B4 B 5]

3.2.2.1 ML H 4 H 5]

WURITT P AE FREE-FET, K EAT ™ 10 B 0l s aod 2 46 T £ e I
WO UE LS | S PR TG SRAS IR B A Rk LU B HL A RT DASRAS H 17 3 TR ) B
5 BT & . HURET 7 IRE - FR S 2 B A FR IR 3 A B U 78 70 SR BUIE S
G E AR T (AT RoRFEZIET B A 550K, JFRIBA N 5T,
ST AL S E B FTEIETS, CFCA IGUEH SN A ARFIEM &S
ik, CFCA wIARYE AL B i RS AR, $AT A [F] ) B 4 45900 07 2K,
FITfi FH (1 %531 77 :05 % CA/Browser 351 BR DL EVG.CFCA 7] DLIE#E LT
— TE 2 WOR SR ZH 23 B AT b AE{E 2 -
(1) B LA G4 (S BRBUM S BRI, WA w1 MG AT
03K
o 2 [H LN S — 25 AR B MR 25
® [Fo i E S B R R4t
® i N IR [ 7 55 &
o (HAMIELEMNARS
o KIEAMIVEREM RS
® CP/IP Hihil/4 44 {5 B % REFH RSt
(2) TR BURIA 2R G B0 CREHEAIR T TR E g, Sl
PENIEY . iAo fE FACEIE155%) BB KA RO AUBE =7 #
Y e AN L UE FSAFAE R . BRI SR .
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(3) I A5 5 =5 B R R AL A Rk SR &R 0720, LS, HT
MR A« R AE B8 55 5 SN S MU EAT R 2%, LARA I B PR I 15 2 i TS 1k

(4) JEEAPOLBERE AT 2 TRt AUIE B B AT R B IEE 2

(5) YD ARAT XKL, BURFZE K (AL B A CFCA LRI
Sk 77 SORA AL (kA5

(6) ZALH =W AT IR A, BEOK G & ROAERSNNE B SR
Bl BEsh, AENS, CFCA W LLBGE L BT f B AR B Rt igE
A S RIEREM B R SEA R, IR S AR SR VR 5T E

CFCA L AYEY UL+ = XU HHE NS, AR IEH B I & & il 1% 51
R, MNFHIRBHIMHFEN, CAHUMRIEL I HISE,

3.2.2.2 DBA/ENLA R H]

AiEH

3.2.2.3 EFKLH

b IR K B, CFCA ¥dad 3.2.2 F A G E 2L LM

UEWIE BT I E R %0«

3.2.2.4 BAKIAFLEH]

F P AEH1E SSLUETRRY, CFCA 75 ELIGUE FRE 50 BT H 1 IE 15 s 44 145
TR, IS UEIEFE B CFCA $UT, AR IELH =7 . CFCA A Fim A i
“N.onion HIE A FIGAIE, HARMHZIE PRI K . CFCA 4 B84 56

& EREF LA RAF (CFCA) MAUTA 27
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RIS, BFEEA 7RG UE TV LA R BR BRA 5 .

3.2.2.4.1 KHEHIBEANBRBERA

CFCA AR

32242 MBERARZHTFIMG. £E. EEREBUEH

CFCA NZHr 71

32243 BBRANHIEERR

CFCA ANZH 71

3.2.2.4.4 WG FIRFRIRBER A

MR AR EOR Y 3.2.2.4.4 TP HIE L, 3G T IR B R . i A
N7 A8 R A ) T IR Mk B S O R NGBS, BA R A IE SR
FQDN 4%l :

1. B R ROE B — A AEE A “admin” o “administrator”
“webmaster” . “hostmaster” I, “postmaster” {E A MNEAE >, R IR S
C“@” ), H/EIRAFRAERIERA

2. AERT AP — AN EEN LA

3. iEHIE N CFCA MRS iess Gt sl =720 BEHLE LA
ISR AL o

ME—HIRENLE B CFCA Bk, IHFEA i Hile A XU 30 K. IR

& EREF LA RAF (CFCA) MAUTA 28
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UE 5 2[RI H T8 B A4 B3R E .

3.2.2.45 BREBTHOCH

CFCA AR

3.2.24.6 FHEKMBEAE

CFCA NZHr 71

3.2.2.47 DNSZE

PRI EEARTIRES 3.2.2.4.7 HR A X, T P IE I AR IR I A R BT R E 1Y)
HBEHLE A TXT 5 CNAME 3%, CFCA BEWS 2 1H 25 2 id sk B v] 58 i 4 Fir
A ARE

ME—FRIBEHLIE 1 CFCA A2, JFAEAE i H A RO 30 K.

CFCA KA T VEMATIAER, KKHEEE 3.22.9 TWHUEMZ M AZERKE
ilF (Multi-Perspective Issuance Corroboration) $HATHEME . H=— M 25 KA (Network
Perspective ) #7 B H & EIER J1, L5 EEMEM S (Primary Network
Perspective) LMl £ AH [F HIBENLE (Random Value) .

8 T 7 e AR AR, CFCA R] LA I 4% DL K DALk 42 435
BT G A 2 JAEAS, B IE 77 2RI B I T 38 I A A4 (R RIE

3.2.2.4.8 1P Hih-

CFCA AR
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3.2.2.4.9 WRIEP

CFCA NZH 71

3.2.2.4.10 {EFHBENLEL

CFCA ANZH 71

3.2.2.4.11 AR AT

CFCA AR

3.2.2.4.12 BAFHIBEANNBRBERA

CFCA AR

3.2.2.4.13 [4] DNS CAA BB AN R EHE IR

CFCA NZH 71

3.2.2.4.14 [1] DNS TXT B & A\ B I3% B FHE4:

PRI AR TR S 3.2.2.4.14 T E X, CFCA R A& I Uk i+ 238 S DNS
A" validation-contactemail" TXT fEHT I 44 B R ARG S UE B4R 2
A —AME—EEILE, T ICESAEIR S, V7 A BN UE SRR,
it J5 BV AT 58 B 4 A BURIE -

CFCA KA T ATIRER, FHIKIRES 3.2.2.9 FTHLE 102 M A% K
ilF (Multi-Perspective Issuance Corroboration) $HATHEME . H=— M 25 KA (Network

& EREF LA RAF (CFCA) MAUTA 30
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Perspective ) #7 B &AL UER 1, LAlE EZE MM (Primary Network
Perspective) MLlIF F F12k 4 364F  (Domain Validation) [K][5]—i% & Bt R Huhk .

ME—FFIBEALE B CFCA A2 ik, FRIEA iz Hi A BONA I 30 K. i
4385 1 5 e RS RIRURAE, CFCA AT LIS 44 DA DL I8 42 45 ) (14 T 2%
AR RUETS,  BEEGIE 77 2 A & A @ A A A 56 -

3.2.2.4.15 HIFRIFSAZBRR A

CFCA AR

3.2.2.4.16 [A] DNS TXT FHFERR BT HIFEER

CFCA ANZHr 71

3.2.2.4.17 [7] DNS CAA HFHEIEB R AT HIEEER

CFCA ANZH 71

3.2.2.4.18 HEAIMVEEEE V2

PR IR EE AR ER 2R 3.2.2.4.18 e € 3, 11 I I AR A7 SR 1R A4 3 fidE E H
5x/.well-known/pki-validation/ T JBUE 8 € W4 IE SCAFFIBEHLESIE{E, CFCA Jid
HTTP/HTTPS WS B i 11 B 8 il Dy 1g 1) 3148 1 F5IE P 25 BRI AT 58 Bk 42 By
AR

ME—FAIBEALE B CFCA A2 ik, FRIEA iz Hi A BONA I 30 K. i
238t 7 e R IR E, CFCA XA A 28 ZAETS . RIS E 7 30UR
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& A 4 O 3GAIE, CFCA SCHF http W2 R AEFPIRASE A 301, 302 1)
B E WS SR IAIE, B 58 1) Ja I R bk DA ZBURN 36 IF 32k 42 — 5, 7] DLSK A http B0 https
s Hoim A 32 A8

CFCA KA HEHHATIAER, BIKIEEE 3.2.2.9 THE 2 A% K%

ilE (Multi-Perspective Issuance Corroboration) FAATHE/E . H=— M2 A (Network
Perspective ) #7 2 H & MEUE L J1, a5 FE W4 M (Primary Network

Perspective) L2 AH[E (K BEHL{E (Random Value)

3.2.2.4.19 f§if] ACME IR I uEZH

CFCA AR

3.2.2.4.20 f§if TLS i1 ALPN §" &

CFCA NZHr 71

3.2.2.4.21 AR RFHRZRS REHE - ACME

CFCA ANZH 71

3.2.2.5 IP HubkAIBEIA L R

CFCA 5237 FH B /AE TP il SSLiF 1, AN IP 25 k3 42 U it gig 704
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Extended Validation Certificates) A AR AJ{E UIE 1545 & A& Bl AL 45 BLK Baseline
Requirements for the Issuance andManagement of Publicly-Trusted Certificates)

4 CP/CPS 5 UL EW N FHENIATT, DLHEN] Y.
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10 i3 A CFCA £Ek{5/F:4k & CP/CPS 4.8 213 CA

NO # CA R CA &k F1Z% CA g CA Bk
CFCA EV OCA | RSA2048/SHA256
CFCA EV
1 RSA4096/SHA256 | CFCA OV OCA | RSA2048/SHA256
Root
CFCA DV OCA | RSA2048/SHA256
CFCA EV ECC
ECC-256/SHA256
OCA
CFCA
ECC-384 (P-384) | CFCA OV ECC
2 | Global ECC ECC-256/SHA256
/SHA384 OCA
ROOT
CFCA DV ECC
ECC-256/SHA256
OCA
CFCA EV RSA
RSA2048/SHA256
OCA
CFCA
CFCA OV RSA
3 | Global RSA | RSA4096/SHA256 RSA2048/SHA256
OCA
ROOT
CFCA DV RSA
RSA2048/SHA256
OCA
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11K#% B £FREEIEHRKN

11.1 BIEH

Z HEHRIEB TR REY RO | WA
A V3
Fro 5 &AL 64 (i) CSPRNG
BERFE A R 7T IL
TBSCertificate %4 CFCA Global RSA ROOT G2:sha512withRSA
CFCA Global ECC ROOT G2: sha384withECDSA
CFCA EV ROOT: sha256withRSA
A % :notBefore A A R
A U notAfter 25 4F
F Sl AE I/ CFCA Global RSA ROOT G2
(CN) CFCA Global ECC ROOT G2
CFCA EV ROOT
ZH2H(0) China Financial Certification Authority
HEZ(C) CN
NAE R CFCA Global RSA ROOT G2& CFCA EV ROOT
:RSA4096
(0ID: 1.2.840.113549.1.1.1)
CFCA Global ECC ROOT G2
:secp384rl (0ID: 1.3.132.0.34)
LG = AT S 5 TBSCertificate %544 JLAC
3 J&: authorityKeyldentifier | JESC%E 5 subjectKeyldentifier VG
" & :subjectKeyldentifier e 4% RFC 5280, subjectPublicKey f] 160 fii SHA-1 B4
(2]
I :basicConstraints KA Subject Type=CA
Path Length Constraint=None
§J&: keyUsage Ko keyCertSign,cRLSign
112 PRIEH
ZHi& PKI HYUEH T Kegy RS
JEI
A V3
FPo 5 &AL 64 (i) CSPRNG
R 5% % CA ] Subject {7 R&EF T ILAL

TBSCertificate %544

sha256withRSA
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sha512withRSA
sha384withECDSA

H % :notBefore A A R

H R M motAfter B T2 ZUE T notAfter

F 2R (CN) WE 1.1.2 mH ATk

ZH24(0) China Financial Certification Authority
E % (C) CN

UNGEE RS RSA4096 (0ID: 1.2.840.113549.1.1.1)
or secp384rl (0ID:1.3.132.0.34)

ESE AN RTS 5 TBSCertificate 2544 VLHL

$" & subjectKeyldentifier e 4 RFC 5280, subjectPublicKey [ 160 £ SHA-1 4
il

¥ & authorityKeyldentifier |14 VLHCZ 42 E 516 subjectKeyldentifier

I J#: certificatePolicies PN H TR EIRZ AN CA, Z8 BN
Policy Identifier=Any Policy (2.5.29.32.0)

¥ J&: basicConstraints FREE 1 Subject Type-CA
Path Length Constraint=0

¥ J&: keyUsage K digitalSignature, keyCertSign, cRISign

¥ J&: extKeyUsage E| P WITAFAE
T2 % SSL/TLS KA, Z¥EJy:
k% 3 IAE 1.3.6.1.5.5.7.3.1
H PR 1.3.6.1.5.5.7.3.2
TR B T, %Y RA:
PDF %44 1.2.840.113583.1.1.5
IR %4 1.3.6.1.4.1.311.10.3.12

¥~ J&: authorityInfoAccess E| P ICA AccessMethod=1.3.6.1.5.5.7.48.2
OCSP AccessMethod=1.3.6.1.5.5.7.48.1

¥R : cRLDistributionPoints B CRL HTTP

11.3 iTPEH

EV SSLA=BRR 55 v ik 154 5

HEFSI A

fA V3

Fr35 A5 2= /D201 IR REA 1AL

Bk SHA256RSA SHA256RSA SHA256ECDSA

WK & CN =CFCA EV OCA CN =CFCA EV RSA OCA CN =CFCA EV ECC OCA
O = China Financial Certification | O = China Financial Certification | O = China Financial Certification
Authority Authority Authority
C=CN C=CN C=CN

ARAWEEH | UEBABOHRLG R E

BROAZ T | UEBA SR b )

E) CN=pu (2) cebnet.com.cn DI H N RE R A DI H N AR A
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OU = E-banking network

IR, HIE
(2022429 H 1 Hilg A FHA A
ou)

ERITARR, I
(202249 H 1 Hilg A A&
ou)

O = China E-banking network

B AL LR, e AR
BT AAFR, B REIER S L 20
UK, FHARES B
WA PR 64 7T, LA 48
5, B4 AN G X G 44 B
B -

B AL LR, e AR
BT AAFR, AR IER S L 2R
UK, JFHARES B
WA PR 64 7T, N 48
5, B4 AN G XU 44 B
B -

L = Beijing Eldbhl: AARESK. MEkE . | Elkdhk: GRER. Mg .
S = Beijing W L. S, W, | WS HE. FESE. mm.
EZ. M, Wisi s8Ry | B, Moy, s se e
JETETE S 6 RS g 2 AT IR . | T
AR 5 B S 4 2 W A 100
C=CN 5 R 5 44 E x4
SERIALNUMBER = SRALIUE NS CAnZA NS | SR BEAIE A TS CanZe 2L
110000006499259 AREG AMENV RS Biss | RS, A E R . Fiss

FACHSEE) , AP IR RS,
W BARR AT H HIACER -

FACHSEE) , B I A ,
W BARR AT H AR -

2.5.4.15 = Private Organization

M55 Y LG TR A
Private Organization
Government Entity

Business Entity

Non-Commercial Entity

M55 T LG g A
Private Organization
Government Entity

Business Entity

Non-Commercial Entity

1.3.6.1.4.1.311.60.2.1.1 = JE/M
HulX

1.3.6.1.4.1.311.60.2.1.2 = JEfit
A

1.3.6.1.4.1.311.60.2.1.3 = Vit
M e 75 6 AR

TEME 5 DX sk

VEME 5 DX sk

~H

RSA (2048)

RSA(2048)

ECC 256

AR VT IR 45
B

I

[1]Authority Info Access
Access Method=FXHLIIE
RAWNL (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.cfca.com.cn/ocs
p
[2]Authority Info Access
Access Method=iIF TS & HLA4
MR (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://gt (3)

cfca.com.cn/evoca/evoca.cer
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KBS 9
i

E NI Subject Type=End Entity
Path Length Constraint=None
UE 5 55 W [1]Certificate Policy:
Policy
Identifier=2.16.156.112554.3
[1,1]Policy Qualifier Info:
Policy Qualifier
1d=CPS
Qualifier:
http://www.cfca.com.cn/us/us-12.
htm
CRL/3 & A4, [1]CRL Distribution Point EVIiEHICRL & & EVIEBHICRL & &
Distribution Point Name:
Full Name:
URL=http://crl.cfca.com.cn/evoc
a/RSA/crll.crl
BEARE Digital Signature, Key
Encipherment (a0)
TR PIR IRFRT
15 2 AH R v RS HIAE (1.3.6.1.5.5.7.3.1)
S-S B4
OV SSLAERfIR 55 as ik 34 24
UEF5I o RiE]
fA V3
FPols A5 2= /D201 IR REALEL
Bk SHA256RSA SHA256RSA SHA256ECDSA
WK & CN =CFCA OV OCA CN = CFCA OV RSA OCA CN =CFCA OV ECC OCA
O = China Financial Certification | O = China Financial Certification | O = China Financial Certification
Authority Authority Authority
C=CN C=CN C=CN
ARG HE | A ZOWA LA ]
BROAZ T | A RORZ L 8
T CN=pu (2) cebnet.com.cn WIEE R Re R4 BEE S ITP WA E R Re R4 BEE SEITP

OU = E-banking network

BRI HR (AR
(20224E9 H 1 HEEA A&
ou)

BRI HR (AR
(20224E9 H 1 HEEA &
ou)

O = China E-banking network

R AW LFR, Ak
BT 4R, IREIER S L2 21
UK, HARES B

HEMHZW LR, Ak
BI7 PR, LREIER S L2 21
BURZRR, FEHARES B
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WA PR 64 7T, N 48
5, B4 AN G XA 44 B
B -

WA PR 64 7T, LA 48
5, B AN SRR G 44 B
B -

L = Beijing

S = Beijing

Bl EARER. HE .
W EZ B HIES . WS-
5, M . ST e 2 B
eI

T 5 B TS 2 2 T A8 00

Bl EAEER. HEE .
W EZ B HIES . WS-
o, M . 3T el 2 B 4
eI

AETAE 5 B TS 2 2 P A8 00

C=CN

I A

I A

2~

RSA (2048)

RSA (2048)

ECC (256)

WUR MUK TT R4
H

i

[1]Authority Info Access
Access Method=BEHIE 15
IRZEHIL (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.cfca.com.cn/ocs

p

[2]Authority Info Access

Access Method=iIF A& LA

Wk (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://gt (3)

cfca.com.cn/ovoca/ovoca.cer

LB
i

FEAPR Al

Subject Type=End Entity
Path Length Constraint=None

UEF

[1]Certificate Policy:
Policy
Identifier=2.16.156.112554.3.2
[1,1]Policy Qualifier Info:
Policy Qualifier
1d=CPS
Qualifier:

http://www.cfca.com.cn/us/us-12.

htm

CRL} K K

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=
http:/crl.cfca.com.co/OVOCA/R
SA/crll.crl

WEFICRL S K A4

HEFICRL S K 24

B RFS

Digital Signature, Key
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Encipherment (a0)

R GIFAY

HsR A vk & PREAE (1.3.6.1.5.5.7.3.2)
AR 55 2 IGAE (1.3.6.1.5.5.7.3.1)
FE&H A A ip #3844
DV SSLA 3K ik 55 &k i X
IEF I L)
[[FES V3
ol F85 20200 Y BE AL
LTS SHA256RSA SHA256RSA SHA256ECDSA
MUK CN = CFCA DV OCA CN = CFCA DV RSA OCA CN = CFCA DV ECC OCA
O = China Financial O = China Financial Certification | O = China Financial Certification
Certification Authority Authority Authority
C=CN C=CN C=CN
BRORGEES | UFERA RO G E
BRI IEHE | TR RN R E
E) CN=pu (2) cebnet.com.cn DA H R A B S IP DA H R B4 B S IP
C=CN P AR P AR
N RSA (2048) RSA (2048) ECC (256)
MURHRI VT FAE | [1]Authority Info Access
=}

i

Access Method=FcHLIE TS
REHI (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.cfca.com.cn/oc

sp

[2]Authority Info Access

Access Method=iIE AU LA

MK (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://gt (3)

cfca.com.cn/ovoca/ovoca.cer

LB
i

FEAR ) Subject Type=End Entity
Path Length Constraint=None
UES [1]Certificate Policy:
Policy

Identifier=2.16.156.112554.3.2
[1,1]Policy Qualifier Info:
Policy Qualifier
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1d=CPS
Qualifier:
http://www.cfca.com.cn/us/us-12
.htm
CRLA K 5 [1]CRL Distribution Point [1]CRL Distribution Point [1]CRL Distribution Point
Distribution Point Name: Distribution Point Name: Distribution Point Name:
Full Name: Full Name: Full Name:
URL= URL= URL=
http://crl.cfca.com.cn/evoca/RSA | http://crl.cfca.com.cn/eccroot/RS | http://crl.cfca.com.cn/eccroot/EC
Jerll.crl Alcrll.crl Clerll.crl
B Digital Signature, Key
Encipherment (a0)
TR PIRR IRFT
sk R PRIAE (1.3.6.1.5.5.7.3.2)
IR 55 B 56AE (1.3.6.1.5.5.7.3.1)
S liEA A Wip k4

11.4 OCSP Z4iF$

IEH B Critical | Contents
Extension
fRA V3
Frols wEED 64 (i) CSPRNG
TBSCertificate 2544
R 52%9% CA ] Subject &7 TiILHA
H % :notBefore PRAE RIS B FHZE AN 24 /NS
A U notAfter AN 398 K
T8 I H A FR(CN)
HZ1(0) China Financial Certification Authority
E % (C) CN
NE R RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
BRI H1 TBSCertificate DLFC
¥ fE: subjectKeyldentifier e 4 RFC 5280,subjectPublicKey ] 160 {7 SHA-1
W5 7y
¥ BE: authorityKeyldentifier E|FS VLEE 2 2 E 511 subjectKeyldentifier
¥ FE: basicConstraints PS5 Subject Type=End Entity
Path Length Constraint=None
¥ [E: keyUsage KA digitalSignature
P E: extKeyUsage k8 | OCSP 2544(1.3.6.1.5.5.7.3.9)
V- JEXHE | 0x0500
id-pkix-ocsp-nocheck(1.3.6.1.5.5.7.48.1.5)
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