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Al ABITIRA S0 ABITIEBHERIE 4 BATIE B R
B0 linting; ABVTIEBECE ZoR; 81T 8 i+ 5944
4.7 | f&IT 7E 1.5.2 FIHE 0 CPR R AR A& 1.3 T+ | 202545 H30H
B
48 | BIT VAR AL 5 BRI 5 15 I F JAZAB T oAt Py 2% 202547 A 21 H
49 | EiT HeE 21T 2025410 A 25 H
4.10 | BT VAR S (AR 44 20254E 11 H 3 A
4.11 | &iT BRI 13 B vl 2025 4F 11 A 30 H
4.12 | &iT S 51 BRI 225 S0k s SIE S R B et . 52 | 2026 4F 6 H 12 H
SNANEAEP; 3 DNSSEC. JwiAbE; BT 4 imtE 07
Eitipay
1.3PKI &2 5%

U M e 2 5%, MR AR TR

1. 3. 1 B FAIEIRSHIA

AF PR E R WEEZIZ 580 B ARSI EMLA.

AR S HLM CA (Certification Authority) AFHUEBEE K HH.

W HwHEHE, IEDER. IEREAZ R CORER MHIERE CRL) KA. B
S 55 TAE, AL {LdE CFCA.

hEEMET QA RAR (CFCA) WMABUITA

https://www.cfca.com.cn
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1. 3. 27EL

TEMHLRY RA(Registration Authority) 1 5117 FEH I G323 H fILATE BE,
EEEME AT, JERITEN PR CA Z AR BEEE .

CFCA 4 3R{5FK % T CFCA EV OCA. CFCA OV OCA. CFCA DV OCA.
CFCA TLS EV OCA, CFCA TLS OV OCA, CFCA EV ECC OCA G2. CFCA OV ECC
0CA G2. CFCA DV ECC OCA G2. CFCA EV RSA OCA G2. CFCA OV RSA OCA G2.
CFCA DV RSA OCA G2 HIEMAIBTE CFCA WS, H CFCA 48 & 7&fH RA HH
B, AT EHMAT IR 5T

1.3. 3T F

W7 A2 dR 1A CFCA HBAUFUE S SEAAR

RPN, IEBIT P SIEBEEREN AR S, “UERITST £
fR1F CFCA HHFIEBAISER, EHE D NN  “UEHER” 2 5IEHiE
BB AR, HRGFAUET R “UEP AR I 2R AF RN AR 55 4 B T
TR S — WU e Al E I B s . UEFIT 7 75 SR A R SR S L5
T UE A5 25 A DU kA5 B 2R W F) RIS #7

1. 3. 44K

FRHIT AR 5 30T 5 AL B RO 354136 RIF AL 47N S5 B S0
1.3. 5 ES5%

DL E SRR, TERAS CFCA FIFR S5 S P 2 5 5 AR5 4R i 5

& EREF LA RAF (CFCA) MAUTA 15
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(LN

1.4 UEF M A

1.4.1 CFCA &FEEERER KLESKER N

R CA IEHRE

CFCAEV OCA EV SSL 43Kk 55 ##IE 5 (RSA 5i%)
CFCA OV OCA OV SSL 43Ik 55 &Ik FH(RSA 5I%)
CFCA DV OCA DV SSL 43Rk 55 &k 15(RSA F%)
CFCA TLS EV OCA EV SSL & BRIk 55T 4HIE T (RSA FHi%)
CFCA TLS OV OCA OV SSL 43Ik 55 &Ik F5(RSA 5%)
CFCAEV ECC OCA G2 EV SSL 43kl 55 #+ilEF5(ECC Hi%)
CFCA OV ECC OCA G2 OV SSL &3kl 55 ##ilE FH(ECC Hi%)
CFCA DV ECC OCA G2 DV SSL 4Bk 55wk +5 (ECC i)
CFCAEV RSA OCA G2 EV SSL 43kl 55 #+ilEF5(RSA BI%)
CFCA OV RSA OCA G2 OV SSL 43Kk 55 @+ ilE5(RSA HI%)
CFCA DV RSA OCA G2 DV SSL 43Rk 554k 5(RSA Fi%)

CFCA EV ROOT. CFCA Global ECC ROOT G2. CFCA Global RSA ROOT

G2 IXFH TR N CAUED, AT IR,

1.4.1.1 CFCA EV SSL £3RR&-RiEH

CFCAEV SSL & Bk & 20l A& BT Z2AET, ZREHiE

EHTEIT P REARS Web IS8 2 [0 E A7 22 40018, SCIUEEAS BAE % 7 i
HFEERMIAMEFOFERAR (CFCA) WBATH 16
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55 iR 55 4 IR K s A, B LR A A 5 )t

CFCA EV SSL 43R IR %% 24F 1 1 CFCA EV OCA. CFCA TLS EV OCA . CFCA

EV RSA OCA G2. CFCA EV ECC OCA G2 %% SHA256 iEH, Z=HKE N

RSA-2048. RSA-4096 53 ECC-256 (NIST P-256) .

1.4.1.2 CFCA OV SSL 2R & RiEH

CFCA OV SSL 23k Ik 55 4 iE A S @R AR . Z2AIEH . B4
KM ZFUEHE S T PSS Web k5588 2 (A1 22 40 0E, SCIl
BR (5 BAER 7 5 5538 2 IR I A4, B s (5 R it g

CFCA OV SSL fI# %% %1 i 1 CFCA OV OCA. CFCA TLS OV OCA, CFCA OV
RSA OCA G2. CFCA OV ECC OCA G2 % & SHA256 iF 15, K E N

RSA-2048. RSA-4096 B # ECC-256 (NIST P-256) -

1.4.1.3 CFCA DV SSL £3RAR & SEH

CFCA DV SSL 2 3RR 55 &k 8 & LI UEF5 . 2 1A IE 15 JBRCAFIE 1,
ZIGEIE A T P 8s S Web IR S5 85 2 [ 7 22 i, SEsl (5
BEAER i 5 R 55 A% 2 [ BN AR, b7 1R R4S 0t R

CFCA DV SSL 4=¥k il % #3UE 15 f CFCA DV OCA. CFCA DV RSA OCA G2,
CFCA DV ECC OCA G2 %)% SHA256 iE+15, #4KEH RSA-2048. RSA-4096

5% ECC-256 (NIST P-256) .

& EREF LA RAF (CFCA) MAUTA 17
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1. 4. 2ZERIEH M A

CFCA EEREAEMA R N FREHRIE R AETRE_ EA PRSI, kil CFCA
EV SSL ik %5 #UE+5 R e T- 400 P4 IAE ) WEB IR 5545

BRI HAEELT FAE-Brh iy RO AT T BRE] . SR TRE TE
PR TR A S B e T R B, RS 57 AN AT ARG E, HOHIE S
[N A CP/CPS [RE RN HITE KA 32 CFCA IR

CFCA A BRMEATAR R N R AUE B ARRAE QT R AU AT 75 [E K sl
DT ERUE AT MR RS

1.5 SRS B 3

1. 5. 1 SRS SCRYE BN

A CP/CPS [I550& SCRY S FEN LI N CFCA MY & 3, MBS BiiE1T
A CP/CPS I, mMV S E LA 2R 2 N RO “CP/CPS 4w 5 4H” , B4

AR AT DUARYE 75 ZR I % or “CP/ICPS B 47 , FHiEwdws H 75t
1.5. 2BRR IR

WA CP/CPS B %M, &5 CFCA M4 PR EL &

Hi%: 010-80864610 £ H: 010-63555032

1 : cps@cfca.com.cn okt JER T TEIIX SRR 37 5 H AL 8 E

WNFEE ) CFCA $RATUEP ) ik &5, 15 fE CFCA W pS A S R AT )i

https://cloudpki.cfca.com.cn/cpr,

& EREF LA RAF (CFCA) MAUTA 18
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1. 5. 342 CP/CPS #& SRS DL

“CP/CPS Zm'5H” WENMBUBIT R G, ZXHAR “LZREMERE” &
W, “#ZZE” KA TP CP/CPS & BT & HHRESR, WRME, HkEs
HEith, R EHEES, 4 CP/CPS Jyalxtsh kA, IFA KAz HiEe 20 K
N TEAT ML BB T TR

1. 5. 4CP/CPS R

“CP/CPS 4m'5 4" fi 5T #E . CP/CPS &It iA, FEHERA A4S A%
THATTNEN, Pt B80S — B2 WG TE Bk 5 i o

“CP/CPS 95 H” 11508 CP/CPS IAH AR AL A w] “L%Zas” H . fEHL
3“2 ZT” WHEIJG, “CP/CPS 45 H” it T 1B SO 201 55 4 13,
F M 45 B 58 CP/CPS SCAAG SRR A S, TEHGE Fi -

CP/CPS EMA AT ZHMI IR T AR EWFHF G, RELHEF/. B4
B EEG, a0 AN EAR CPICPS. RATE AT & AT B 8h I 12 H 56
ETTESR, A FRERBE T2 7 W3k ( https://www.cfea.com.cn )23 A Al ] 25 7 B,
EAEX RIS KA TAE Bl 5 & BBV A DG T 78 A

CP/CPS W R ATIEHE (CFCA WX EE M%) $4T. H CP/CPS KATZ
H S, BT DA R 20t SN 1K) CP/CPS 6 21 5 W32 43 i ) CP/CPS A 5F— L.
b 55 RS A7 Bt R A2 H S 20 K AT =R 1HR %

NP5 B SE R CP/CPS (1 N kAT 8 25 AR EIETT FiiE . &30 T mT
MR 55 % R AR Ak 75 B R ol 45 B B 4R L BT B . A CP/CPS ] AR
o PTIEIERRAE I EER, SRHABITHIE

& EREF LA RAF (CFCA) MAUTA 19
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A CP/CPS Z/DRHAFAEIT — k. HBITNERAEREHER, CFCA ¥i%
e 5] 5 AH R BORARREAT . BT WA EUN, ARG IEBIET 58
FUETRHBIT 5T N S A FISF o B, 40 0 28 B AT ik ) i J S B AE 2 W] Il
ERAT AFKNEAT 5 UG H T Bl B R B R AT 2 HEE 20 H W AT E &
WE{:E-

1.6 & X485
1.6. 18X
| s X
MRS AU | AT PSR, St RIS & B A STIE B RBURNLI, I 0] 3T /6l
@,
VE LR WFEFAT P, Ol PR B % . o HORIE 5 BT A
e+ G CARLTF 2 40 0 A I 3 S 0 A FF (3 LRI A FF 35 9 1 P 7S P

EF A 1R HAEFSENLR (CAD 28R IF AT IR AL P IR 41 3%

FELGEFIRA ML | IETFAUAR A9 T4 & v e RS 1

TIEF5 SRS — B AR, R HEFX— e BHARM (80 ) BA M 227K
0 ISR AR Fp o P

AR SR | SRT R ERSYUERS K. EHL. M RE (BEERRES %D
PR h TR AN AL 55 S B P

DA FREIE 15 IS4
(Y MR T e P A5 AT UE 5 BTl B A SR AR AR AT 5% R AR L BEAT b 550 B 1 N AL
o
A5 T AR Bk R e A FHEH A AT EH.
N X AR B B L AT LA TF 5 A .
Mk — 5 51 44 ERFUE B EAR AR, TR E B EARRX 50042 FR . Shik R A
BRMUED ERESE G0, AR X SEEAMPRANE.
RFC5280 RFC52807&X.509 £ JE it 15 fh 1 15 FHIE 5 48008 41) 2 ) 1 e & S0 A
RFC6960 RFC 6960:X.509 5 15 P /A £ JE il 14 Jith 76 2R UE 5 R &S 1013 -OCSP.
X509l X.509 LI A A FE R B I 7E R F AR A T, X509 2 552 BL A BHIE P 1%
&L RMEFOFRAF (CFCA) FRUTA 20
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Abritt

X.5000M%

HOFEA i A8 U — SR I X.5004% 3K

R

H5ZMMERBUEAERG . SB—1NRE (W0 RS L) B—2H W 25 4H 14

Can: LML (VPN SR RS , TRk Sl #6587 2%
A/ B CAA T A AHICH Huh B & . P28 (Network Perspective) [
K, R 3 I H ol LB PP VA 0 Y 1 K A% 2 D9 1A A i At IR DX 3 £ I
28 FETM R R 79 AR E

T 25 A

UEBMURH (CAY FTHI5E LUF PIITA B Bk RIS A 1D 2Lk
TR AL B TP MRS RE B AR s 2) FRIE A HEIR AL B 1P ik A
RO, DA /sont 238044 50 1P ik A #A mlids 1l A

Z AR ISE

FEUE R R, 18I At o 28 40 A 0 32 22 Y 28 40 A (Primary Network Perspective)
FEIE A 5GUE (Domain Validation) A1 CAA A8 2 ik % A BITA5 HA 6 1 s 3 A T2 1E 1)
MW

B

PUR G Z—: 80 GESUAEHIML, http) + 443 GESCAAL 4 4003, https) .
25 (fAiERMBHEALRPML, smtp) « 22 (2445 Pil, ssh)

1. 6. 247R% 1A

A ]

ANSI ES FAr#EYr2 (The American National Standards Institute )
CA T NIERR S LM (Certificate Authority )
RA VEM LAY (Registration Authority)

CRL UE+S 7384 #1] 2% (Certificate Revocation List)

OCSP TELRUE R ZS P03 (Online Certificate Status Protocol)

CpP UE5 S W% (Certificate Policy )

CPS L EME S5 B (Certificate practice Statement)

CSR UEPBZE 415K (Certificate Signature Request)
IETF H3 M LR 45 41 (The Internet Engineering Task Force)
DNS W4 245 (Domain Name System )
FIPS B S EALHE bR (Federal Information Processing Standards)

EV PR IGAE/AE 55 50 UE (Extended Validation)

DN ME—E 5] 44 (Distinguished Name)

P e ERAETOFERAR (CFCA) JRIEUITA 21
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1. 6. 3% CHR

1. http://csrc.nist.gov/publications/nistpubs/800-89/SP-800-89 November2006.pdf
HEM TRATES4 (IETF) EATHI RFC3647 ik
2. CA/Browser 13z Chttps://cabforum.org/) KATHI LA N EFTMRER (B A
CP/CPS KAGHI) -
(1) Baseline Requirements for the Issuance and Management of Publicly-Trusted
TLS Server Certificates
(2) Network and Certificate System Security Requirements
(3) Guidelines for the Issuance and Management of Extended Validation
Certificates.
3. Mozilla Root Store Policy
4. Microsoft Trusted Root Program
5. AATL Technical Requirements
6. Apple Root Certificate Program
7+ Chrome Root Program Policy
8. 360 Browser Root Certificate Program
9. Oracle Root Certificate
10, {Webtrust 228 1HHI7E)
11. CCADB policy
I REMEHMRKZHE 0, Kokl (B4 CP/CPS KATHT) &M T4
(G

& EREF LA RAF (CFCA) MAUTA 22
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1. 6. 442

ZIKX':PE/‘J?%%EEJ “‘,IZ‘ZDE\E” . “Z_\"/f%:” . «gjﬁ» . am» . “Z‘\‘mv . “EZ
BT ORRIT L it L AT A <L ARAE RFC 2119 HEATRRE.
ASSCRE P H I A m s 18) 9 b5 1] 00:00:00 (UTC+8)

2 ERERMEEEEH

Q1R E

CFCA {5 B JEH 3T P Rk 5 A A 7 324615 B k%5 . CFCA (B RER
FEEARTLLRA%: iE$. CRL. CP/CPS. ARSI AR SZEF.

CFCA Muhi{s B L& CECA NEM KA E B .
2.2 NIEfE B I R A

CFCA HJ CP/CPS LA K #H K 1 % R 3 7 15 B 5 £ CFCA K 4
https://www.cfca.com.cn & Aii . 4 CP/CPS & H (IE PR HE T IRARIE FE R,
FEH HEICR THER R “UERIEMSIR (SCT 4R 7 fgEiT AJF. [F
EFRALAELAE RS B UE P B R 5555

2.3 AT BRI B TB] BT

CP/CPS VA S AH MV 55 HNIAE 52 A 1.5.4 iR Mt ER AR B 15 M TA/EEH W
K AT E] CFCA Wk b, FFAIRA{RE 7*24 /NIFAT 5 [A], CPS & /b AF4F ¥ 35— K
CRL 15 EBE7E 24 /NSF N BEHT s 1T A RFIRESRIY, BARIEIT PRk, &Y

& EREF LA RAF (CFCA) MAUTA 23
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B CRL KA . CFCA &Kk CRLEE, WIEFE, Bl AT iR
SR R AR

2.415 B PEVT A 4% 1

CFCA 2 2 U5 IR PRI BLE O/ R A L 3SR N 1A Bedn S AME = 2
FER RIS, CFCA 15 B EH IS 2 LU B R 7 20 A 32 (& i AT gk B

3 SR EE5

3.1%54
3. 1. 1 BRRRKH

CFCA ZRREEM AR N R LSRRI I AR, 25K MIES 4K

LTI R4 A TP A5, 47 4 X500 52 LB 44 BTG
3. 1. 2% AR B AL ER

DN (Distinguished Name) : ME—H5 4, 7EEFUEPREARL IR,
FH T ME— AR I T 3 41K X.500 448K o I3 75 B S o W 15 2 A B SE B 40 10
HA PR S IR R N2

EV SSL 43R Ik 55 % Uik 4 1 B 01 42 B o 1 38 B 44 S Be = 1T P WL 4 A 1)
W, Az P I HARME B SR RAE.

OV SSL 4Bk iR 5525 UE 5 1 B3] 44 Bk b 14038 i 44 7T LR AT 7 Bndfl A 344
BE AW TP, G55 %] B AR B — A A AE

hEEMET QA RAR (CFCA) WMABUITA 24
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DV SSL A=ER e 55 2% 145 (19 B3 44 K v (1038 FH 44 ) DL LT P Bl A (13844
E NP IP, S5zl P HARE B A AL

3. L. 3T M HIE A BN 4

il FH e 44 AT 7 S8 58 FAIE S R BT & CFCA RIS IZ 20K, R Joikil
HE %, ISR UE AR 55 .
fil IO 4% RO IE AR B LB, — L UE ST L4

3. 1. 4fBRA R BRI BI N

DN e &N B CFCA & X, VEWA CP/CPS 7.1.4 B9 H .

3. 1. b AARIME— 1

£ CFCA EREMEM AT, AR LSRR 2 AR, Hab
JEME— 1o BT [F]—1T, R DU e — (R AR B 4 9 H A8 e 2 5KAE S
U HE A AN FRT PARAERR R S BRI, 3G S g H LB, ) HiE
& AR IRl 45 S8 3 AR Sl g J 0

3. 1. 6 EHnHIR A EHAMAE

CFCA 2R ML S AR R b 8 AT e XS HABN AR AR AU A5 2
CFCA MR UL I AR BE N e 5 i bn slAt T rbs gy b, Bk AR
1 Zyif, CFCA A BERZE FE I M ARATAT O A HIE TS

& EREF LA RAF (CFCA) MAUTA 25
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320186 S HIA

3. 2. LEMIHAEAHRITTIE

W ZE IR 5 PE A 2 P N AL, IR A4S pkes#10-.
Foft 5 0 AH S PR IR T, B0 CA B2 1) HoAt e B 77 2. CFCA 1E
AT P EERAETRT,  RGUR B sh AT 7 B2 A 56U HAFA B 2544 14 R A
(RPN S L R ADAE S N 75

3. 2. 2 WA B4 o 4551

3.2.2.1 MU S0 145

WURTT P AE FREE-FRS, B AT P 10 S ), o iod 2900 W] 45 030 122
WO UEFCECSEE L S0 PRI 3 B AL 10 S A Rk DA B A T LASRAS HH 435 3 B 14
A5 ST A . HURIET RS Bl A FR s 8 A 5 BB 78 0 SR BUIAE
HIEH RS T (AT FoRBEZAET I IH D5, FHARIAH R 54T .

SHF A A G5 BT IESS, CFCA K5 44 (1 & FRAE M 2
Hiuhl, CFCA RIARHE L EL T B (RE S 2850 AN TR], SAAT AN TE] 0 5 43 501 7 =X,
BT fdt 48000 7 i85 7% CA/Browser i35 1) BR LA EVG.CFCA T LUE#E LA
— T8, 22 TSR 56 F 40 21 & oy At B4 2.

(1) 33 PUR G BT BBURHE BSRIE, WA w1/ 80 MO I A TF
K

® 4 [F 2 UL G — 4t 2 (5 A ARAS Hdfe R 55 0

o EHEXMWEHESATRAS

& EREF LA RAF (CFCA) MAUTA 26
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® i \ RN [ i 55 40
o (EtrEEANARS
® KR i{E B AR5
® ICP/IP Hihib/dsi 44 {5 B 28 R R 5t
(2) B BUFHUAL 2K 1B RO CBFE AR T TR E e, Sl
AOENIEF . Gi— b5 FATIER S BRI R R A RO BB =TT 4
i PE AL GUR HIAFAER) . Bk sfk
(3) 383 ATE 13 = 5 B B SR B 2 bk S B R 7 =X, BLALE, BT
M RS AE R 55 7 S WU BEAT IR SS , LU R 3 ik i {5 R S sk
(4) A PO BERE RN, St t BRI B A R IIEE B
(5) MRLPLIK R ARAT KA, BURAE KRB R B Al CFCA A AT
6UE 77 AR AN B A5
(6) ZHACH =TI N BHAT A, BESR B R ARSNGB SOE I #
Kl BbAh, ER, CFCA &R LA B Pl Z M S 77 B e, Hig#
A LS REHEM B SSA 2L, AR S A R VAR DT
CFCA # L ANAES IR+ 5 XU i AN, FEHSZ RS Fig I 2 & %5
%, MTHIRPHIMEHIEN, CAPUIKIEL I,

3.2.2.2 DBA/ENLAFRIIZH]

AiEH

& EREF LA RAF (CFCA) MAUTA 27
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3.2.2.3 BEZRKEH

R T AL A [ K 7B, CFCA ¥rifid 3.2.2 Z 45 Hp B il & S L p iy
UE RS Bt AT e B R 451

3.2.2.4 BEZRBIAFLER]

F P AE i SSLEFHI, CFCA 5250 FE X B FRE IR 5 a4 i 4%
MR, BEIR UL FE i CFCA 04T, AN2RILGHH =T7. CFCA ASHFF A
J4.onion A HISRAE, HARBHZIE R K . CFCA S4E4P R84 %6
UEIEsR, QAEM R 7 IMEGUE T DL R ) BR A5

3.2.2.4.1 KHEHIBEANBRBERA

CFCA AR

32242 MBERARZHTFIMG. £E. EEREBUEH

CFCA AR

32243 BBRANHIEERR

CFCA NZH 71

3.2.2.4.4 WEHEFIRFRIRBER A

FEHEIEACEOR S 3.2.2.4.4 TR AYE X, MG HE TP EEIRAR N . @bl
U5 A A ) L B I B R SR AR NGBS, BRIAHE AXHE KW

& EREF LA RAF (CFCA) MAUTA 28
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FQDN 4%l :

R TR AGE R ANl ] “admin” . “administrator”
“webmaster” . “hostmaster” B “postmaster” {E MU HhIEE 4y, JEIRTS
(“@” ), FEIRARIEREA .

2 TEHLFHBAR AL S — AR

3. ikHIE N F CFCA RS #4258 Gt s s H A 7 KO B ALAE LA
RS AL o

ME— K RENLE B CFCA B %, IHFEA i Hile A XU 30 K. IR
IE 7 TR I A 38 EE A A B SeE

3.2.2.45 BREBTHOCH

CFCA AR

3.2.24.6 FHEKMBEAE

CFCA AR,

3.2.2.47 DNSZ®E

FEIRIE ARG 3.2.2.4.7 T AUE L, 1T P il g e B i 4 R AT 4R E 1Y
A BENLE R TXT 5 CNAME 3%, CFCA 6% 251 $1 45 2 ic 3 BRI AT 58 s 44 F
AR E o

ME— (R BEALE ) CFCA AR, JFFEAE i Hl A U A 30 K.

CFCA RFHATEMATIRAUER, FKHREE 3.2.2.9 HHEMZ M AZ KL

& EREF LA RAF (CFCA) MAUTA 29
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ilE (Multi-Perspective Issuance Corroboration) FAATHE/E » H=— M2 A (Network

Perspective ) #7 B & AUER 1, LAlE EZE MM (Primary Network
Perspective) LM AH[E (K BEHL{E (Random Value)

A4 7 25 AR BIRUIRAIE, CFCA R DN IS 4 LB DA s 44 45
JRI T G A 2 RS, S IE 75 2RI B 3 T8 AT A R R

3.2.2.4.8 1P ikt

CFCA AR

3.2.2.4.9 JHES

CFCA ANZHr 71

3.2.2.4.10 fEFBEVLEL

CFCA ANZH 71

3.2.2.4.11 1R HoAh 5%

CFCA AR

3.2.2.4.12 BAFHIBEANNBRBERA

CFCA AR

3.2.2.4.13 |A] DNS CAA BER A K% B T8

CFCA ACHFI T,
&L RMEFOFRAF (CFCA) FRUTA 30
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3.2.2.4.14 [ DNS TXT B R A\ K3 B TR

IR AR EOR SR 3.2.2.4.14 € 3, CFCA R IR UE HE 238 i DNS
PR FIf"_validation-contactemail" TXT AT IR 2 B 2R ANMBHH o IRUERRAEH &
A —AME—EENLE, T ICRSAENR S, V7 A BN UE SRR,
it 5 BV AT 58 B 4 A BURIE -

CFCA KA TP ATIRER, FHIKIREE 3.2.2.9 FTHLE 12 W A% K5
i (Multi-Perspective Issuance Corroboration) $AT#E1F . F=— MM A (Network
Perspective ) #7 ZH F{ALUERL )1, WlE FEMW LA A (Primary Network
Perspective) MLl 2 F 15 4 561F  (Domain Validation) [K][E]—i% & B R bk .

ME— [ BEALIE B CFCA A2, JEAEA iz HiR A BRI 30 K. 53k
A 3E I T R e R R TE, CFCA AT LICA A% UL K LA I8 4% 45 2 1) R 2%
A RUETS,  BCEGAIE 75 2 & A @ B AR A SR

3.2.2.4.15 HIFKAPRZEERA

CFCA NZHr 71

3.2.2.4.16 7] DNS TXT FHiFERARNFITHIEER

CFCA AR

3.2.2.4.17 [d] DNS CAA FEFEBRRNFTHIFRER

CFCA AR
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3.2.2.4.18 FHEAIMVEZEE V2

P HRBE AR AR 3.2.2.4.18 T HRE X, 1T Pl i AEAr Bar ik dek 44 0 48 5E B
5%/ .well-known/pki-validation/ N JBUE 48 i& I 4 UE SCAF AR ALES IR, CFCA i
HTTP/HTTPS WM HHR A H BEWS B D U5 [0 245 %€ ) 5IE A 22 B ] 56 Bidsi 42 B
A BRI

ME— I BENLE i CFCA Bk, FREAE Rz Hilefa RUHA BT 30 Ko #538
A3 5 305 A BRI AE, CRCA X AT NI 44 2 R AUE 150 LB AIE 77 204
& T AL AT 4 5 UE , CFCA SCFF hitp Th U2 KA FRASISN 301, 302 (1)
HE [ RIS IE , 58 1] )5 IRk 0 ZRUFN 56 IF 38 4% — 25, 7T DK http B2 https
JraEl,  FL AR B

CFCA KA EMATIAERT, HKIEEE 3.2.2.9 THLE M 2 M KK
{F (Multi-Perspective Issuance Corroboration) $AT#E1F . F=— MM A (Network
Perspective ) 75 B H & EUER 1, LS EEM LA (Primary Network

Perspective) MMl 2 +H R FIFEALE (Random Value) .

3.2.2.4.19 £ ACME 5 R HKMEEEE

CFCA il {i F§ ACME HTTP #kAk77 1K %1E FQDN IR AZFEHIEL, LA
N EIE A ST 1Z FQDN HI4EHIAL

CFCA MiFRA I E s it HTTP i 52 CRP 2 2] 2xx HTTP RS .

ME—HIBEALE 1 CFCA 2Rk, FFAEAE iz H A BOANER 30 K.

CFCA >ZFF http B2 &G FPRZSES N 301, 302 (Y E € MG R EIE, HE
7] i A ik b TR S8 IR A 42 — 380, AT PR http i3 https J7 2, Hom H A 202
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YA 2y
BB H

CFCA KA HEHHATIAER, BIKIREE 3.2.2.9 THERZ A% K%

ilE (Multi-Perspective Issuance Corroboration) $HATH#E1E . i — M 24 HL A (Network
Perspective ) #7 2 H & MEUE L J1, 415 LW 2 M (Primary Network
Perspective) LI AH[F (K BEHL{E (Random Value) .

T VEANTE T 25 A B AT IR S

3.2.2.4.20 f§ifH TLS i1 ALPN § |8

CFCA AR

3.2.2.4.21 WEKIRRRFHIEAE R - ACME

CFCA NZH 71

3.2.2.5 IP HubkAIBEIA L R

CFCA 23T F{H I AH 1P i SSLiFH, AN IP 25 ki 44 74 it g 74
E. BT HIFIERR IP #5454 IANA #L7E HA T AR IP. CFCA &4E4 4

AN TP S uEid s, BRREH 1 WRFRIeAIE U5 92 PR L) BR RRAS 5

3.2251 HEEAMUEEE

PR AR TR 2 3.2.2.5.1 T I X, 1T I FERFIGUE TP 3 8 e H %
/.well-known/pki-validation/ T J5UE 45 & ) 3 UE AR A B AL SR . CFCA 1#1d
HTTP/HTTPS BSR4 A i 11 6 4% 5 Dy U7 1) 246 72 146 E N 25 B AT 58 B8 44
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AREGAE . ME—RIBENUE B CFCA ARk, FHAEA R Hil A ROIHA T 30 K.
CFCA R AR IEHATIALR, BHKIESE 3.2.2.9 T E 2 A% KK

ilE (Multi-Perspective Issuance Corroboration) FAATHE/E » H=— M2 A (Network

Perspective ) 77 5 H & EUER J1, BA15 EE MW %A (Primary Network

Perspective) LMl FAH[E (K BEHLE (Random Value)
3.22.52 [ IP HUBR R N R L F R S BHRBUS 4
CFCA A3CHFIT
3.22.53 kAR
CFCA ASCRFILTT i
3.2.2.5.4 fRfAHEAh T
CFCA ASCRFILTT i
3.2.2.55 HIEERR IP HHEBR R TR
CFCA ASLHFTTE
3.2.2.5.6 1P Bihkf) ACME “http-01” J7ik
CFCA A3CHFITTE
3.2.2.5.7 1P Hibtf) ACME “tIs-alpn-01” J5

CFCA ANZH 71
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3.2.2.6 EEFFELFIALER

CFCA X I 455 A5 0] )4k 42 13547 42 i BUIGUE , - 56 E K D) 1B 45 A CP/CPS 58
3.2.2.4 W RIHLE . BECAFIA A M AT 2 s A L5 4%, CFCA N4E 44
N KAET . CFCA AN NEE K EV iEH.

3.2.2.7 HEBIREMHERME

CFCA 7% I FE A F B IR S E B R A4, ERHE M EBEEIE N
P SEAHEIR AT, CFCA X HUEIRA rISEvE. HERITE. Bl KB Daid ie o
BEAT VAL . JFIEAE CA/B IR A H Vi i) EE R % & DL R 3R

I g s B RIAFEER -

2. (5 BIRIE BN

3. Bt AR A B AR ) H Y

4. BE AT A TF VG il A AT R

5. B IE M BL R HEE

3.2.2.8 AEHARBLLR

CFCA k7T CAA it XHI RIS ILEE 4.2 19,

3.2.2.9 ZUABRKIE

LA RRUEN L 5 AEUEB2EACHT, B2 m Mg, X R
WA B (RIS SR IE /R M CAA BURSevF/AE L) HEATHAILE
R RE S G 50 T 28 AU ZR AL R P (BGP) MUy B AR5 IR RE T -
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CFCA TEETXS LA PAIE SR AT 2 WA R A BRI, oA ) — ZH I 45 4L
e 1D BARBEFERNL 2) CAA iEFKA.

BT 28 R0 A R B 15 R, W AURIEBAUR ML (CA) $R Ak 2
55, (EH A0S IR VT A
® LE 3224 T 3.22.5 RS BRI IE T IE R EDSR, R AL

WHAR 1D BEHUE. 2) ERAM. 3) 1P Hibkal 4) BCRHE
® 175 3.2.2.8 WHHUE, UEFMURMUIEXT T RIEA 13 KR o

% 03.2.24 WAIEE 3.2.2.5 TR 1AL 2 AR BRUE ISR TS,
LA % [P 28 0L AR G e R U 2 X 28 400 A1 T o 1 0 8

CFCA 7EiB It J5 S M APAT IRUER , A4 B 5 {8 B A7 I — I 4%
WA R 25 R aE 8 (a0, AR 2530 M A REAK S L =2 1) DNS 2247, LA
975 L 42 1) S — ) 28 A0 A VA 5 (1 B 2 %o JFC A D9 2% 40 A £ R 1) DNS 22 A7 3047 4%
) o ARSI AR B R E  RR 2 S ik vk, LB T R SRR AEAT
5T P AR TSRS AL U R — U o SR R 25 A S E B AR B 2
IR AT A RS, S50E 5 B FEUR M (i HTTPS) (£ DA UE A0 25 (¥ i 32

7.

[ 28 A A AT DA FH 5 B0k ()36 5 DNS fgATT 35 o 5L 28 40 A B 456 FH 17
DNS e, W20 12 0 £ A0 A IR Y 7] — DX 435 ELIEG 4 32 A 7 R LA i 25
XIEP o BEAh, FE—IRZ A RUE 223 8 AT = — % DNS fgfras,
B ATE DN 500 AH . DNS fEtrasn &, DURE M ik DNS &
W B B XA S 2 91% DNS AT a4 £ THLI0G Iod 322 52 1 19X 24 R il A 7t 1) 1t s
o

& EREF LA RAF (CFCA) MAUTA 36

https://www.cfca.com.cn



Cnina r 1na14cial Certification Authority

CFCA A LLSZ RIS F AR [R] 46k 7 v B AT 7%, B 22l 2 A0 AR 25 K 1
WE. fEEFIZ R A RMMIER, CFCA AT 22 FIHfIESS . Xt
TAEARART IS ) B A AT AT ) e R SRIE 22, WA SSHILE

R NBUESR R 75 2 WA K BIEA R A E NBUEDSR . {2
AL AP EL PR 2 /0N 500 2~ B, BN ARSI iz
FEPI 25 A0 A 5 T 2SR A DL R e N oAt I 28 M A I AN RIS, EATTRA
“IRE” SRS

CFCA LA EE CAA e3¢5 8 NS LRI TR UEYE , B3 A IR
N 398 Ko [AFE—IRAZEFKAUET G, RToR E F—Hi N JES8E Big R i
FHIAR R A4 Je 7440, SR M 48 A0 A AE B 398 RN T LA IS X CAA id
KR R AAL .

128 NBUEDSRER
PR A B A R SOV B
2-5 1
6 HULE 2

CFCA HIT#UT Z M A K UL IR S8 AL A, H IR RE AR T4
KMz (O IR AR S5 SR S T B = AR S 1R IR 48 ), S 2 o 2% 7SI Jt A 2 5
Jit, AR IR BRI R G KR BGP I FHAF

3. 2. 3P AN B3 K145

MBHIEE NS0 HARN, CFCA K F 24 kL IE+ HE
FIESEVEEM R L ZAE E o W T ANEARUES:, CFCA AR AP HiE HUAIE
PIAMIAFE, SFATAFE S R0 —BINE, WEBSRAE, <25F
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obliey, 07 FGB RS, S N AR AT

P 2 T IR B ORI SR 1 IR R e By 0y e 1 P R, ) an A 5 A
UEA5 1 SR AIE A5 F 1) o WO bk B 4% . R 38 50 T RE A LSRR A AU
BUR 2 R BB IREAE (I IR S e 4P I8 B IE, % B iF s H At 7] 5%
WEAE) BIEMTEIA . CFCA XIRUEIEAT I EIA 2 & 5 Prid R I 2 FRILAC, PAK
HAAR S B R IR

CFCA i BL T — el 2 77 2k 48 70 R gk -

1y SR FH ARCIEAH DAL B0 5 - Bd 5 F s LA S5 A rT FE A 7 =X
SR S5 AN AIE FH A FEBAE SR EL ek . CFCA AHIN. R R EH
HHERIGIEAS B DAAM R HA B 35 B/ L. ATEER). JB T HiE & A NI

2. A U TR AS RUE A R A fe 75 A7 AR T S s e Dy (R, o0 S
o AU ES = 5 B S vT S i )y 20T B SR AL B M5 R AT X SE LT
DA IR B # st (5 R S a4 R —3

3. I BRI R L ERAT RN K BB A R B A A S HR I A I b B
PEMCRIBURT 25 R 1 B A UE B SCA SR Ak

4. HHHE RO HIVE RN, ATEORHIEE RASEIRIE SO B i)
=07 B PE L BURE I BT IR A T SRR A SR ATAE, DAL
FAE TR LA

BeAk, AERF, CFCA IEW] AT E H e f B S ) 7 AN gkl Bl
A SR FRIE MR B R, RIS A G748 53T . X F CFCA 4
KT RS, CFCA 2 SLPPAl AR T IR n A7 7E T8 7 e R VA% 100 IR
PR XFREIIA “mREE” FHIETIE R, CFCA o] EHE: T LAH4.

& EREF LA RAF (CFCA) MAUTA 38

https://www.cfca.com.cn



Cnina r 1na14cial Certification Authority

3. 2. ABAKIERITT FER

CFCA 25 K HIIE 5 B A R d Bk {5 2.
3. 2. S BB

INUAT AR ACR NP BUE V55 1, CFCA I &Y 3.2.3 F
HI BRI IR S B@E RT3, PLES UE B AUR N G IE P A st

CFCA mLLE#5 HiEAR N E UL g R sett, bl HiEHE A
ZNMA BRI TEATRAN, PlnHiEE L2 S A=, [Anhr=, A
NFRIIRE, GEEARIP A~ ZEBEH CFCA N NG HARA] .

CFCA tha] DAFevF HiFARR NSRS e PR W B AT [R] <507 2Ok 36
UEHJE T EIRHU DAL HARRAT A BOZIAL . E4h, CFCA fuvF Hiif & 15
SESSIA AR HFUE S . 357 H & DA TG e 1 R] BAEAT UE S HR s RO ST
AN, N CFCA A AR HAZIAMUE TR K . AR HEE CAsen 4
HHF KIS, CFCA N[ HHF 2 (1 SN SR i

3. 2. 6 ELEAERN

XFT-HiE CFCA 2 FRE(F4E A R EV SSL iFFH. OV SSLiE+. DV SSL
UEFS, CFCA AN P S i iR EE, EARILHAN 4T AR 57 .

33HEHEFERIIF RS LR
3. 3. 1 EAHwAE R IR E£5]

1. EPAEK
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(D ATPUER GO ZRESUR, HIAHEBOER A BHRIR.

(2) W FHAN R UE TR AN 22 4 CIInTT P PRSEIE T4 15 FH Bl 8 52 21
T YD

(3) HAhZ CFCA INAT IR A o

FEUEBRIOCR UG T A A AT BT BRI, HazE B ARRAERN, 1T
PRI STHA B 3G UEA RL,  CFCA SUBILTT PR B I 1945 kAT &ty
SUFED AT, BB AT AR, FE, 17 %8 M CFCA HE#i#23¢ CSR Hiid
E . Wi+ =AHE, W S0 K384 P A RO AT EEAE . iR
FE I ELR 54K B AH I

2. EPHK

B RGERAEIE TR ZE AR — S A, T HE SR E P AT

FEAT FUETRART— AN A N, CFCA #al i i@ 24 (1 5 =X0d A 7 6HIE S
AT RAE

EV SSL iE+5. OV SSL iE45. DV SSL iiF 1536 K& i 75 BT B4yl AT &
BrIE . FUFTUETT P Sy SR UE IR AR S E SR ST E A A .

EV SSL UE+5. OV SSL UE$5. DV SSL i P R4 AE R IIS, IHIE A4 TE
— AR . CIMIERHAA A EIET, RIEH R, FHERA
O IAEF5 e 2 H 2 JFAE BB W I f S —MERABA S (2ad
SAMIERHIE, HASOROCENEBA R D .

3. 3. 2 M EEHAEFHIIRRE £5]

UES A i 3 A S SR R AT 7 B R UE TS, HER S 3.2.2 HF.
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3.4 MEHERIRRE L5

WEH AT R AR IR 5 2 B FE WA CP/CPS | 4.9.3,

4 Ay FBRAEE KR

4.1 UEF HIH
4. 1. TIEF HF gk

ATART SEAR T B FH CFCA 2 ERGAEAAR R N2 R BUEFr), $#JA] e CFCA 2
HAFPEE, HNGHA CFCA HR LA 5 11 57

4. 1. 2EMEEETE

1. AL

f£ CFCA MUKUEFZ AT, G AN CFCA #2351 B G E AR T

(1) AU HIE,

(2) AP SRHE 2 P I A (B 24 1) CSR).

(3) 4] CFCA #2fit CSR.

(4) [RIEIER T P

(5) SAHEATIE 2R .

2. FHE

(1) HIEFHFNFL TP A& CP/CPS S 3CHR41E FHDL, K
A HAOCTEEAVE R AR U AR LRI R 2

(2) 1T A 5T CFCA $RAERSE, SeBORIHERA R 1 His (5 B A7 k]
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GOEMHUE A STERAT P SR BERIES 1515 B A S iE A B AT R &

FHEAZ

42U P HEA R
4. 2. 1T H M RFELHThEE

1 CFCA BUENT F E+ G 5 ,CFCA # % F1BA & 4% A CP/CPS 5 3.2
FHIELR, T PR ST S ], AR

1. CFCA Mb3IF PG £/ FERE 3 Ml Mt 5 EIRE. 5 RIIE.
BERAE .

HofE B FERWIEFTLLHFE— A% HERIEBARFESER
e {5 RIRIEER 5743 55

22 XTI FRIE AL, ZERAEAS N R X S MU E R s A

(1) XFBTA F CASGAIE B 5 HUAAIE 1 B (1915 BRSO T 4%, AR
[F15 BB B — P IRIEE B .

(2) UnEAZ N H I 1] B S 75 B2 20— 2P 30HE, CFCA AU F AL
ey PRSCEEE N HE B HE N B A A A% 10 AS B SR IR BT — D BOIE (1 5%
R EES -

(3) CFCA L AURAE TR I S UE 1 B A OS5 B A BORE, 2 DA IR AE
KIEF A S CFCA CANBN KILIHTIRTE B, &0 CFCA #24E451E 1
FH A 38 0 R LA

(4) W5 BRI B BiE BB R AE A 1B 5 A2 CFCA MR J7 il

&, M4 CFCA K Flad & S rgsnil. H& 2 vs 2 ia Al mree /1 A &
thde SRAE LA AT (CFCA) RERFTH 42

https://www.cfca.com.cn



SERI A A XA AR BRI 2 . CA B LA RO VEPUTAS X H %5 R 2
OAIERPE IR RN 2
@WAIIA L8 5 BE I HARENLAG 7E U P 3R, CFCA ERZACHHA A
mLR, I HEZUEBRHET R CFCA BRFIZEK.
(5) CFCA 2R DA PRI 4 PR SR B 1) g X 0% 484 1 B AT AR VE B B ik
T4 HE 4 E P SR B IR, ST RIZEd SSLE T s XU B FE 41 R, 1F
B2 AE F A S S B2 SR G B AR R BT ST, CFCA A RUE4:
UEFS F I SR AT B S M R S0 T -
(6) CFCA &M A28 K UEHS 32 @) 44 97 e I (15— > DNS Name
CAA eI #, JHIZM 4.2.4 RIS g Fone & S HEZIE 15 s
(7)) HiIEAGEELABFEMEARTEDL—DEEE S EIEBK
subjectAltName & H1 1) 584 S 46 38 44 B 1P Hiudik
(8) % 6.3.2 W MIHfE AT M IE A RUH EIR. CFCA RIAE T~ FI IR Y
S CRTIAIE AT 2 SCPE . BRI IESs 1, Arien:
© BEERIEAFT G 3.2 VTR
o HOHEEINIE 58 B H AR A UGIE %5 K H AL N R IR o
F A 515 B 50 UF E a2 I PR

Q

WE2E & H e NE R S HARR
2026 £ 3 H 15 FiE&R 825 K
2026 £ 3 H 15 HEZ K 398 K
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XEFARYES 3.2.2.4 ARG 3.2.2.5 WWEHMTHIEAAT 1P HihbIGuE, P
AT RS . SR BR O 58 R 9 UE 45 SR 252 A 85 R UE 5 RIT (14 2 K R B R L

[f1, BARG N RAR:

A TP HuhbIGuEEdE & A R

IERAE R AR L2 e | IR K BUIE 2 /T | s K E IR
2026 £ 3 A 15 H 398 K

2026 -3 H 15 H 2027 % 3 A 15 H 200 K

2027 4 3 H 15 [ 2029 4 3 A 15 [ 100 K

2029 4 3 7 15 [ 10 &

4. 2. 2iEF R IERENIEL

CFCA # &K CP/CPS # 3.2.2 WJE R XTI P IR AZ B G R N H 5 05

BHHATER, @R EEOR)E, RtHERE.

FOHITE, KN I RN F A O AR 4 R
CFCA D 5e i 1 k-5 FiE Fr e 7 B B 3R 5 38 25 R OE 2GR R Atk i

.

1 UFEH I L
A&, CFCA W] PASLHEIE Hi:

WMRTE

AR RIEN, CFCA ¥4

(1) ZHIEEAME CP/CPS 5 3.2 FIR T S 47 B A A 250 i 50

(2) VT P2 B A ROSTT PR N S AR .
(3) 1T P B M AT YA RIS, A iSO e S Bk Ab .

hEEMET QA RAR (CFCA) WMABUITA

https://www.cfca.com.cn

44




Cnina r 1na14cial Certification Authority

2 . UEPHIE R4
MR KA TFHIEE, CECA G RHE 44+ i

(1) ZHIFAFFEA CP/CPS 45 3.2 AT LTT 7 B4 5 5 A0 4 51 () 1

(2) 1T AR SRS T 75 1) & 3 UE WA AL

(3) 1T RATBLE AR Z AT P LA R N AR FIER

(4) T VA B A Re g 4% [N E SCATAR L) 9% H

(5) HERIEB&A ICANN(The Internet Corporation for Assigned Names
and Numbers)Z5 & F1 1387 g TLD(INZK Ik 44)-

(6) 1T FHUE-F I B & AT E VA R .

(7) CFCA I\ AHEHEZ HFK &4 CFCA R4l LA 4raia ik,

(8) FAZHIEMAPKIE ., HIRE MR L ER R,

(9) CFCA FELAEMUR L E AR FRELTRT [P Huhik (e, BRAIX 4

AREARIEES 3.2.2.2.4 85 3.2.2.5 FHATIGAE

4. 2. 3 REFEUES HIE I TH]

CFCA 4 1E & BRI BT[] PN 58 BGE 5 B i AL 38 . 7E R R R T4 A
FAZEL T, -3 A TA/EHABETER. EV SSL & BRARS: 28 UF P AL FRIEH
G A 5 N TAEH, RRRE s KARED 10 M TA/EH.

4. 2. LNEHURAGER (CAA)

CFCA 3#1 CA/B Forum BR #5K, XJiE-S BT 1 T 32 RA2 B A2 I 42
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Fr AR 3k 4% 33547 DNS CAA 18R 7

CFCA W] LATEARATI [A] 4T DNS CAA R4 A .«

CFCA ¥ fEEH CAA ICFEIIAE FW CHEUHLL CAA IE I E LI AL 8
ANEFIREOAE R UED P, TARESS Bl & RBGE T . & 7d CAA 18310 B,

W BT CAA K

CFCA %% RFC 8659 T [ #ll i€ 4L #E CAA i s+ ) "issue" ,"issuewild" ,
"iodef" J& HEHREE .

CFCA 7EAb3E CAA I8 IR HEFRZERT, A% "iodef & PEFR S 1) P 25 i3t
TR

CFCA B H CHARAS, (B ROCHERZ I E 7 IEN B IR, e
Y R A RAEA

CAA LK fAE issue" ,"issuewild" #7%%, H'issue","issuewild" ANELE
"cfca.com.cn", CFCA R4 AHZERKAPIAES

CFCA R HARTTIEHATIAERS, FARIEES 3.2.2.9 THUEM MM KE
ilE (Multi-Perspective Issuance Corroboration) AT HE1E . H=— M 254 (Network
Perspective) £ E B A&MEUERTT, Tore ML BIWa SLAE 2759 )2 2 A e 4 —
H, TREMZAAME) CAA KA S D I SN RV K . A, B
WA AR — BB 7 AT e AT 2 CAA Dk & RIS
O, CFCA o R] Kz 5 W 2 A0 A B i AR D9 BB IR R T o

FELLF CAA BHIRIEIENL T, CFCA w N A MR E 15

1. CAA EH)RMAZH CFCA HIREAEIE T L.

2. CFCA /b E i — k&M,
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3. 4 PRI R AEAETE 7] ICANN AR I ) DNSSEC %6 3iF 4 o
CFCA Xt FMEMAMAITHINA 5 CAA idkEAHI<H DNS &), 3

ITIEI 2 TANA DNSSEC MR{E/T41) DNSSEC Gl

4.3IFHE R
4. 3. 1IEBZ R EHFAERENE AT

TR HRIFIEILSE R A, RA REGUHERIE RN T HIBEE, R RA &
GHZ A FZ: RA RAFZAFZELG, [ CA RERZHIF: CA RG]

RA RS IFNER, o CA PLL4 R BIEH AT .
4.3.1.1 1R CAIEFMAKKIFIHIFA

M CA FIEPMUAIIFEH CFCA AU MME(CA RGHEAE R KRG EH R
8% PKI & # O Fah &k BT S, CMER CA PUATIE A ERE.

4.3.1.2 f¥H Linting TEABMAZELIERAR

X SSL RSS#ET, fEUETRZEA T, SUEP#HAT linting il H4 5
BiREEHIT AN TR, Pk kSR BR EK,

4.3.1.3 f¥H Linting TEBN &K KIER

CFCA ¥ [ linting T ELAG W BT 25 & 1) SSL UE+F5
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4. 3. 2 B FAIEARF I AE AL XTHT - B8 &

T e a4t 2 HEHETT P IE B HE, CFCA B X &S5 P HiE R,
CFCA £ VIR, H IR st 7y T Pt AT s

44EHER
4. 4. | MRS IERERATN

VP AU SIAELT T L BURE A 22 AR b3 O R IE TS

VPN JyE sz CA8 R IEH AT N B FHEAM R T

(D TP EATYIRL TR CFCA AEP RS WS, KAE+ N BB iE1S
Hik, JEREGEE.

(2) CFCA fEI] 7 fevF 1, AT FEGES, JHEIEPEE 2 a8k
KT

(3) UEPIRBOGBAAIRZET ) 5, 1) 8 s s~ #iEt.

(4D 1T P83z 7R 720 I B R Y SO IR B I i A

o

4. 4. 2 BT IERRFHUEXHE S B K AR

X FERAAT FESS, CRCACRARYE LT R R GE M U kA T
BAER AT, CFCA K ARATHRAL T IETS,

4. 4. 3B FIEMRF AR At SR K8 &

X CFCA 25 R IUETs, CFCA AXHASARIAT FFhiE S, HKhi 77 ] LA
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fEfE B L E T AW,

4.5 %X AE S ) B
4. 5. 13T P REFEHRIE

VB AL AR 45 52 TR 5E 1 R FH 38 (FEZ4S CP/CPS1.4.1 715 7€ 30,
VPR R IR I L I8 SF A CP/CPS 23K, 2B IR HALEH, RIS H
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2 CFCA ] CA # X 25, XL PHRPR A H A R A7 2D 10 4. 138
[f] CA SN RAFAEAS CP/CPS 6.2.1 &5 ik fUAE 1} 2 ig At r, I H CFCA
Y% B B SRS AN AR AR IR 1 VAR J5 B CA SIS AN B T4 7 R 407
IR CA X L BHARRAFHIR 2 5, CFCA KHZ A CP/CPS6.2.10 ik
I IEREAT 22 A 5
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6. 2. 6 RHAIA. FHEMELR

CFCA 3@ B HAE 1 CA BFEHXS, i T & A InE i, CA BHHNE
A LU Zoin s 5y kA7 0F HAER s iy 23347 Sy %503, PABIE CA
AR E S BeGi B0 AERBUNMEER . AERAUIE A

BB A AT A RE T S AR . HAR TR AR AT P ALV
T HH B S SR 25 1) 7 2UHEAT

6. 2. T RAAE R I BRI A 4E

CFCA FAEALUIMZR T RAEAEST S FIPS 140-2 255 3 HnvH 1) A5 A4 25 i
b,

6. 2. SWIHEMHMTTIE

CFCA XM &% (INZEHD P24, R1F CA B, HIUE SR B A
CP/CPS6.2.2 R FAT /7 E] . Ji 3 AN B L EEAE A Ge 52 iy, —H. CA

ANHPEROE, BORIRES R IRIF 2 CA B4

6. 2. 9 FRFR AL BB IR I T %

T CA R, ARSI . B WIIni. R IT W/ R, FAHH
BEAARBOIRGS, REFBIUET NG, Al LLEAT AR ERAT

6.2.10 HHBRAHARTE

2 CA WA FIHZE R JS , CFCA AR IEAS CP/CPS 6.2.5 Z #HR I ¥ CA
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AT, HEH) CA RS 2 A B VIS AR B A L T A 0T 45
HJa, THEA 3 UL EEAN LSS N T % e

6.2.11 ZFEEEHRHIE

CFCA HT CA B HIINE RHIIFT & FIPS 140-2 451 3 Frifks
6.3 FANEHMHETH
6. 3. 1 AAIAK

N ORISR . PRAEDL . L 2 df il 55 S ORer — 2. IR ER

Z WA CP/CPS 5.5 A< E -
6. 3. 2 UEF#RAEHAF12 4H X (8 FH R

CA iEPIA AL 25 4, EV/OV/DV SSL iF 1A R S g e AR R,
HARI T
WHIEBRKAE SIS R

ISR AL 2 e | IEBSER AL/ | oK 20

2026 7 3 A 15 H 397 K

2026 £ 3 A 15 H 2027 4£ 3 A 15 H 199 K

2027 4 3 A 15 H 2029 4 3 H 15 H 99 KX

2029 4£ 3 A 15 H 46 K

CA SIS IR AEE I 25 4F . 1T 7 RS 0 2 9003 P B PR ANER 72
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6.4 B HHE

6. 4. 1 HIE B = AR 2%

1. CFCA 1] CA R B0 Bodhs 7 A8l 4 CP/CPS6.2.2 T HJEK

2. WA, BUEREUE R R A E T . CFCA HEET P S SR 1 45K

TRUERVAR 224, %14 2

® /by 8 IR,

o E/MAE —AFRM—AHF,

o ELA{T—AN/NFFEE,

® FULT A AEEHAH . A E S MU A S NG AR 1S R
A4

o FHUUEMBL.

6. 4. 2 BuEHERE IR

1. CFCA R P E B R AT T4 AR 0 0, I ELARGE B OK
AV PITARIER) DT

2. X CA RVHBIBIEEEE, CFCA K isid Zdfa 4 nl S /077 0 ) i
NGk EE=SEUN

A
\%E‘EO

pii

3. AT PRSI Y R ORTEARLG, U R A CRIBEEE i
B4 RS,
4 TP RSO S B (7 R R DA DI
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6. 4. 3 Wi o py HoAth 75 T

6.4.3.1 BWOEHHEKEE

A CAREHIINES B & FIAH G IC R, il H # IR A7 AE CFCA S %2 & X HLP
AR B IF CFCA. WIESERRRR BRI L N 7 BT MR (U Bk 4 R
i), HALIET R T B CFCA 4N B A 3N BL R B i 1 i
THHT

SHFUERIT P, @ W A5 TS RN O A, 7 ZERIUIN % S5 R
g, BT ER.

6.4.3.2 BOEBIEFHEK
CFCA B3 X B 2 WA I 7 sORAN 5% CA FAEH I I0E Hds

VT ANV RSO A £ AN 7 B T 7 BATAH S T R DR A TR
RRE R AR 5t B2 B )52 P s 2

6.5 THEHL R E

IR RG22 ML E, CFCA 23K CA 5 RA RE XA TS24
BE RGOS IMRBEIRSS . L& P b Ziifd FH nl (E T 81E R St

6. 5. LRFRIRITHFEN ZEHARER

CFCA W15 B2 2B BT & W S e, £ 22 e BORFIZ ) $6 it B4 »
K2 EAERRE RS 0 S ORI s PRI 225K

WX E NRERTToE. WEEAEES . MR-k &E& 771 .
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CFCA Xf T n] E 4% HEP R 1K P St 2 A7 B 3 AE .
6. 5. 2THHEN L&Vl

CFCA & REFIEHINIE RS Cald B 5% 0S8 H R SEA R 22k
A

6.6 2E iy A B AR 4% )
6. 6. 1 KRG K3%EH]

CFCA P EAZ B A5 N SV EE . JF AR e &8 ., P it RJT
RV RIS R LR, WilAr KRG L TURTE. M. Bk
ISR o B TR R S Rl A0 DA i 0«

1) R 2 ) A ) P A B IR R, JREEESR AR N O P i AR AT

1 5 2 B PR KRG S B

o FFRFE P 26 ZAE FF R IR BEBEAT PAR I D 5, FAE & & T AR 3R G
AT AE AT AT A RUNAEZ A

4, FB=T7TRAUENEH A .

NI 79N T E A

Al CFCA 1 &R G T & B SO 50 22 b v AT B G 1 S R 7 ol A 7 B2 ok
FIRTEETF R R, HIT A R AT A [ S8 10 A BT T A R 2K

l\)

W

(V)]

6. 6. 2 ZEEHIEH]

CFCA MIEARSS RAHE B2 2E 3, P8 E T b 38 3 R kAT
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WeAE, RGUAT AR 58 AR ™ A% 1 MR IR IE 5 A R AT 22 FE T o [,
1% 8 1S09000 Jii & & HEfA R 1S027001 15 B 2 4B AR RAREEE . T /™% 1)
BT . ST OEHE, e e T A, B B N ASTEER IR A,
DA UE B PR AT 25

6. 6. 3 2w & 2 4%

CFCA KRGt I AT& [ 5 5% 22 4 bm tHENT BLA T FH 86 000 7 it A 7 B ot A T
FETPRETIT R, HOP R & B ZCF S 8 BT TR EOR,  H dh R ACAS
ERZEE T E R EA &0, PIRIERGHIESE

6.7 P 2% 2 S5

CFCA NIE R GuE A AT 3 Bk 7 LE P 45 52 2R 15 ) F1HARAR % 5 5

1o phid A ox ok B AER D7 145 2 AT I P2

2+ REDIHERRAL R A 55 A8 TCELAE A F B o

3. Y KR ASRIEBL, R T 5635 B U5 AR HOR o

4 I I8 UEANAF B U5 i AR A7 A 2 AT Bl R

5. FEMZ ARG, KRNI 5, AN 5 M W 45 22 T3 T X R 2% &R 4
BEATBIY, KN RBINAR B IE, TSN

6 Py 2 v 23 D s A, IR e T4

7. RETTR AT

0 28 PR TR S R B R FEDRAT — IR, T ) Ak B P TR R 30 DXL ™ B A FE 1
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Kb B TG
Uil 2R 2 K a]
Hh A PR K7 ac oo/ T 48 /NI
= fa i i 11k (HRED
SRDIER/ R E 33 K (TAEHD
S = fa e i 23 K (TAEHD
SRVIEN/ SR 50 K (TAEHD
6.8 i [A]45 B

iFF. CRL. OCSP. HL-FINIFARS R4 H &SGR, ZFE1E R
D < ESE ) et R |1

7 B B REIIRMELIESRES T

7.1

7.1 1[RE5S

CFCA 255 WAE P R4 X 509 V3 FrifE, X—fA S B S 7EE B

JETERN .

7. 1. 29EHY R

CFCA fE#Z 8 RFC5280 #l 7 Z R ARl F, PN ECE o5 A 2 K HIETS.
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7.1.2.1 HAEHRE

7.1.2.3 HARSZIRMAE TLS HZOEHRE
7.1.2.6 TLS 14 CA LB E

7.1.2.7 AR E

7.1.2.8 OCSP Wi N AR ik - fic &

7.1.2.9 WHEHECE

7.1.2.1 MW CAFPEERE

hEEMET QA RAR (CFCA) WMABUITA
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7.1.2.2 RXGMERH L CAIEFECE

LA 11.2 5.

7.1.2.21 RIGMERH K CA

DLEE 11.2 79,

7.1.2.2.2 RXGAEK P CA 44

W 112 .

7.1.2.2.3 RXGAEKHF %R CAT R

DLZE 11.2 75,

7.1.2.2.4 RXGAERFS CA T RBEHAHE-TLTLAR

AN

7.1.2.2.5 RXGAERFS CA TR HE-ZAR

ANEH

7.1.2.2.6 RXGAERIFH CA IFHERE

W 112 .
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7.1.2.3 FARZRAIE TLS H4% CAEHAEE

CFCA [£ 7 TLS iF B LLAL, B84 AATL WiF+5. OCSP N FFE 70 N iE

FCE ] WLBPE 11 =Y

7.1.2.3.1 HARZRAE TLS ¥4 CAY B

11 Z75,

B
I

U

7.1.2.3.2 FARZIRAIIE TLS F4% CA iEF5RIE

DA 11 &=,

7.1.2.3.3 FHARZIRAIE TLS $14% CA I BEHHE

7.1.2.4 HFHARZRITIERZS CAEFEE

AN

7.1.2.4.1 BARZRATIERES CAT B

ANEH

7.1.2.42 BFARZBEHFIEEE4 CA T EFHAE

AEH
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7.1.2.5 FARZMRA TLS 4% CAEPHEE

ANEH

7.1.2.5.1 HEARZBRHEFR CAT R

ANEH

7.1.2.5.2 HARZIRAHH CA ZFHRAR

AiEH

7.1.2.6 H&KCAEPEREE

DL 11.2 75,

7.1.2.6.1 WK CAY B

LA 11.2 5.

7.1.2.7 TP (JREE) EHERE

CFCA %% TLS W] UILFHE 11.3, LA Az OCSP W FHFR R N AEF, A
CL LB 11.3,

7.1.2.7.1 AT PIERRE
TLS iFHHE: HAZKIER(DV), HAWIFRI(OV), WERIGIFAIEV).

& EREF LA RAF (CFCA) MAUTA 101

https://www.cfca.com.cn



Cnina r 1na140ial Certification Authority

Heet45: OCSP M FHFE i M AES

7.1.2.7.2 BRALZKAF

71.2.7.3 PAKHE

ANEH

71.2.7.4 HHAWAUE
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7.1.2.7.9 T PR REE

hEEMET QA RAR (CFCA) WMABUITA
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7.1.2.8.3 OCSP N7 M PAEFH RS B U7 1A

ANEH

7.1.2.8.4 OCSP N MAEHIE AL R

W 11.4 75,

7.1.2.8.5 OCSP MHRERFMMIEHT B EHHE

W 1147,

7.1.2.8.6 OCSP M AR MUEFS id-pkix-ocsp-nocheck

I 11.4 75,

7.1.2.8.7 OCSP N FHFE M M AIE 88 48 Fi ik

LA 11.4 75,

7.1.2.8.8 OCSP N FH 2 5 ma B E i S g

ANEH

7.1.2.9 THEPACE

TEF 2 — A H RFC 6962 & X HIEEaEt, AR BE &I H &
i, FE45M) | Precertificate 5iEH5EaMIE, M—XA2EY BREEHPAE
PRI B MEY & Precertificate Poison(0ID: 1.3.6.1.4.1.11129.2.4.3),
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ZY R RTOE R S 55 & RFC 5280 M%) 32 NiET . &3 I TAE
) AETE T AN D HE SE P A TE (RIEE , DRy 44 13 CFCA 17K, fiha] LA
R IXFEIES o

EFE CA PSS RIETIZ G, (AFESLPRAEE T2 Al flE . CFCA AL
PR R SRR R FE S+, H TR BNEFE Y H & . CFCA nf LUEH
1 1] R 25 A IE P N (R BIRAE BSOIE BT R 7B, AEARBIE R AT In— 1464
UEP IS RIERSI R, Wss 7. 120113 F9hsE U, AR A OCHT B SO R vr
N IEAT o

— HARZFE 7 PR, {5 ] LA AR A CRCA = B R ARBLIE 5 AT 2901
i, B AR, ARG CEAFTE . TR 755 TI0IE 5 AH XS A2 AR 4
FFEE AR N 2R AR I 2 1Y), ZAEZE RFC 6962 2 3. 2 1@ A id 72,
CFCA 7RISR RAMPAETI, A SRR BUES . BUEFH M4 CA HERK.
FUE P B & 7 B g S SIEB N AEE B AL, FBS 113 i TLS
UEPSE B A 1 B8 P AT SARRAE B B A . 3 R4 L 7. 1.2, 9. 1,

7.1.2.9.1 WERI REE-EEEZER

e AL R iR
Precertificate Poison = &
(0ID:1.3.6.1.4.1.11129.2.4.3)

254 P I 1) Bk 5 2% A -

HEY B - - H5iEp—%
7.1.2.9.2 WEHTREE-HEL CA X

AEH .
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7.1.2.9.3 WERY R

WE B EUERY B (0ID: 1.3.6.1.4.1.11129.2.4.3) .

P EAH— extnValue OCTET STRING, T IFEHfZ RFC 6962 % 3.1 i

SEH ASN. 1 NULL fEgmid ko, B 53t gmid 7= 0500,

7.1.2.9.4 FERBRAE R RAF

PHE Y CA HEA K, THE TR BUE AR RS2 4 CA FHET M E
BV FRIRTT — 2

7.1.2.10 CA EHHFE

CFCA fEZS K CAE T 2/, TAPRIETNE, BRFEENFZBRINE, T2/ E
712 W ED—NMEPEE SR TE R,

7.1.2.10.1 IEHFEREH

W& 11.2 75,

7.1.2.10.2 CA iEH&4

DLEE 11.2 79,

7.1.2.10.3 CA ERZRNME B

DS 11.2 79,
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7.1.2.10.4 CA iEHEALAER

DL 11,2 7.

7.1.2.10.5 CAEH RS

DL 11,2 7.

7.1.2.10.6 CA iEBY BHEHAHE

W 11.2 5,

7.1.2.10.7 CA iEBZELHAD:

WE 11,2 79,

7.1.2.10.8 CA iEHBLHRLE

AN

7.1.2. 11 BREPFE

CRCA EZERUEPZ AT, MPREBALR, SURENTBRINAR, ZE2FE9H

7. 1.2 FirpED UL EC B ST 2K

7.1.2.11.1 FREHRIRRF

W 11.3 7Y,
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7.1.2.11.2 CRL 4R &

DLEE 11.3 75,

7.1.2.11.3 BRIEHRIEFIR

WRAFAE S 44 I TSRy R, 78 2&—A OCTET STRING, Hr &R
P& RFC 6962 25 3.3 5HIE G 25 4 i a8 A 3K .
8 2 ) [R] R 271 3 PP R B A28 44 ) TR IR T 5 24 11 IE 15 A0 5% 10 FUIE 13

H] LogEntryTypes
7.1.2.11.4 FEEHRRRF
WA 11.3 7.
7.1.2.11.5 HEFE
WA 11.3 7.
7. 1. SEEXNRARRRF
7.1.3.1 FEBAHBR
DA ZERodE TR B TIUIE T subjectPublicKeyInfo, AME I EHID.
7.1.3.1.1 RSA
CFCA f#F rsaEncryption (OID: 1.2.840.113549. 1. 1. 1) B EFFIRAFIER

RSA #%4H, I H S~ NULL, ZwfSit, RSA MUZBFAHELEFRINAT 16 d3Elgmid A
HFEERMIAMEFOFERAR (CFCA) WBATH 108
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300d06092a864886£70d0101010500.

7.1.3.1.2 ECDSA

CFCA f# /i id—ecPublicKey (OID: 1.2.840.10045.2.1) HiErRiRSHER
ECDSA % %4H.
AU FH i 28 22 R Gt -
ST P-256 %4H, #hZk/E secp256rl (OID: 1.2.840.10045.3.1.7) .
SFF P-384 #4H, HHZR R secp384rl (0ID: 1.3.132.0.34) .
Zifdint, ECDSA HIEEHARIR LA 16 @Ehi|gmhD .
P-256 %% 301306072a8648ce3d020106082a8648ce3d030107

P-384 % %H 301006072a8648ce3d020106052b81040022

7.1.3.2 BLZEERRRF

CFCA FABHSRAE 44 BN 5 LA RGIRAE H SR A 2825 44 75 & B S A I i
AV
e )2 BA R BT A 0 AN B
1. AEHETE ] signatureAlgorithm “FEX.
2« FFBAZIET signature FE.
3. WEBAIER signatureAlgorithm FEX.
4, FFZEZUERM signature MIFE.

5. OCSP MuN [] signatureAlgorithm FEX.
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7.1.3.2.1 RSA

CFCA f# ] RSA &4 H LM wbs, W1

Bk

0ID

16 B gmi

SHA-256 with RSA

1.2.840.113549. 1. 1. 11

300d06092a864886170d010
10b0500

SHA-384 with RSA

1.2.840.113549. 1. 1. 12

300d06092a864886170d010
100500

SHA-512 with RSA

1.2.840.113549. 1. 1. 13

300d06092a864886£70d010
1040500

7.1.3.2.2

ECDSA

CFCA {# F ECDSA 24 FHyEM AL, k.

A AT

01D 16 HEHgmhid

SHA-256 with
ECDSA

1.2.840.10045. 4. 3. 2

300a06082a8648ce3d040302

SHA-384 with
ECDSA

1.2.840.10045. 4. 3. 3

300a06082a8648ce3d040303

7. 1. 4 8RR

RN A TEMT CA BRI RSN . 28 7.1.2 F5da]

PUERE— 2 A PR, (X2 R A 2 BUAUX B 2K

7.1.4.1 ARG

CFCA X THEANAZINIERE (B RFC 5280 % 6 i )

=

(D XFUEBEARPREMES, IEBRERKEEN A TBENHMESNES
2k CA A5 T R 3 42 5 B g A T 8 7 AT AR A
(2) XFAANEBARP RS CA UEFS, UEFS Y 3 RS 4 5 B 4 i A 25

5 3 AT X 50 & B Al LURRYE RPC 5280 %5 7.1 FWHHT LK AT A IE B &
thde SRAE LA AT (CFCA) RERFTH
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FAME, HEARE AR R
TEGm b 2 TR

(1) B4 (Name) & —> RDNSequence.

(2) BTG4 (RelativeDistinguishedName) H44Fa & —A
AttributeTypeAndValue.

(3) WIRAFAEZ A B 42, eI EA eSS 7.1 4.2 Frd )
N7 4% fE RDNSequence W, w1 LAZ5I3K Bo

(4) BEASBIRAEFTA A TR 44 RS 2 AN 8 1)

AttributeTypeAndValue =24,

7.1.4.2 FEEMRD

CFCA 25K [ TLS/CS iEP FE b @My UL Zmfd iy an v &, HeEuEH
S B PN AE PR . B AFREE—A 1P Hihks#® FQDN HI1HE,
EAMEAE T A S HAY Bt

JE& T 01D o HEE SN RAKE

ESE 2.5.4.6 RFC5280 PrintableString 2

By 2.5.4.8 RFC5280 UTF8String &Y, 128
PrintableString

A 2.5.4.7 RFC5280 UTF8String &Y, 128
PrintableString

HP 2.5.4.10 RFC5280 UTF8String &Y, 64
PrintableString

8 H 44K 2.5.4.3 RFC5280 UTF8String &Y, 64
PrintableString

BV AH2C & PR PA K it T 3%

e 14 01D i Hhi K 1SN
K
businessCategory 2.5.4.15 X. 520 UTF8String Y 2
PrintableString
P e ERAETOFERAR (CFCA) JRIEUITA 111
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jurisdictionCountry 1.3.6.1.4.1.311.60. 2. | EVG PrintableString | 128
1.3

jurisdictionStateOrPro | 1.3.6.1.4.1.311.60. 2. | EVG UTF8String &Y, 128

vince 1.2 PrintableString

jurisdictionLocality 1.3.6.1.4.1.311.60. 2. | EVG UTF8String Bk 64
1.1 PrintableString

serialNumber 2.5.4.5 RFC5280 | PrintableString | 64

7.1.4.3 WTPEHERLZRBLE

AR S % AR SEHE R AT, 2P BUE ST

(1) Sz ER TPv4 ik, NWHZELAZmS N TPv4 Huhlk, 40 RFC 3986

% 03.2.2 FhiRE.

(2) WHiZ{E 2 1Pv6 Huhlk, WZEZ0PL RFC 5952 58 4 548 e

AR AT Y

(3) W5 DNSName {H 2564 FR & B4 BOERCAT 54, Wz E gt S48 H &
#H AT BEZETFEAILA . 584 R e 84 SO BC AT 44 1 FQDN 843 1
T AR 9mid A LDH-Label, JFH. P-Label AMEAH I Unicode TR

7.1.4.4 HMFHEME

e 11.3 9.

7. 1. 5 2 FR PR

ANiEH

hEEMET QA RAR (CFCA) WMABUITA
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7. 1. 6iEF RSN R AR RRF

7.1.6.1 fREEPRIEIRIRFF
FZ CP/CPS #5 1.2 7,

7. 1.7 SRUS R Y BRI A%
AN

7. 1. RIS IR ERFHIEIEAIE X
ANEH .

7. 1. 9 SCERHIE T3 SRS R I A AL B AR
ANTEH

7.2 EFREIIR

2024-03-15 Hi2, CFCA #ZMELLTHECE RA I KA CRL.
CRL 78 75 1% CA T A I R IAEP . B di H CRL 731X, NiX L/ X R &

S22 CRL. CA ANEJHEZSR CRL.

J& 1 ETAE | #iR
tbsCertList
version 171E v2 hRA
signature 1F1E
issuer 17AE 52k CA R FIZH)LAC
thisUpdate e CRL HIZ5 Kk HHH
nextUpdate F1E WHERRK 7 X, FHRIEPHEK 12 4
H
revokedCertificate | ANf# FH
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| extensions HA1E W&
signature HA1E
7. 2. 1[RA%

CFCA [PIE PR 5 K454 X. 509 v2 [RIIRAS s B SR

7.2.2CRL f1 CRL 4 BH¥ W

CRL ¥ J&:

e A | BERHE | fiR

authorityKeyldentifier | /& e[S &% CA I
SubjectKeyIdentifier i%& iz )L
fic

CRLNumber & E[E RAES HORNERE 27159 k7 H)i%
A ) B

IssuingDistributionPoint | * — WA CP/CPS 7.2.2.

FEEUE T2 A

ZH A% AL i

serialNumber = G dRepr s S e SET| U

revocationDate = 8 ONHEEE H 3, iR CFCA AR
ATIE 38 2% B ZE AV R H 5
FHEE H I, 84 H 38 a1 35 21 1%
MR H B .

crlEntryExtensions NI LM crlEntryExtensions ZH 44
*

crlEntryExtensions ZHA4:
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9.12.2 BERWLH|AHFR

CFCA A BUEIT A CP/CPS H AT KRB R 453K, B JG & LB AF{E
CFCA Wi b tnfEBil &kAifg 7 NTAEH W, 1P %A Higx HAiE B T m

B, BN IR =BT 5 CP/CPS.
9.12.3 ZiE% OID KB

CFCA fEBHGNEEGE (CP) / NIFM S FE B (CPS) B, & ihERE

SRR (OID) HEAT1EH.
9.13 R

VTP BRSO 6 R BBk A FER 58t CFCA SR AL AEAR 4538 5T /i it 1
A o8 BIR B LT, 1T 7 v] ] CFCA #& H G- R SR IR B A A S &
B ) LR S H A R

AL RN

1. U R A

BB, FERBUETATShis it /T, 177 N E 5@ %0 CFCA.

2. F R Tr

RS AE BRI Z H AL 10 KRB, CFCA R HA5EH 3 424
UEL FARIMBL AN . AN /N L R D S0 B 1, WCEEAR G
Po THNENAERRALZ H AL 10 KA (BRAE 2SR R b B i BR A4 28—
SERTBD SEREBOF M S AEIL . B R/NHE B M FEATLLRTT, HY
HN—T A BB R R RIZEU, G357 B 42 R 8 U0 N 25
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P AR PAEB AR E M FE T N WR R, IR IR A

B Mz VKLY CFCA 5T 77 2Z [R50 4+ BUAR PRIl i B B s H A R 3
3. IR BURR:

A B FNRBEAELYE IS BRI B2 AT ROE U, B Frig i O REE XU
BN B AR L B — BUE L, SO AT UK i e AL st 2z 7
E kT

4. RIERFFR

AEATAT P BT AR R CECA S RN, B E RITE BN =4 FHIE AL ) 52 45
ZHEMN=FAEL. B =F0, ZRETLK-

9.14 EHE

CFCA CP/CPS FlX H 26 B e sy (A NIRIEAE A FVEY F1 (H
e N RILFNE B 27EY MAHSIEEE . W CP/CPS H R Iigk ik 5 Lidkik
B R H AT AT HE R AR, CFCA Wi b 2kt AT 180, 2 55 k%

REALE .
9.15 S5EHERA/FEHE

CFCA % TS SIS JF 4 2 o 4 N B HE0 R 46 000 VU 515
YA I TESR, 7 CPICPS M4l 1 B TR ik . AT
{FEREAMIN, CFCA AT e AR TIBEY, 1 A A AT 47

ik, A CPICPS MR AT HEA £ I ILE AR IR
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9.16 —ME%EXK

9.16.1 Z CP/CPS K528

oA CPICPS ¥ BEARFAT BLT I SRIFVI 906« 5 4R 70 A 6 10 3 s 13K
RS . CPICPS. 1T P AR U S SEHb T K P 4 25 242 1) ) 5 4
P

9.16.2 #ik
CA. RA. i ] BMHTT Z [ BUR 55 AN il i AR T AU b AR TN .
9.16.3

A% CP/CPS IR — 26 EE T T EAT VRS . AR PATECE R, CFCA

REXZATT SR FEAT I, BEEZFREEN A HAT Nk, (EIEEA A
RAT PEAN S S L 2% R A R

|

9.16.4 ERHPAT (BRIMHRESBAEEE

T

9.16.5 AAIHLA

AHHLARIEAGETM . ABERE LI A RETC AR 2 AR DL R AN AT 3T
NFEAER S BmiTsh. R BARRE . MERMERR. BRI E
SRR TCVA T S5 . (55 #A SS5 SL R AER A 55 I SR o
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9.17 HE%XK

CFCA 7 i# 15 17E CA/Browser Forum(https://www.cabforum.org.) & A F) F¢ 57
AT (EV E15$8 S #E N Guidelines For The Issuance And Management Of
Extended Validation Certificates) {2 AR AJ{E 1E 1545 & A& Bl AL 45 BLK Baseline
Requirements for the Issuance andManagement of Publicly-Trusted Certificates) ,

# CP/CPS 5VL W8 FUENIASE, DA .
9.18 BRAMRER

A CPS &AL CFCA Fi, H CFCA it BRI,
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10 i3 A CFCA £Ek{5/F:4k & CP/CPS 4.8 213 CA

NO R CA i CA Ei: 2% CA 2k CA &
CFCA EV OCA RSA2048/SHA256
CFCA OV OCA RSA2048/SHA256
CFCA EV | RSA4096/S
1 CFCA DV OCA RSA2048/SHA256
Root HA256
CFCA TLS EV OCA | RSA2048/SHA256
CFCA TLS OV OCA | RSA2048/SHA256
CFCA ECC-384 | CFCA EV ECC OCA G2 | ECC-256/SHA256
2 | Global ECC | (P-384) | CFCA OV ECC OCA G2 | ECC-256/SHA256
ROOT G2 | /SHA384 | CFCA DV ECC OCA G2 | ECC-256/SHA256
CFCA CFCA EV RSA OCA G2 | RSA2048/SHA256
RSA4096/S
3 | Global RSA CFCA OV RSA OCA G2 | RSA2048/SHA256
HA256
ROOT G2 CFCA DV RSA OCA G2 | RSA2048/SHA256
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11K#% B £FREEIEHRKN

11.1 BIEH

Z HI AR IR+ 7 B REY RO | WA
A V3
Fro 5 &AL 64 (i) CSPRNG
BERFE A R 7T IL
TBSCertificate %4 CFCA Global RSA ROOT G2: sha512withRSA
CFCA Global ECC ROOT G2: sha384withECDSA
CFCA EV ROOT: sha256withRSA
A % :notBefore A A R
A U notAfter 25 4F
F i IR I CFCA Global RSA ROOT G2
(CN) CFCA Global ECC ROOT G2
CFCA EV ROOT
H21(0) China Financial Certification Authority
EEN(®) CN
NAE R CFCA Global RSA ROOT G2 & CFCA EV ROOT
: RSA4096
(0ID: 1.2.840.113549.1.1.1)
CFCA Global ECC ROOT G2
: secp384rl (0ID: 1.3.132.0.34)
LG = AT S 5 TBSCertificate %544 JLAC
3 J&: authorityKeyldentifier | JESC%E 5 subjectKeyldentifier VG
" & :subjectKeyldentifier e 4% RFC 5280, subjectPublicKey f] 160 fii SHA-1 B4
(2]
I :basicConstraints KA Subject Type=CA
Path Length Constraint=None
§J&: keyUsage Ko keyCertSign,cRLSign
112 PRIEH
ZH® PRUEBFBE Kegy RS
JEI
A V3
FPo 5 &AL 64 (i) CSPRNG
R 5% % CA ] Subject {7 R&EF T ILAL
TBSCertificate %44 sha256withRSA
e EREROFRAR (CFCA) JAURA 139
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sha512withRSA
sha384withECDSA
H % :notBefore A A R
H R M motAfter B T2 ZUE T notAfter
F 2R (CN) WLE 1.4.1 T fTid
ZH24(0) China Financial Certification Authority
EEX(®) CN
UNGEE RS RSA2048 (0ID: 1.2.840.113549.1.1.1)
RSA4096 (0ID: 1.2.840.113549.1.1.1)
or secp384rl (0ID:1.3.132.0.34)
ESE AN RTS 5 TBSCertificate 2544 VLHL
$"J&: subjectKeyldentifier e 4 RFC 5280, subjectPublicKey [ 160 £ SHA-1 4
il
¥ authorityKeyldentifier |14 VLHCZ 42 E 516 subjectKeyldentifier
P J#&: certificatePolicies PN TR EIRZ A CA, Z8 BN
Policy Identifier=Any Policy (2.5.29.32.0)
¥ J&: basicConstraints K Subject Type=CA
Path Length Constraint=0
¥ J&: keyUsage K digitalSignature, keyCertSign, cRISign
¥ J&: extKeyUsage E| P WITAFALE
T2 % SSL/TLS KA, Z¥ JEJy:
k% 3 IAE 1.3.6.1.5.5.7.3.1
P e 1.3.6.1.5.5.7.3.2
¥~ J&: authorityInfoAccess E| P ICA AccessMethod=1.3.6.1.5.5.7.48.2
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
¥R : cRLDistributionPoints B CRL HTTP
BRE YRR TER Ky N
JE T
A V3
FPo 5 w2 64 {iff) CSPRNG
R 5%9% CA ] Subject 15 EiZ 75 ILAD
TBSCertificate %44 sha256withRSA
A % :notBefore A A R
H 3 M motAfter AW T2 ZUE T notAfter
T it ] #4 R (CN) CFCATLS EV OCA. CFCATLS OV OCA
ZH24(0) China Financial Certification Authority
[ % (C) CN
NHEE RSA2048 (0ID: 1.2.840.113549.1.1.1)
LG = AT S 5 TBSCertificate %544 ILAC
$"J&: subjectKeyldentifier e 4 RFC 5280, subjectPublicKey [ 160 £ SHA-1 4
il
¥ & authorityKeyldentifier |14 VLR 42 E 514 subjectKeyldentifier
P e ERAETOFERAR (CFCA) JRIEUITA 140
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¥ & certificatePolicies E| P TG ERZ MR CA, % BN
Policy Identifier=Any Policy (2.5.29.32.0)

¥ J&: basicConstraints K Subject Type=CA
Path Length Constraint=0

¥ J&: keyUsage R digitalSignature, keyCertSign, cRISign

¥ J&: extKeyUsage E| P WITAFALE
T2 % SSL/TLS KA, Z¥ E)y:
k% A IAE 1.3.6.1.5.5.7.3.1

¥~ J&: authorityInfoAccess E| P ICA AccessMethod=1.3.6.1.5.5.7.48.2
OCSP AccessMethod=1.3.6.1.5.5.7.48.1

3 & cRLDistributionPoints PN CRL HTTP

ZXANIE PHEF B Ky N

JE T

A V3

Feols W=D 64 {iff) CSPRNG

R 5%9% CA ] Subject 15 EiZ 75 ILAD

TBSCertificate 2544 Sha512withRSA

H % :notBefore A A R

H 3 motAfter AR TR UEFS ) notAfter

T it ] #4 FR(CN) CFCA Global RSA ROOT G2

ZH24(0) China Financial Certification Authority
[ % (C) CN

UNGEE RS RSA4096 (0ID: 1.2.840.113549.1.1.1)

ESE AN RTS 5 TBSCertificate %544 VLHC

$" & subjectKeyldentifier e 4 RFC 5280, subjectPublicKey [ 160 £ SHA-1 4
il

¥ & authorityKeyldentifier |14 VLHCZ 42 E 511 subjectKeyldentifier

I J#: certificatePolicies E|PN TR EIRZ AN CA, Z8 BN
Policy Identifier=Any Policy (2.5.29.32.0)

" & basicConstraints KA Subject Type=CA
Path Length Constraint=

¥ J&: keyUsage K digitalSignature, keyCertSign, cRISign

¥~ J&: authorityInfoAccess E| P ICA AccessMethod=1.3.6.1.5.5.7.48.2
OCSP AccessMethod=1.3.6.1.5.5.7.48.1

¥R : cRLDistributionPoints B CRL HTTP

11.3 T PEH

EV SSLAEk iz 55 21k Foi% =X

UEFS

$k{H
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fRA | V3
Feols | A 2200 R E
Z48 | SHA256RSA SHA256RSA SHA256ECDSA SHA256RSA
%
Mik# | CN=CFCAEV OCA CN=CFCAEV CN=CFCAEV CN=CFCA TLS
O = China Financial Certification Authority RSA OCA G2 ECC OCA G2 EV OCA
C=CN O = China Financial | O = China Financial | O = China Financial
Certification Certification Certification
Authority Authority Authority
C=CN C=CN C=CN
AR | A ROV AR N TE
& H
W
BRAW | A RO 1k E]
Z 1M
i
B CN=pu (2) cebnet.com.cn WIHH AR REA | BIHERREREA | BIHH RS
OU = E-banking network HRITAARR, HRITAARR, e IR,
(2022FF9H1HAE | (20229 1HEE | (20224:9 1 H L
REAEOU) AEEEOU) AEAEOU)
O = China E-banking network RRRHLNMA | NSNS | ERESNMA A

FRs A AR E T3
PR, BLAEIER
WL 2L 4

PR, JEHARESE
B bRkt
647711, NI
5, B4EARNG

FRo A A AEE T3
PR, BLAEIER &
WL 2L 4

PR, JFHARESE
B tna PRkt
647711, NI HI4
5, B4EARNG

PR, W AR E J5
FRK, NLAE LR
WL LR 4

PR, I HARES]
B A Frl i
64771, NI I
5, B4 EARG]

XL A RRIEL | XU BRRIE | XL B TR B
5o 5o S
L = Beijing bl EAEE | E bR GREE | E bk AR
S = Beijing F.oMEE T | K MEE. T | K. NEEE . Bk
BB HIE S, | S ENE Y. | 2. HIE S,
S 4 o S 2 o M 2h o
B, Mg, | EE. MeiE. 8 | BxR. M. )
T2 BRI | HTE 2 SR AIRTT | T ER 2 2 I TH
BB St | A S A2 | I S R RIE g &
BRI AR AT
C=CN 5 5K R 44 IE 5K U 44 I R 4
SERIALNUMBER = 110000006499259 RAEMTEARAE NG | SRAEFRIEAEMAD | SRAEMIE AR D
CHnZH AL AR CHnZH AL AR CInZH 2GR

i alkE b g
(AN ENE T AT
), WA

i gl E b g
(AN ENE T AT
), WA

[N A= Z7 W
(N ENTE S T
S8, WMBCHEST
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TEAHS, 0 BARSE

TEAHS, 0 AR

VEMAS, AL

HHAE . HHAE . HHAE .
2.5.4.15 = Private Organization MPgRRL: TR | MRS IRAY: ATRLE | kS 2ETY: TTLLE
] A ] NI —Fh
Private Private Private
Organization Organization Organization

Government Entity
Business Entity

Non-Commercial

Government Entity
Business Entity

Non-Commercial

Government Entity
Business Entity

Non-Commercial

Entity Entity Entity
1.3.6.1.4.1.311.60.2.1.1 = J:AfHHhX TR DX stk TR DX stk T A A DX bk
1.3.6.1.4.1.311.60.2.1.2 = {EfH44 1
1.3.6.1.4.1.311.60.2.1.3 = /AT 7E [H A

2~ RSA (2048) RSA(2048) ECC 256 RSA (2048
MRHL | [1]Authority Info Access
K5 ] Access Method=EHLE TR A 1Y
EB= (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.cfca.com.cn/ocsp
[2]Authority Info Access
Access Method=1iF 5 AR LI AR
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://gt (3)
cfca.com.cn/evoca/evoca.cer
AURAL
ey # B
PRIRSE
FEARR | Subject Type=End Entity
il Path Length Constraint=None
WEFSE | [1]Certificate Policy:
s Policy Identifier=2.16.156.112554.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cfca.com.cn/us/us-12.htm
Policy Identifier=2.23.140.1.1
CRLZ%} | [1]CRL Distribution Point EViEFiffJCRL %> EVIEF5 f#JCRLS} EVIEHHCRLS
KA Distribution Point Name: KA KA a5
Full Name:
URL=http://crl.cfca.com.cn/evoca/RSA/allCRL.crl
%4HH | Digital Signature, Key Encipherment (a0)
ik
F
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HHFiA
7
WEREE | IRSSASEAE (1.3.6.1.5.5.7.3.1)
PIR
TR | A
M4
OV SSLA=ERAR 55 it A54% 20
UEI |
R A V3
FPaa | A 22007 R BE LA
B8 | SHA256RSA SHA256RS SHA256ECDSA | SHA256RSA
% A
MK # | CN=CFCA OV OCA CN=CFCA | CN=CFCAOV | CN=CFCATLS OV OCA
O = China Financial Certification Authority OV RSA ECC OCA G2 | O = China Financial
C=CN OCA G2 O = China Certification Authority
O = China Financial C=CN
Financial Certification
Certification | Authority
Authority C=CN
C=CN
AR | IR R LG )
Eas H
M
AR | IR RO R T
#1kH
L
BN CN =pu (2) cebnet.com.cn WIEE REe | BIEA N R | S RE R A4S AN
A | A SNNIP MIP
SR
OU = E-banking network EUNEZ S HIIARR GEQ | ST GELZD
FERg0D | 4D (20224F9H 1 HiEZ A A
(20224F9 (2022F9H1H | #0U)
HIHEA | BAHAEow
RN 010)
O = China E-banking network EENALR | EEMAZNA | ZERARNMLAFR, W
DIRAELR 7S ark, WAEREE | AEARE T AR, NRE
WAEAARE | BETARR, NRE | BRLA SN S FR,
TiARR, B | IESSEALR | I EARLIEE . Wid
REIERA S L | MLt FR, JEH | FoBIde45 7, Rifd 4
HAZWM | AReSIRES. | 5, (A5 AR5 L

hEEMET QA RAR (CFCA) WMABUITA

https://www.cfca.com.cn

144




China r 1na140ial Certification Authority

bk, JFH | mARGEL 64T | MIAAFREIESE
ARESIRRE. | 9, NAEHIE S,
Mo WAAFR | BT ARG
L 645 XA 44 PR 5
W, MR | R
455, {948
HARG]E
XIHLR 44
FRIBL -
L = Beijing 42 h: Bl B | EHihl: GIEER. M
S = Beijing BFEEK. Eo, Mk, | B, s 28, 1iE
MRS | IRTES A BT | S, RGN
LEE2N ES. Wi, | EZ. MEE. ez
CIRERETN FE MBI | Rk
HIS 2 - W 2 BT | HIE SRR S A AT I
oK, Bk | kI
A WRITE | BT S A AR
ZHGENE | AT
T
il S A
HIS 25t A2 ] 12
i
C=CN I X A I X A I X A
2~ RSA (2048) RSA (2048) | ECC (256) RSA (2048)
MRAHL | [1]Authority Info Access
¥ 1a] Access Method=BEHLIE FARZS X
B85 (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.cfca.com.cn/ocsp
[2]Authority Info Access
Access Method=1iF F5 0 & WG A A
(1.3.6.1.5.5.7.48.2)
Alternative Name: URL=http://gt
(3) cfca.com.cn/ovoca/ovoca.cer
MUK AL
Hey
PRIRFF
HRM | Subject Type=End Entity
il Path Length Constraint=None
WEFS | [1]Certificate Policy:
B Policy Identifier=2.23.140.1.2.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
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http://www.cfca.com.cn/us/us-12.htm
CRL4} | [1]CRL Distribution Point WEFICRL | IEBIICRLAY R | UETSICRLAY K A1
R A Distribution Point Name: R A J=1
Full Name:
URL=
http://crl.cfca.com.ct/OVOCA/RSA/allCRL
.crl
#4AH | Digital Signature, Key Encipherment (a0)
%
F
BIbri
7
W | B EmEAE (1.3.6.1.5.5.7.3.2)
HRE | IR IIE (1.3.6.1.5.5.7.3.1)
FHE | SN ipEE 4
M4
DV SSLA=ERIRk 55 A ik 5% 5
UEF5I A
fA V3
Fro5 B 55 25 /020 T BEATL L
A5k SHA256RSA SHA256RSA SHA256ECDSA
MUK & CN =CFCA DV OCA CN =CFCA DV RSA OCA G2 CN =CFCA DV ECC OCA G2
O = China Financial O = China Financial Certification | O = China Financial Certification
Certification Authority Authority Authority
C=CN C=CN C=CN
ARAVWEB B | UEBA SO LR E
BROAZ T | IR BN B E
T CN=pu (2) cebnet.com.cn VI E R Re R4 BEE ST WA E R Re R4 BEE SEITP
C=CN I KA I KA
2~ RSA (2048) RSA (2048) ECC (256)
MANFIVTEAE | [1]Authority Info Access

I

Access Method=IXHLIEF
RGP (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.cfca.com.cn/oc
sp

[2]Authority Info Access
Access Method=iiE T3l & W14
WKk H (1.3.6.1.5.5.7.48.2)

Alternative Name:
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URL=http://gt (3)
cfca.com.cn/ovoca/ovoca.cer
AU T AR
REF
E NI Subject Type=End Entity
Path Length Constraint=None
UE 5 55 W [1]Certificate Policy:
Policy
Identifier=2.23.140.1.2.1
[1,1]Policy Qualifier Info:
Policy Qualifier
Id=CPS
Qualifier:
http://www.cfca.com.cn/us/us-12
htm
CRL%M R 5. [1]CRL Distribution Point [1]CRL Distribution Point [1]CRL Distribution Point
Distribution Point Name: Distribution Point Name: Distribution Point Name:
Full Name: Full Name: Full Name:
URL= URL= URL=
http://crl.cfca.com.cn/DVO | http://crl.cfea.com.cn/eccroot/RS | hitp:/crl.cfea.com.cn/eccroot/EC
CA/RSA/allCRL.crl Alerll .crl Clerll.crl
BEARE Digital Signature, Key
Encipherment (a0)
F B AR ILF
MR AR AL (1.3.6.1.5.5.7.3.2)
R4 23 5AE (1.3.6.1.5.5.7.3.1)
T A Hhip Bl 15 44

11.4 OCSP Z&4ZiF$

EBFE Critical | Contents
Extension
J A V3
F o5 &2 64 fIf) CSPRNG

TBSCertificate 2%

#

52Kk CA I Subject ZFTTILAC

A % ¥ :notBefore

PRRE I (A A ZE AN 24 /NS

A 2 :notAfter

Akt 1825 K

T

1 H A FR(CN)
HZ1(0) China Financial Certification Authority
H%(C) CN

RSA2048|3072 | 4096 or ECDSA P-256 | P-384
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B F1 TBSCertificate VLHC

¥ fE: subjectKeyldentifier B 4 RFC 5280,subjectPublicKey ] 160 {7 SHA-1
W5 7y (.

¥ BE: authorityKeyldentifier E|FS VLEE 2 A E 511 subjectKeyldentifier

¥ FE: basicConstraints K Subject Type=End Entity
Path Length Constraint=None

¥ RE: keyUsage KA digitalSignature

P J#: extKeyUsage JECEE | OCSP 2544(1.3.6.1.5.5.7.3.9)

I JERHE | 0x0500

id-pkix-ocsp-nocheck(1.3.6.1.5.5.7.48.1.5)
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