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4. SM2 BUFIE B HRE A CSP # O3

4.1 SM2 ¥k HERE

SM2EFIE TS EiE (P10) 3K

\ 4
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4.2 CSP # Ok

4.2.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext(__out

_in LPCTSTR
_in  LPCTSTR
_in  DWORD
_in  DWORD

ik e ER s o
FERSEUDUME SRR . pszContainer: 501 1 B EH 2R 45 (10 4 B

dwProvType:

1

dwFlags: CRYPT_NEWKEYSET

4.2.2 CryptGenKey

BOOL WINAPI CryptGenKey( __in
_in
_in

_out

HCRYPTPROV hProv,
ALG_ID Algid,

30001.01—2012

HCRYPTPROV *phProv,

pszContainer,
pszProvider,
dwProvType,
dwFlags)

DWORD dwFlags,
HCRYPTKEY *phKey)
ik Azl SM2 BN
FEAZSHIBUA VW] :  Algid: CALG SM2_SIGN AAFRAEZEHH, XA LN
AT STGNATURE; CALG SM2 KEYX /RN #H], Xf M F% 4
P9 AT_KEYEXCHANGE, i X VE W&+ 7

4.2.3 CryptExportKey
BOOL WINAPI CryptExportKey(__in HCRYPTKEY
in HCRYPTKEY
in DWORD
in DWORD
__out BYTE
__inout DWORD

Py S SM2 A4,

FRRSEUE D :  dwBlobType:

pbData: AFHHHE, & XIERFET 7

PUBLICKEYBLOB

hKey,
hExpKey,
dwBlobType,
dwFlags,
*pbData,
*pdwDatalen)
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4.2.4 CryptCreateHash

BOOL WINAPI CryptCreateHash( __in HCRYPTPROV  hProv,
_in  ALG_ID Algid,
_in HCRYPTKEY hKey,
_in  DWORD dwFlags,
__out HCRYPTHASH *phHash)

AR - B SM3 IG5 AR o

PR SHIUE Y Algid: CALG_SM3 78 SM3 MSAs 5k, VRgE VEN =S 7

4.2.5 CryptHashData

BOOL WINAPI CryptHashData( __ in HCRYPTHASH  hHash,
__inBYTE *pbData,
__inDWORD dwDataLen,
__inDWORD dwFlags)

ik SRR AT SM3 WA A i B

FAZHIERM:

4.2.6 CryptSignHash

BOOL WINAPI CryptSignHash( __in HCRYPTHASH hHash,

_in DWORD dwKeySpec,

_in LPCTSTR sDescription,

_in DWORD dwFlags,

_out BYTE *pbSignature,

__inout DWORD *pdwSigLen)
AR - Xf SM3 e A AT SM2 2544 .

RS EEUE . dwKeySpec: AT_KEYEXCHANGE =i AT_SIGNATURE
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5.1 SM2 BZIEHSARE

5.1.1 CSP B Ok

SM2ZEZAE R NER:

2 EASM2REAAE T A PIE T

\ 4

T FICSP L 3KHLCSP | R 3L
CryptAcquireContext

) 4

ijd FICSPH& M 3R IXSM2FA B A i -
CryptGetUserKey

\ 4

I CSPHE: 1 3 ASM2 A EHIE F3:
CryptSetKeyParam

A\ 4

CFCA 158 Bl
SM22 4 IE 15 5 N iR

2 SM2 40BN AR

5.1.1.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext(__out HCRYPTPROV

ik
FEIR S BOUEL L «

_in LPCTSTR

_in LPCTSTR

_in DWORD

_in DWORD
FREL CSP R 3.

pszContainer: 473 1) 25 B2 2 K 44 PR
dwProvType: 1
dwFlags: CRYPT_VERIFYCONTEXT

*phProv,
pszContainer,
pszProvider,
dwProvType,
dwFlags)
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5.1.1.2 CryptGetUserKey

BOOL WINAPI CryptGetUserKey(__in ~ HCRYPTPROV  hProv,

_in  DWORD dwKeySpec,
_out HCRYPTKEY *phUserKey)
it 13 SM2 AL A o

Bk SEEUE . dwKeySpec: AT_KEYEXCHANGE =i AT_SIGNATURE

5.1.1.3 CryptSetKeyParam

BOOL WINAPI CryptSetKeyParam(_in HCRYPTKEY hKey,

__in DWORD dwParam,

__in const BYTE *pbData,

__in DWORD dwFlags)
ik TN SM2 AFHIET .

Rk S HEBUMEDA:  hKey: SM2 FABHAIHN
dwParam: KP_CERTIFICATE

5.2 SM2 I iEHSEANRE

SM2IN#IE S NIER:
2 R 2 5 N SM2IINEAIE T3 (I FAEH Be A BHIE S

\ 4

WA CSPHE: M 3RHXCSP LR 3
CryptAcquireContext

\ 4

P CSPH: 2 AN I SM2AAH
Oz RiFSH M)« CryptimportKey

\ 4
W HHCSPHE: O 2 ASM2 A HHIIE Fi:
CryptSetKeyParam
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5.2.1 CSP ZO#iA
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5.2.1.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext(_out HCRYPTPROV  *phProv,

fihiid:

Rk S BOUE B -

_in LPCTSTR pszContainer,

_in LPCTSTR pszProvider,

_in DWORD dwProvType,

_in DWORD dwFlags)
FRHLCSP R3¢

pszContainer: 137 K HX 1) 2 BH 2 2% (1) 24 R
dwProvType: 1
dwFlags: CRYPT_VERIFYCONTEXT

5.2.1.2 CryptimportKey

BOOL WINAPI CryptimportKey( __in HCRYPTPROV  hProv,

it
Rk ZHE VLR -

_in BYTE *pbData,
_in DWORD dwDatalen,
_in HCRYPTKEY hPubKey,
_in DWORD dwFlags,

__out HCRYPTKEY  *phKey)
TN SM2 R O BT P A ST KEY EXCHANGE 2£71) .
pbData: % (1) SM2 FASHEE , Hod &40 @ SV W3 7
hPubKey: It 4 NULL (3 AAB(EAET pbData Z4+H)

5.2.1.3 CryptSetKeyParam

BOOL WINAPI CryptSetKeyParam(_in HCRYPTKEY hKey,

EitipT:
FEIR S BOUEL L «

__in DWORD dwParam,

_in const BYTE *pbData,

__in  DWORD dwFlags)
TN SM2 AHHIE .

hKey: SM2 FAZHAJRE CHEARFIAIRA A 5.2.1.2 /N5
CryptimportKey & %1% H: [1)*phKey)
dwParam: KP_CERTIFICATE
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6. SM2iEHEFELZ A CSP #EOMTE

6.1 fEF SM2 iEHH#HITH FELRE

18 FHSM2IEF AT B3 28 44375 5K

) 4

W FH CSPH: I 3R HX 25 42 I SM2ALEH F 47 -
CryptAcquireCertificatePrivateKey

\ 4

i FH CSPH& M G 2 SM3IS 75 A 4«
CryptCreateHash

) 4

i FCSPH: 1 5 SM3MA A 1H -
CryptHashData

\ 4

i F CSPHz I 3RA5 SM3HA A A :
CryptGetHashParam

\ 4

W FHCSPHE: AT SM24E 4 -
CryptSignHash

\ 4

CFCAEMF5E 1K
A HISM2AEF3 34T $ 746 44 B R

4 SM2 iF P2 44 e
6.2 CSP # 0O

6.2.1 CryptAcquireCertificatePrivateKey

BOOL WINAPI CryptAcquireCertificatePrivateKey(

__in PCCERT_CONTEXT pCert,
__in DWORD dwFlags,

__in void *pvReserved,

_out HCRYPTPROV_OR_NCRYPT_KEY_HANDLE *phCryptProvOrNCryptKey,
__out DWORD *pdwKeySpec,

__out BOOL *pfCallerFreeProvOrNCryptKey)
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Fik SRECHR B UEF5 1% CSP R 3¢,
Bk SHUE . pdwKeySpec: AT_KEYEXCHANGE 5k AT_SIGNATURE

6.2.2 CryptCreateHash

BOOL WINAPI CryptCreateHash (__in HCRYPTPROV  hProv,
_in  ALG_ID Algid,
_in HCRYPTKEY hKey,
_in  DWORD dwFlags,
__out HCRYPTHASH *phHash)

fifiidk Bl SM3 M FHA .

RS HEUE . Algid: CALG_SM3, s SM3 M7 5%, 1E4E X W& 7

6.2.3 CryptHashData

BOOL WINAPI CryptHashData( __in HCRYPTHASH  hHash,
__in BYTE *pbData,
__in DWORD dwDatalen,
__in DWORD dwFlags)

AR - STEHEIEAT SM3 I AIE 5 .

FAZHIUERM: &

6.2.4 CryptGetHashParam

BOOL WINAPI CryptGetHashParam( __in HCRYPTHASH hHash,
_in DWORD dwParam,
_out BYTE *pbData,
__inout DWORD *pdwDatalen,
_in DWORD dwFlags)

ik K13 SM3 M {H .

FPRSHIER I &



6.2.5 CryptSignHash

BOOL WINAPI CryptSignHash( __in
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HCRYPTHASH  hHash,

in DWORD dwKeySpec,
in LPCTSTR sDescription,
in DWORD dwFlags,
_out BYTE *pbSignature,
__inout DWORD *pdwSigLen)
P Xf SM3 IS AE AT SM2 %544 .
Bk SHEUE M dwKeySpec: AT _KEYEXCHANGE i AT _SIGNATURE

pbSignature: SM2

7. SM2 AFVEAZE R E X

7.1 SM2, SM3 BEHEE X

#define
#tdefine
#tdefine
#tdefine
#tdefine
#tdefine
#define
#define
#define

SM2_MAX XCOORDINATE BITS LEN
SM2_MAX_YCOORDINATE BITS_LEN
SM2_MAX_MODULUS_BITS LEN
ALG_TYPE SM2

ALG_SID SM2 ANY

ALG_SID SM3

CALG_SM2_SIGN  (ALG_CLASS_S

BAE, HA R SHANTAT

512
512
512
(15 << 9)
0
15
IGNATURE | ALG TYPE SM2|ALG SID SM2 ANY)

CALG SM2 KEYX  (ALG CLASS KEY EXCHANGE|ALG TYPE SM2|ALG SID SM2 ANY)

CALG SM3 (ALG CLASS HASH|ALG TYPE ANY|ALG SID SM3)

10



7.2 SM2 A4HEM

SM2 A EWE LT 2 #5

BLOBHEADER;
SM2PUBLICKEYBLOB.
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H:r BLOBHEADER NibritE € X, SM2PUBLICKEYBLOB N & X HHE 4514 .

SM2PUBLICKEYBLOB 445 #) 58 X an |

typedef struct Struct. SM2PUBLICKEYBLOB{

ULONG BitLen;
BYTE XCoordinate[SM2_MAX_XCOORDINATE_BITS LEN/8];
BYTE YCoordinate[SM2_MAX_YCOORDINATE_BITS_LEN/8];

}SM2PUBLICKEYBLOB, *PSM2PUBLICKEYBLOB;
Horpre
BitLen HUE A : 256, ARFAEEM LR
R
1. BLOBHEADER i H i i 20

2. SM2 A5 X Yl A/NFEHF (LITTLE-ENDIAN) , H HEH N 32 4 byte, Fl4 ) 32byte
%1%h 0.

SM2 AEHEHRE BT
06 02 00

0C FB 4B

9F
00
00
CD
5C
00
00

6B
00
00
46
08
00
00

00 00 3E
AC CD 6F
9D BD 14
00 00 00
00 00 00
DE 99 F8
F4 17 06
00 00 00
00 00 00

00
Co
09
00
00
2A
22
00
00

00
A8
8B
00
00
C3
4C
00
00

00
8D
F8
00
00
45
0C
00
00

01
5F
AA
00
00
04
91
00
00

00
0B
66
00
00
F1
62
00
00

00
29
C6
00
00
94
8F
00
00

93
EC
00
00
35
AO
00
00

6E
EB
00
00
20
25
00
00

BO
96
00
00
FA
ED
00
00

FD
67
00
00
26
D8
00
00
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7.3 SM2 FhEASEY

SM2 FAVEHEL S BAR 2 3 5:
BLOBHEADER;
SM2PRIVATEKEYBLOB
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H:dr BLOBHEADER N hriE £ X, SM2PRIVATEKEYBLOB [ & R4 .

BLOBHEADER £t HUE U -
typedef struct _PUBLICKEYSTRUC {
BYTE bType;
BYTE bVersion;
WORD reserved;
ALG_ID aiKeyAlg;
} BLOBHEADER, PUBLICKEYSTRUC;
Horre
1. bType HUE A: PRIVATEKEYBLOB (0x7)
2. bVersion Biffi’y: CUR_BLOB_VERSION (0x2)
3. reserved HU{E N: Ox1, FHF4RFE SM2 FAEHZ N2 ffg =X
4. aiKeyAlg HUEN: CALG_SM2_KEYX

SM2PRIVATEKEYBLOB ## 454 5& X :
typedef struct  SM2PRIVATEKEYBLOB {
ULONG AlglD;
ULONG EncryptedPrivateKeyBitLen;
BYTE *EncryptedPrivateKey;
}SM2PRIVATEKEYBLOB, *PSM2PRIVATEKEYBLOB;
Horr,
1. AlgID HUEA: CALG_SM2 SIGN 5 CALG_SM2 KEYX

2. EncryptedPrivateKeyBitLen HUE A: 1N%% SM2 F4% EncryptedPrivateKey )52 bR (bit) K &

3. EncryptedPrivateKey HUEN: IIZ [ SM2 28T (AR i

ik

1. Z¥ EncryptedPrivateKeyBitLen FIMEARZ N2 AL 1L PR ALK FE o

2. WAL EncryptedPrivateKey 177E FifhA% =

—MN C1)|C2|C3 (EHZRIFRHE) , H—F N C1|C3||IC2 (EZEHHH ) -

CSP At H shHes LR AL P 3 S0 2K

3. fFE G SM2 B N xlylld, b x, y & 32 FATHIA PR R, d 2 32 FATHIRAE
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