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i

2. FYEHES SOk

EN SR T ARSI N A AT PR H A S SO, A0FE B IR AR IE T A3
4, FLANE B 5 FSctE, Hsop A TE H T 430
PKCS#11 v2. 20 Cryptographic Token Interface Standard

3. RBEME X

PFiEF

WIRAHIES, HIEBIAMENE(CA)EL B E AT ERMGHEEE . ATFHH, BREEE.
A RO ALY A5 B — R i . &R B AT IS

AH

JERIREE RS B ] LA T I 4R

piN]

JEXI R R SE T, N BE A A A A TFE

X PRI B

orv s AR b A FE A [ 85 BH 1) s B AR

XFREEH

F T PR i S % 5

DES

Data Encryption Standard, & —Fi{ 2 £ 0 2 B %45

3DES

Triple DES, = S & SIAH RS FBFR . A4 T XA SR EUS ] 3 Yk DES & 5ik.
£S1EEH

FEARRIE T2 E B R, RS Ao, BT ORGP AR 55 4 i 3% [m] (4 1 4iE 5 A6 $H 1Y) 3DES
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R HEH

FEARRVE A B AHRAR, & a4, TR 21l % 00 RSA ERFRE X
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4. PKCS#11 8 M fe A

J R SEEL P1L R A SR SR RRCA, A CFCA BT, 15K &R CFCA RHL

5. A#% EF FHEX D

CFCA f# ] CKA_LABEL #1 CKA_ID M@ FEBORX AR 245 B, 4.

1. CFCA 7E77f PKCS#10 iR & 4E sli— 5 UUID, J£LLiZ UUID 1ENZE 88 44 BRI 7= A2 B85 %
F¥ iz B4R A2 EIER .

2. BRI N CKA_LABEL @15 & 2% N AIEH . %4 .
KBTI “#17 1A CKA_ID @I kAr iR ZiEH . %4,
WA B FRMEIN “#2” 1E R CKA_ID @ IEkbr itk . %41,

w
S

6. RSA FFIEHERiE A PKCS#11 B O #HE

6.1 RSA ¥ FiEHHERRE
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\ 4
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AR TR C_GeneratekeyPair .

2. M PKCS#11 B0, T RSA A%, #HAXGETIER, BT HEAAH,
AL TN C_GetAttributeValue .

3. HiI CFCA {1, HLVERIEBEER

4, ] PKCS#11 #2111, X PKCS#10 iRt 1T RSA %4,
AL TR C_Signlnit. C_Sign.
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6.2 PKCS#11 #£ O #iAR

6.2.1 C_GenerateKeyPair

CK_RV C_GenerateKeyPair( CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_ATTRIBUTE_PTR pPublicKeyTemplate,
CK_ULONG ulPublicKeyAttributeCount,
CK_ATTRIBUTE_PTR pPrivateKeyTemplate,
CK_ULONG ulPrivateKeyAttributeCount,

CK_OBJECT _HANDLE_PTR phPublicKey,
CK_OBJECT HANDLE_PTR  phPrivateKey)
IR - FEA BT
RSB B pMechanism: HLHIZEAy: CKM_RSA_PKCS_KEY_PAIR_GEN
pPublicKeyTemplate: @Il RSA ZEXF A, i 2 BB -
pPrivateKeyTemplate : £l RSA Z5XF I, 8 A FA I RAR -

et

1. A% RSA BN I 2 PHAEAR -
CKO_OBJECT CLASS ulPubkeyClass = CKO_PUBLIC _KEY;
CK_BBOOL bTrue = TRUE;
CK_KEY_TYPE ulKeyType = CKK_RSA;
{CKA_CLASS, &ulPubkeyClass, sizeof(ulPubkeyClass)},
{CKA _TOKEN, &bTrue, sizeof (bTrue)},
{CKA_KEY_TYPE, &ulKeyType, sizeof (ulKeyType)},
{CKA_MODIFIABLE, &bTrue, sizeof (bTrue)},
{CKA_ID, byCKID, strlen((char *)byCkID)},
{CKA_LABEL, pszContainerName, strlen((char *)pszContainerName)},
{CKA_ENCRYPT, &bEncryDecry, sizeof(bEncryDecry)},
{CKA_VERIFY, &bSignVerify, sizeof(bSignVerify)},
{CKA_WRAP, &bTrue, sizeof(bTrue)},
{CKA_PRIVATE, &bFalse, sizeof (bFalse)},
{CKA_MODULUS_BITS, &ulModulusBits, sizeof(ulModulusBits)},
{CKA PUBLIC_EXPONENT, pbyPubKeyExponent, ulPubKeyExponentSize}
o

CKA_ID: HUEN “Hes4#17 5L “Risa#2” ,

B h: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F#1
CKA_LABEL: HUE N%454, B UUID, flin: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F
CKA_ENCRYPT: WEZHMHIE, TRIWEL. B AHRARFE, wE AN HE.



CKA_VERIFY: &EZEHHE, FTRBEHEL. MELHZE

2. GIE RSA FHRTI AL B -
CKO_OBJECT_CLASS ulPrikeyClass

CK_BBOOL
CK_KEY_TYPE
{CKA_CLASS,
{CKA_TOKEN,
{CKA_KEY_TYFPE,

bTrue
ulKeyType
&ulPrikeyClass,
&bTrue,
&ulKeyType,

{CKA_MODIFIABLE, &bTrue,

{CKA_ID,
{CKA_LABEL,
{CKA_SENSITIVE,
{CKA_SIGN,
{CKA_DECRYPT,
{CKA_UNWRAP,
{CKA_PRIVATE,
Hr:

byCKID,
pszContainerName,
&DbTrue,
&bSignVerify,
&bEncryDecry,
&DbTrue,

&bTrue,
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RUANE, BRI

= CKO_PRIVATE_KEY;
= TRUE;

= CKK_RSA;
sizeof(ulPrikeyClass)},
sizeof (bTrue)},

sizeof (ulKeyType)},
sizeof (bTrue)},
strlen((char *)byCkID)},
strlen((char *)pszContainerName)},
sizeof (bTrue)},

sizeof (bSignVerify)},
sizeof(bEncryDecry)},
sizeof(bTrue)},
sizeof(bTrue)},

CKA_ID: HUEN “FHasa#l” 8 “Hanan2” ,

filt1: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F#1
CKA_LABEL: HUi N%4s4, B UUID, flin: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F
CKA_DECRYPT: WHEHAMIE, TIRIEEA. MERHARIIAFE, BENXRIME.
CKA_SIGN: WEZHMHE, TRIEEL . INEFHBEIAR, wE AR,

6.2.2 C_GetAttributeValue

CK_RV C_GetAttributeValue(CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE hObject,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount)

IR« AR G @

FERSEDE B :  hObject: FHAHAN, ZSHCNAARIN.

pTemplate: FRELZE I -

- SE

1. SHAH N ER, &~ {CKA MODULUS, NULL_PTR, 0}.

2. SHAHM EERN, BHBCA: {CKA _PUBLIC_EXPONENT, NULL_PTR, 0}.
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6.2.3 C_Signlnit

CK_RV C_SignInit(CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey);
IR - X4 WA .
FPASEIUE D :  pMechanism: 7EX} PKCS#10 HIEZE X, F/0 3
CKM_SHA1_RSA_PKCS il CKM_MD5_RSA_PKCS.

6.2.4 C_Sign

CK_RV C_Sign(CK_SESSION_HANDLE hSession,
CK_BYTE_PTR pData,
CK_ULONG ulDataLen,
CK_BYTE_PTR pSignature,
CK_ULONG_PTR pulSignatureLen)

ik B

FRZHIEM: .

7.RSA B FE B S AN PKCS#11 #O#E

71RSABLZEREN
RSA ZZIEPFAR, NFHSAZLAHIETR, R k—/ PKCS#11#:1: C_CreateObject.

7.1.1 PKCS#11 BEO#R

7.1.1.1 C_CreateObject

CK_RV C_CreateObject(CK_SESSION_HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount,
CK_OBJECT_HANDLE_PTR phObject)
IR« BIEXT 5.
FERSHIE Y :  pTemplate: X S4B
R
1. FA RSA AHIUEFN, BARMEL T
CK_OBJECT_CLASS ulCertificateClass = CKO_CERTIFICATE;
CK_BBOOL bTrue = TRUE;
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CK _BBOOL bFalse = FALSE;
CK_CERTIFICATE_TYPE ulCertificate Type = CKC_X_509;
{CKA_CLASS, &ulCertificateClass, sizeof(ulCertificateClass)},
{CKA_TOKEN, &bTrue, sizeof (bTrue)},
{CKA_LABEL, pszContainerName, strlen((char *)pszContainerName)},
{CKA_MODIFIABLE, &bTrue, sizeof (bTrue)},
{CKA_ID, byCKID, strlen((char *)byCKkID)},
{CKA_CERTIFICATE_TYPE, &ulCertificateType, sizeof(ulCertificateType)},
{CKA_PRIVATE, &bFalse, sizeof(bFalse)},

{CKA _VALUE, pbyCertificate, ulCertificateSize}

Horpr.

CKA_LABEL: HBUEANIERER A4 .
CKA_ID: HUE AUEFX R 2% 1D, R “7R488#1” 8L “&asau2” o VEWNET 5.

7.2 RSA 1024 AL nZFiE+H A SARE

W FHP113% D 3R EXRSASE HALEH A 4%

\ 4
A FIP1 143 D HEATRSAR 2 5 F

Y
FRAFRSA-1024 0 B UE T AL 5

) 4
W FHP1LEE 1 5 ARSA-1024FA4H

) 4
W FHP113% 15 ARSA-1024 A FIE TS

) 4
5ERRSA-1024 125 UE 15 5 N1 3K

Kl 2 RSA 1024 A7 i iE+ - AR
RSA 1024 S inaiEH SN RE T, 754 RSA 1024 A7 APHRIEFS Bt ALV RN SN o 2EA SR
H1, RSA 1024 A nEuE-BASHLA LA SOE A KEY e S AREEILE 2, V4R T
1. M PKCS#11 4%, 4 CKA_CLASS F1 CKA_ID £k I 3K RSA 1024 £738 H ARG FHA «
AR AR 1 C_FindObjectlnit. C_FindObjects. C_FindObjectsFinal .
2. H PKCS#11 811, RIS 1 PRI EI s EAVHAINN, AT .
AR T 2942 10: C_Decryptinit. C_Decrypt.
3. HH CFCA #% 4 31HL RSA 1024 {7 in 4k HFABH B 3¢ .
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4. VA PKCS#11 #1171, 5 RSA 1024 {7 ik 5 FA5H
AR A R4 0. C_CreateObject.

5. WM PKCS#11 4, F A\ RSA 1024 {7 i iE+.
AP TR A EI#E 0 C_CreateObject.

6. FI CFCA f&F5E RSA 1024 A inZiEH F .

7.2.1 PKCS#11 BO#HR

7.2.1.1 C_FindObjectsInit

CK_RV C_FindObjectsInit(CK_SESSION_HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount)
IR - EHXT RAIRL
FRRSEPUE T :  pTemplate: ERAANT S, @it CKA_CLASS. CKA_ID R&H#.

7.2.1.2 C_FindObjects

CK_RV C_FindObjects(CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE_PTR  phObiject,
CK_ULONG ulMaxObjectCount,
CK_ULONG_PTR pulObjectCount)
AR - B R

FPRSHIERM: .

7.2.1.3 C_FindObjectsFinal

CK_RV C_FindObjectsFinal(CK_SESSION_HANDLE hSession)
ik ORI
FeAZHIAE R .

7.2.1.4 C_CreateObject

CK_RV C_CreateObject(CK_SESSION_HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount,
CK_OBJECT_HANDLE_PTR phObject)
AR - X R

FAoRZHIUEYY . pTemplate: GRS RN A I AOREN,  BUE SN GHE .
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HiE:

1. QUERIAI AP RIFSUMERIFAS] . AP R (il CKAID REHD .

2. FESANAYIN, KEY i E CKA_MODULUS_BITS J& 4 LU BL/G A B IE 3 1K
3. RSA-1024 ALHIAMISCIE U N o BBV ARAS B4 T -

CK_OBJECT_CLASS

ulPrikeyClass

= CKO_PRIVATE_KEY;

CK_KEY_TYPE ulKeyType = CKK_RSA;
CK_BBOOL bTrue = TRUE;

CK _BBOOL bFalse = FALSE;
{CKA_CLASS, &ulPrikeyClass, sizeof(ulPrikeyClass)},
{CKA_KEY_TYPE, &ulKeyType, sizeof (ulKeyType)},
{CKA _TOKEN, &bTrue, sizeof (bTrue)},
{CKA_LABEL, pszContainerName, strlen((char *)pszContainerName)},
{CKA_ID, byCKID, strlen((char *)byCKID)},
{CKA_MODIFIABLE, &bTrue, sizeof (bTrue)},
{CKA_SENSITIVE, &bTrue, sizeof (bTrue)},
{CKA_UNWRAP, &bTrue, sizeof(bTrue)},
{CKA_PRIVATE, &bTrue, sizeof(bTrue)},
{CKA_DECRYPT, &bEncryDecry, sizeof(bEncryDecry)},
{CKA_SIGN, &bSignVerify, sizeof(bSignVerify)},
{CKA_MODULUS, pbyModulus, ulModulusSize},
{CKA_PUBLIC_EXPONENT, pbyPubKeyExponent, ulPubKeyExponentSize},
{CKA PRIME 1, pbyPriKeyP, ulPriKeyPSize},
{CKA_PRIME_2, pbyPriKeyQ, ulPriKeyQSize},
{CKA_PRIVATE_EXPONENT, pbyPriKeyD, ulPriKeyDSize},

{CKA_EXPONENT 1,
{CKA_EXPONENT _2,

{CKA_COEFFICIENT,

Hrp:

pbyPriKeyExponentP,
pbyPriKeyExponentQ,
pbyPriKeyCoefficient,

ulPriKeyExponentPSize},
ulPriKeyExponentQSize},
ulPriKeyCoefficientSize}

CKA_DECRYPT: WEHHMIE, TMRWEL . R HLBAE, wE AN E.

CKA_SIGN: WEZHMHE, TRIEEL . INERHBEIAR, wE AR,

4, TESNFLEARS S FE SR AAXT % . @it i E CKA_TOKEN & TRUE,
FAEN Ny EERSNAHME. HARGEWT:

CK_OBJECT_CLASS
CK_KEY_TYPE
CK_BBOOL
CK_BBOOL

ulPrikeyClass
ulKeyType
bTrue

bFalse

= CKO_PUBLIC_KEY;
= CKK_RSA;

= TRUE;

= FALSE;



{CKA_CLASS,
{CKA_TOKEN,
{CKA_KEY_TYPE,
{CKA_MODIFIABLE,
{CKA_ID,
{CKA_LABEL,
{CKA_ENCRYPT,
{CKA_VERIFY,
{CKA_WRAP,
{CKA_PRIVATE,
{CKA_MODULUS,
{CKA_PUBLIC_EXPONENT,

Hor:

&ulPubkeyClass,
&bTrue,
&ulKeyType,
&bTrue,
byCKID,
pszContainerName,
&bEncryDecry,
&bSignVerify,
&bTrue,
&DbFalse,
pbyModulus,

pbyPubKeyExponent,

30006.01—2013

sizeof(ulPubkeyClass)},
sizeof (bTrue)},

sizeof (ulKeyType)},
sizeof (bTrue)},
strlen((char *)byCkID)},
strlen((char *)pszContainerName)},
sizeof(bEncryDecry)},
sizeof(bSignVerify)},
sizeof(bTrue)},

sizeof (bFalse)},
ulModulusSize},
ulPubKeyExponentSize}

CKA_ENCRYPT: WEZHMHIE, TWRWEL. B APRIAFE, wE AN HE.
CKA_VERIFY: WEFHHIE, TRIEZEA. A AHREAR, SE NP RIE.

5. fESNIUETH, #id#E CKA CLASS &y CKO CERTIFICATE, CKA TOKEN & TRUE,
Jfilid CKA_VALUE k5 NIEPBAN . HAEREEWT:

CK_OBJECT_CLASS
CK_BBOOL

CK_BBOOL
CK_CERTIFICATE_TYPE
{CKA_CLASS,
{CKA_TOKEN,
{CKA_LABEL,
{CKA_MODIFIABLE,
{CKA _ID,

{CKA_CERTIFICATE_TYPE,

{CKA_PRIVATE,
{CKA_VALUE,

ulCertificateClass
bTrue

bFalse
ulCertificateType
&ulCertificateClass,
&bTrue,
pszContainerName,
&bTrue,

byCKID,
&ulCertificateType,
&DbFalse,
pbyCertificate,

7.3 RSA 2048/4096 AL inZEE+ R AH I AT

RSA 2048/4096 A7 N #AE AV 75 LU LS, 15 S NIEFE H 7508 A BHIE 5 B2k N ) AL ER ] B

SN AR E 3, FE4HHTTR:

1. T PKCS#11 #11, R4 CKA_CLASS. CKA_ID #i$kIf3KE RSA &8 H. 2540 E A0 .
AR R EE : C_FindObjectlnit. C_FindObjects. C_FindObjectsFinal .

2. A PKCS#I1 8211, B AMNZE G RSA A4

= CKO_CERTIFICATE;

= TRUE;

= FALSE;

= CKC_X_509;
sizeof(ulCertificateClass)},
sizeof (bTrue)},
strlen((char *)pszContainerName)},
sizeof (bTrue)},
strlen((char *)byCkID)},
sizeof(ulCertificateType)},
sizeof(bFalse)},

ulCertificateSize}
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AL R B C_UnwrapKey.

3. YA PKCS#11 #11, S A RSA fnEE+.

4,

G FE I R4 0. C_CreateObject.
i CFCA #1458 & RSA INZEEH S AIE K

R PLLE LR B LA AL B AU

v

W P11E: 0 5 % (¥ RSAFAEH

v

P11 1 32 ARSAAHIE TS

v

CFCAYZE 4 58 BN I 15 3 N1 3R

3 RSA2048/4096 17 in#&iE 5 N FE

7.3.1 PKCS#11 B:O#RA

7.3.1.1 C_UnwrapKey

CK_RV C_UnwrapKey(CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hUnwrappingKey,
CK_BYTE_PTR pWrappedKey,
CK_ULONG ulWrappedKeyLen,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulAttributeCount,

CK_OBJECT HANDLE_PTR  phKey)

ik R UnwrapKey S ISR
KRk S BUE B :  pMechanism : CKM_RSA PKCS

hUnwrappingKey : 22 B FASHAJHA .

pWrappedKey: i FH 22 .2 43 A B2 (o m 2 0E ALV,
M- BAHEES T 8,

ulWrappedKeyLen: it FAHK B

pTemplate: 5 ABEAR .

ks

1\

RSA FAEHEL & ABME, QIR FAFIT G 75 R G B 1 A X R (%R CFCA il 1)
CKA_LABEL I CKA_ID #LISk6IE) .

10
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2. QIS NN AT R SR R A A2 A A % (IR B 555 S
AN 251541 CKA_LABEL 5 CKA_ID —Ff, £ iRiE) .

3. fESANPN, KEY 758 CKA_MODULUS BITS @I LMELLE BB IEPEHAKE.
4. RSA 2048/4096 N iE FAAVEAULE OB TN, SFARERT, 7Ffaxe CKA_KEY_TYPE N

CKO_PRIVATE_KEY, H# CKA_TOKEN Jg&4 5 TRUE, HAAFAHEH KEY NI 5

BN, RALRMT:
CK_OBJECT_CLASS
CK_KEY_TYPE
CK_BBOOL
CK_BBOOL
{CKA_CLASS,
{CKA_KEY_TYPE,
{CKA_TOKEN,
{CKA_LABEL,
{CKA_ID,
{CKA_MODIFIABLE,
{CKA_SENSITIVE,
{CKA_UNWRAP,
{CKA_PRIVATE,
{CKA_DECRYPT,
{CKA_SIGN,

5. FANEFIERIESEE

ulPrikeyClass
ulKeyType
bTrue

bFalse
&ulPrikeyClass,
&ulKeyType,
&bTrue,
pszContainerName,
byCKID,
&DbTrue,
&bTrue,
&bTrue,
&DbTrue,
&bTrue,
&DbFalse,

F7.214.

= CKO_PRIVATE_KEY;
= CKK_RSA;

= TRUE;

= FALSE;
sizeof(ulPrikeyClass)},
sizeof (ulKeyType)},
sizeof (bTrue)},
strlen((char *)pszContainerName)},
strlen((char *)byCkID)},
sizeof (bTrue)},

sizeof (bTrue)},
sizeof(bTrue)},
sizeof(bTrue)},
sizeof(bTrue)},
sizeof(bFalse)}

8. RSA 2048/4096 A7 25 iE 5 M I A EH G54 12 X

RSA 2048/4096 37 i %k 15 x5 B I FAEH 75 AN TN, FAHEE /I B & L ASN.1 %50 (DER

b)) K.

EVPPrivateKey ::= SEQUENCE {

Version

AsymAlgID
SymAlgID
EncryptedSymKey
EncryptedPrivateKey

INTEGER,

OBJECT IDENTIFIER,
OBJECT IDENTIFIER,

OCTET STRING,
OCTET STRING

11



30006.01—2013

Hre

Version: EVPPrivateKey Z5 ¥ kA5, HUE N 0x01.

AsymAlgID: FEXTFRINE FykAn IR RF, BUEA: 1.2.840.113549.1.1.1.

SymAIgID: SFFRELVEARIRSF, AR A 3DES ECB SiZinilsF, BUE N: 1.3.6.1.4.1.4929.1.7,
EncryptedSymKey: 258 H % AHIME PN FRE, 0% A WL PKCS#L RSA IN# 455 .
EncryptedPrivateKey: £ XFR 2N 1IN UE S FAEH

9. PIN #51E

ARIEF P 8 22 4, PIN R4 \AERLHT P11 PR .

7t C_Login i, CFCA 2] P11 JFEAE NERIAH PIN £i5:

unsigned char byPin[] = {0x01, 0x08, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x00};
P11 FER ML PIN 5, T 305 H PIN f54E, ZERA AN PIN i,

10. R4

NARIE P11 FESCHABEEEAE S | R R I SRS A S IE Fox e SCAF kAT 304544, CFCA
FEVRH P11 FE A& S RE 25 44
Nt 2 R o
1. P11 ESCH 2 RR B2 268845 Ban: fusr/lib/xxx.dylib
2. P11 PESCAFHIARAD 25 44 SO
AENZE: P11 JE SRR RSA PKCSHT 4y B &4 45 5 (Base64 4ifid)
g ik PLL U4 sig, Bilin: xxx.sig
GRAT: 5 P11 PRSI 2 e B AT A A o
3. IO%E PLL SRS 44, BT BOE i .

12



