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6.2 PKCS#11 #£ O #iAR

6.2.1 C_GenerateKeyPair

CK_RV C_GenerateKeyPair( CK_SESSION_HANDLE

EitipT:
Rk ZHUE B -

Fik:

hSession,
CK_MECHANISM_PTR
CK_ATTRIBUTE_PTR

pMechanism,
pPublicKeyTemplate,

CK_ULONG ulPublicKeyAttributeCount,
CK_ATTRIBUTE_PTR pPrivateKeyTemplate,
CK_ULONG ulPrivateKeyAttributeCount,
CK_OBJECT_HANDLE_PTR phPublicKey,
CK_OBJECT_HANDLE_PTR phPrivateKey )

PR BN
pMechanism: HL#25% . CKM_SM2_KEY_PAIR_GEN.
pPublicKeyTemplate: % SM2 54X I, A FH A A B ARAR

pPrivateKeyTemplate : £l SM2 ZE%F I, i F 0 FA B BRAR o

1. G% SM2 B8] X6 ) i FIRRAR -

CKO_OBJECT_CLASS

ulPubkeyClass = CKO_PUBLIC_KEY;

CK_BBOOL bTrue = TRUE;

CK_KEY_TYPE ulKeyType = CKK_SMz;
CK_UTF8CHAR sm2CurveName[] = “ChinaSM2Curve”;
{CKA_CLASS, &ulPubkeyClass, sizeof(ulPubkeyClass)},
{CKA_TOKEN, &bTrue, sizeof (bTrue)},
{CKA_KEY_TYPE, &ulKeyType, sizeof (ulKeyType)},
{CKA_MODIFIABLE, &bTrue, sizeof (bTrue)},
{CKA_ID, byCKID, strlen((char *)byCkID)},
{CKA LABEL, pszContainerName, strlen((char *)pszContainerName)},
{CKA_ENCRYPT, &bEncryDecry, sizeof(bEncryDecry)},
{CKA_VERIFY, &bVerifySign, sizeof(bVerifySign)},
{CKA_WRAP, &bTrue, sizeof(bTrue)},
{CKA_PRIVATE, &bFalse, sizeof (bFalse)},
{CKA_SM2 CURVE_NAME, sm2CurveName, sizeof(sm2CurveName)-1}

Hrp:

CKA_ID: HUE AN “Hasa#1” i “RazLu2” ,
f5il4n: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F#1

CKA_LABEL: HUE N%454, B UUID, flin: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F
CKA_ENCRYPT: WEZHMHIE, HWMIWEL. B AHRARFE, HE AN HE.
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CKA_VERIFY: %EBZHHIE, TRIEEL B ANHRAHE, BE NN FE.
B%E SM2 5 ENT IS AL IR -

CKO_OBJECT_CLASS ulPrikeyClass = CKO_PRIVATE_KEY;
CK_BBOOL bTrue = TRUE;
CK_KEY_TYPE ulKeyType = CKK_SM2;
CK_UTF8CHAR sm2CurveName[] = “ChinaSM2Curve”;
{CKA_CLASS, &ulPrikeyClass, sizeof(ulPrikeyClass)},
{CKA_TOKEN, &bTrue, sizeof (bTrue)},
{CKA_KEY_TYPE, &ulKeyType, sizeof (ulKeyType)},
{CKA_MODIFIABLE, &bTrue, sizeof (bTrue)},
{CKA_ID, byCKID, strlen((char *)byCKID)},
{CKA_LABEL, pszContainerName, strlen((char *)pszContainerName)},
{CKA_SENSITIVE, &bTrue, sizeof (bTrue)},
{CKA_SIGN, &bSignVerify, sizeof (bSignVerify)},
{CKA_DECRYPT, &bEncryDecry, sizeof(bEncryDecry)},
{CKA_UNWRAP, &bTrue, sizeof(bTrue)},
{CKA_PRIVATE, &bTrue, sizeof(bTrue)},
{CKA SM2 CURVE_NAME, sm2CurveName, sizeof(sm2CurveName)-1}
Hr.

CKA_ID: HUE N “Aasf#l” 8 “Hanan2” ,

flin: 9125758C-60F3-45B7-8552-7BD1FDFA2B8F#1
CKA LABEL: B ~N%&#s4, B UUID, fi1: 9125758C-60F3-45B7-8552-7BD1FDFA2BSF
CKA_DECRYPT: wEHHMIE, TRIEEA. INEAHEEAR, HENNRIPIE.
CKA_SIGN: WEHHMIE, THEEL . B AFRAARE, BB RME.

6.2.2 C_GetAttributeValue

CK_RV C_GetAttributeVValue( CK_SESSION_HANDLE hSession,

CK_OBJECT_HANDLE hObject,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount)

ik . RIS G
FASHEUEVH:  hObject: FHIAPIN, ZSHONAPIHIN,

pTemplate: ZRELZH IR -

E S
1. SHAHK X 4rEr, BHRA: {CKA_SM2_X, NULL_PTR, 0}.
2. SHAHKY &K, BECN: {CKA_SM2_Y,NULL_PTR, 0}.
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6.2.3 C_Signlnit

CK_RV C_SignInit( CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey )
IR - X4 WA .
KRS HOEIUE B pMechanism: 7EX} PKCS#10 B2 441,
HHMLHI N CKM_SM2_SIGN_VERIFY CGIFERILN Z i) -

6.2.4 C_Sign

CK_RV C_Sign( CK_SESSION_HANDLE hSession,
CK_BYTE_PTR pData,
CK_ULONG ulDataLen,
CK_BYTE_PTR pSignature,
CK_ULONG_PTR pulSignatureLen )

ik 24

Yk SEUUE VL : pSignature: NIR[FIZE LR, SR RESET 8.2,
7.SM2 FFUE B S A PKCS#11 #:OAMTE

7.1 SM2 BLZEREN
SM2 ZZAEBFAR, XFEIRAZELANHUET, Rk —A PKCS#11 #:1: C_CreateObject.

7.1.1 PKCS#11 BEO#R

7.1.1.1 C_CreateObject

CK_RV C_CreateObject( CK_SESSION_HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount,
CK_OBJECT_HANDLE_PTR phObject)
AR - BT 5
FERSHEUA T :  pTemplate: XF SARAR
R
1. BERBUE T
CK_OBJECT _CLASS ulCertificateClass = CKO_CERTIFICATE;
CK _BBOOL bTrue = TRUE;
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CK _BBOOL bFalse = FALSE;
CK_CERTIFICATE_TYPE ulCertificate Type = CKC_X_509;
{CKA_CLASS, &ulCertificateClass, sizeof(ulCertificateClass)},
{CKA_TOKEN, &bTrue, sizeof (bTrue)},
{CKA_LABEL, pszContainerName, strlen((char *)pszContainerName)},
{CKA_MODIFIABLE, &bTrue, sizeof (bTrue)},
{CKA_ID, byCKID, strlen((char *)byCKkID)},
{CKA_CERTIFICATE_TYPE, &ulCertificateType, sizeof(ulCertificateType)},
{CKA_PRIVATE, &bFalse, sizeof(bFalse)},

{CKA _VALUE, pbyCertificate, ulCertificateSize}

Horpr.

CKA_LABEL: fES A SM2 AHEPR, 4% 5 AN E .
CKA_ID: 7EF A SM2 AYETIRS, Fd&ETT 5 H RN .

7.2 SM2 INEAER KA SRR

SM2 I UE B R LE LA SN KEY F1, FFEWT:

W PL1EE SR EUAS H 4R FA LA AUAR

\ 4
W FAP11EE 1 S NN [ISM2FAEH

) 4
WHPL1E T S ASM2AHIET

\ 4
CFCATE M 5E BN & E T3 S NG 3R

Kl 2 SM2 I IE15- 5 N2
SM2 I IEF E AR, TR A PHIESS Soo S AV RIS N . FEASCR Y, SM2 45 AL
AL SO FAN KEY He SAREEILE 2, VE4H3a R
1. JAH PKCS#11 #11, HRHE CKA_CLASS fl CKA_ID £ #k - 3RE SM2 22 B3 5 A B A4
AL FE A FEE: C_FindObjectlnit. C_FindObjects. C_FindObjectsFinal.
2. M PKCSH#IL #11, SN JGH) SM2 A48
AR R 28 . C_UnwrapKey .
3. JAH PKCS#11 #2111, S SM2 k1.
AR R R4 C_CreateObject.
4. 1 CFCA #F5E A SM2 InEiE 153 N iR



7.2.1 PKCS#11 8 O #id

7.2.1.1 C_FindObjectsInit

CK_RV C_FindObjectsInit( CK_SESSION_HANDLE

fifiid:

Rk S BOUE B -

CK_ATTRIBUTE_PTR
CK_ULONG
B RAIIHL

pTemplate: ZFRFHXT G, @it CKA_CLASS,

7.2.1.2 C_FindObjects

CK_RV C_FindObjects( CK_SESSION_HANDLE

it
Rk S BUE B -

CK_OBJECT_HANDLE_PTR
CK_ULONG
CK_ULONG_PTR

BTG

Too

7.2.1.3 C_FindObjectsFinal
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hSession,
pTemplate,
ulCount)

CKA_ID k&

hSession,

phObject,
ulMaxObjectCount,
pulObjectCount )

CK_RV C_FindObjectsFinal( CK_SESSION_HANDLE hSession )

ik

FEIR S BOUE B -

CERBII G
T

7.2.1.4 C_UnwrapKey

CK_RV C_UnwrapKey( CK_SESSION_HANDLE

EitipT:
FEIR S BOUEL L «

CK_MECHANISM_PTR
CK_OBJECT _HANDLE
CK_BYTE_PTR
CK_ULONG
CK_ATTRIBUTE_PTR
CK_ULONG
CK_OBJECT_HANDLE_PTR
L UnwrapKey ‘F A% FAEH

pMechanism :

hSession,
pMechanism,
hUnwrappingKey,
pWrappedKey,
ulWrappedKeyLen,
pTemplate,
ulAttributeCount,

phKey )

CKM_SM2_CRYPT.

hUnwrappingKey : 22 B FAZ1 44 .
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pWrappedKey: i 122 H. 257 A N2 N #3E B ALV
I BRHAEES R ET 8,
ulWrappedKeyLen: N 5 B

pTemplate: S AR

ik

1. SM2 MBS AYME, BUEEFAEXT G2 A G R A% R (1R CFCA il 1
CKA LABEL. CKA_ID il CKA_SM2_CURVE_NAME #kE12)
2. QU A AR REHE MR EA MR HEHAH. RENR (R EEHN 55
NIz 2475 (1) CKA_LABEL 5 CKA_ID —Ff, £ I&pIRE) -
3. SM2 REHLLESOE AR TN, SAFER, Fi8%E CKA_KEY_TYPE iy CKO_PRIVATE_KEY,
H¥ CKA_TOKEN Jg£5y TRUE, BA&REAEE KEY W= HEEN, SABRLT:

CK_OBJECT_CLASS
CK_KEY_TYPE
CK_BBOOL
CK_BBOOL
CK_UTF8CHAR
{CKA _CLASS,
{CKA_KEY_TYPE,
{CKA_TOKEN,
{CKA_LABEL,
{CKA_ID,
{CKA_MODIFIABLE,
{CKA_SENSITIVE,
{CKA_UNWRAP,
{CKA_PRIVATE,
{CKA_DECRYPT,
{CKA_SIGN,
{CKA_SM2_CURVE_NAME,

ulPrikeyClass
ulKeyType

bTrue

bFalse
sm2CurveName[]
&ulPrikeyClass,
&ulKeyType,
&bTrue,
pszContainerName,
byCKID,

&bTrue,

&bTrue,

&bTrue,

&bTrue,

&bTrue,
&bFalse,

sm2CurveName,

4, FAMEFIEFESREY 7.1.1.1.

8. SM2 R\ R Z 1

8.1 SM2 S ARALH

= CKO_PRIVATE_KEY;
= CKK_SM2;

= TRUE;

= FALSE;

= “ChinaSM2Curve”;
sizeof(ulPrikeyClass)},
sizeof (ulKeyType)},
sizeof (bTrue)},
strlen((char *)pszContainerName)},
strlen((char *)byCkID)},
sizeof (bTrue)},

sizeof (bTrue)},
sizeof(bTrue)},
sizeof(bTrue)},
sizeof(bTrue)},
sizeof(bFalse)},

sizeof(sm2CurveName)-1}},

SM2 I EBAH T DU SN, RSN E 2 ) ASN.1 #% (DER 4wid) -

TAG 7\]: 0X04;

W% N: OCTET STRING EncryptedPrivateKey
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Bk
1. WNZEALE2E S EncryptedPrivateKey 7778 Ffig 2K
—MN C1)C2|C3 (HEZRIFRE) , H—MN CL|C3||C2 (HH&HFriE) .
P11 T EREME [ B3 ik B FR AL B 2 S0hE 2
2. fEEJSN SM2 ZEAXT A x|lylld, o x, y & 32 EATH A AR A, d 2 32 FIHAH.

8.2 SM2 %4 &ty

TEM PKCS#10 8 K S AN, 5% Key it SM2 254 HF i RIZF 4 45 . SM2 24458 A
ASN.1 #%30 (DER 4ifi%) 45MU1F:
SM2Signature::= SEQUENCE {

R INTEGER,

S INTEGER

=

p
1. R: BUENZEA r{H.
2. S: HUEANZAX s1E

9. PIN #51E

AR s 224, PIN g AKE B PLL s

7£ C_Login i, CFCA £:[n] P11 AL NERINI PIN fi5:

unsigned char byPin[] = {0x01, 0x08, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x00};
P11 FER N ML PIN 5, TN 305 H PIN f4E, ZERFA 4N PIN i,

10. fRIE& 4

NARIE P11 BESCAHA GRS, | i A B SRS A 44 E 150 SO AT SUfF%5 44, CFCA
FEVAH P11 FERT & SERiE A 4 .
R AR AL DL R JLIN 2
1. P11 ESCHRRRR S22 260845 Blan: fusr/lib/xxx.dylib
2. P11 OIS 244 30
YAEN A P11 FESCIE) RSA PKCSHT 70 B s\ 44 45 1 (Base64 4ifi)
AT PLL U 44 sig, BN xxx.sig
ZRRRAE: 5 P11 PRSI 2R A A [A] o
3. B0%F P11 FE USRS 44T, P RR ek .



