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WARAYHES, BHIEBUIEN(CAELAMEE AFEHHEEER . AFEH. ZREREE
ARGV e f5 B —Fh BB 414 . & 4 A AR IEIESS
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4. RSA BUFIE B HRE A CSP # O

4.1 RSA HrAEHHBERE

RSAFUFAEH HHiE (P10) &R

v
WA CSPE: LB @ 3 75 4% -
CryptAcquireContext

v
W CSPEE 1 42 lRRSAZ4H T :  CryptGenKey
T AU EE R CRCARUIE FS, DR B B 25 8 v iT [ I A2 7R 2000 2%
B, —/NNEREH, A enEEY, sl OrgEN S TEE

v

W CSPHE I T HIRSAA 4
CryptExportKey

v

CFCAIS2H ZF 515 ...

v

A A CSPEZ 1 61 s A5 A :
CryptCreateHash

v

VA FHCSPHz L TH RIS (i -
CryptHashData

v

i CSP; I BE1TRSAZE 4 -
CryptSignHash

v

CFCAIEA: 72 FAIE Fo B3, A2 pk
P10i% 3K

K 1 RSA HFAiiF i g i fs
4.2 CSP #O#iR

4.2.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext( _ out HCRYPTPROV  *phProv,

_in LPCTSTR pszContainer,
__in LPCTSTR pszProvider,
_in DWORD dwProvType,
__in  DWORD dwFlags)



30002.01—2012

R« BB HA
FERSHEUE T :  pszContainer: 761 13 H1 25 85 1 44 B
dwProvType: PROV_RSA_FULL
dwFlags: CRYPT_NEWKEYSET
4.2.2 CryptGenKey
BOOL WINAPI CryptGenKey(__in HCRYPTPROV hProv,
_in  ALG_ID Algid,
_in  DWORD dwFlags,
__out HCRYPTKEY  *phKey)
fifiidk A2 i RSA ZA4H
Bk S HBUE B Algid: AT_SIGNATUR FRZ44 5% 4]
AT_KEYEXCHANGE 7~ In % 4H
4.2.3 CryptExportKey

BOOL WINAPI CryptExportKey(__in HCRYPTKEY  hKey,

_in HCRYPTKEY  hExpKey,

_in DWORD dwBlobType,
_in DWORD dwFlags,
_out BYTE *pbData,
__inout DWORD *pdwDatalen)
fifiid S RSA A%,
ik S HEME A dwBlobType: PUBLICKEYBLOB
pbData: A%k
4.2.4 CryptCreateHash
BOOL WINAPI CryptCreateHash(__in  HCRYPTPROV  hProv,
_in  ALG_ID Algid,
_in HCRYPTKEY  hKey,
__in  DWORD dwFlags,
__out HCRYPTHASH  *phHash)
AR - ollfEEE I T
FEASHOUA T :  Algid: P A 5%



4.2.5 CryptHashData

BOOL WINAPI CryptHashData(
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_in  HCRYPTHASH hHash,

_in BYTE *pbData,

__in DWORD dwDataLen,

__in DWORD dwFlags)
ik MR TR A IS

FARSHBERH: &

4.2.6 CryptSignHash

BOOL WINAPI CryptSignHash(

_in HCRYPTHASH hHash,

_in DWORD dwKeySpec,

_in LPCTSTR sDescription,

_in DWORD dwFlags,

__out BYTE *pbSignature,

__inout DWORD *pdwSigLen)
ik Xf I A H#E4T RSA %44

Bk SEUE 9. dwKeySpec: AT_KEYEXCHANGE & AT _SIGNATURE

5. RSA #FIEH S AR CSP #OMTE

5.1 RSA BZiEHENRE

RSAZZAE T S NIER: ZidfE
A8 ARSAZ A IEF I AR
v

Y4 F CSPHE 3R EXCSP | R 3L
CryptAcquireContext

v

i FH CcsPH 1 SRIXRSARAFH )4 -
CryptGetUserKey

v

VHH CSPHE 1 R ARSA LA FHIE
CryptSetKeyParam

v
CFCATEAF5E I
RSAZE LA 5 N1 3R

2 RSA ZZAFH S NI AE
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5.1.1 CSP £ O#iA

5.1.1.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext( __out HCRYPTPROV  *phProv,

_in LPCTSTR pszContainer,
__in  LPCTSTR pszProvider,
__in  DWORD dwProvType,
__in  DWORD dwFlags)

ik FRHLCSP 3L,

KRk S HOIUE B pszContainer: ARk HLIK) 2 25 45 1Y) 4 B
dwProvType: PROV_RSA_FULL
dwFlags: CRYPT_VERIFYCONTEXT

5.1.1.2 CryptGetUserKey

BOOL WINAPI CryptGetUserkey(__in  HCRYPTPROV  hProv,

__in  DWORD dwKeySpec,
__out HCRYPTKEY *phUserKey)
R - SRAFRLEH AN -

Bk S BIUE P dwKeySpec: AT_KEYEXCHANGE ¢ AT_SIGNATURE

5.1.1.3 CryptSetKeyParam

BOOL WINAPI CryptSetKeyParam( _in HCRYPTKEY hKey,
__in  DWORD dwParam,
__in const BYTE *pbData,
__in  DWORD dwFlags)
ik F N RSA AHHIES.
Kk SHEUMEDRA:  hKey: RSA FABHAIHN
dwParam: KP_CERTIFICATE

5.2 RSA INFEHFARE

WIEEHKEAE, XM INEUEHS N CSP 5 2 AN E
1. %% RSA1024 A7 EE, RSA FAHLABH i X5\ CSP.
2. ‘Z3% RSA 2048/4096 H7 &5 UEI, RSA FAEHLLZ 7 XS\ CSP.



5.2.1 RSA 1024 M inEAiEH S ARE

RSANNZEIEH S NIE K :

Z RS 3 ARSAINEUE P I FATH B A HIESS

v

WA csP4z LARELCSP | R 3¢
CryptAcquireContext

v

CryptGetUserKey

Wi FH CSPEZ 3R HLRSARAEH A4 :

v

CryptDecrypt

W H CSPHz D BE AT RSAMR Z 44

v

CFCAfZ - AbEE -
FRAFRSAINZALE TSR EH

v

WA I CSPE: L1 S A RSAFAHH :
CryptimportKey

v

CryptSetKeyParam

i FH CSPHZ 11 5 NRSAAEHIE 15

v

CFCATE 14 5 1K
RSANEAIE 5 5 N 3R

K 3 RSA 1024 {7 ik 155 A fE

5.2.1.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext( _ out HCRYPTPROV

EitipT:
Rk S HIBUE B -

_in LPCTSTR

_in LPCTSTR

_in  DWORD
in  DWORD

$REL CSP N,
pszContainer: 437 3R EL IR 5 BH 25 2% 1) 44 Bk
dwProvType: PROV_RSA FULL

dwFlags: CRYPT_VERIFYCONTEXT

*phProv,
pszContainer,
pszProvider,
dwProvType,
dwFlags)
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5.2.1.2 CryptGetUserKey

BOOL WINAPI CryptGetUserKey(__in  HCRYPTPROV  hProv,
__in  DWORD dwKeySpec,
_out HCRYPTKEY  *phUserKey)
FHIR - AT RSA FAH AN
Bk S BBUE . dwKeySpec: AT_KEYEXCHANGE =% AT _SIGNATURE

5.2.1.3 CryptDecrypt

BOOL WINAPI CryptDecrypt( __in HCRYPTKEY hKey,
_in HCRYPTHASH hHash,
_in BOOL Final,
_in DWORD dwFlags,
__inout BYTE *pbData,
__inout DWORD *pdwDatalen)
iR - RSA fif .
ERSHOEY:  hKey: RSA FAEIAIH
dwFlags: 0
5.2.1.4 CryptimportKey
BOOL WINAPI CryptimportKey( __in  HCRYPTPROV  hProv,
in BYTE *pbData,
in  DWORD dwDatal en,
in  HCRYPTKEY hPubKey,
in  DWORD dwFlags,
out HCRYPTKEY *phKey)

ik
FEIR S BOBE LR -
Fik:

S RSA FAEH (LSO
pbData: RSA A FHEHE

RSA FAEHRE 45 M AR bR UE R Private key BLOBs., 1] LAZ %

http://msdn.microsoft.com/en-us/library/windows/desktop/aa375601(v=vs.85).aspx



http://msdn.microsoft.com/en-us/library/windows/desktop/aa375601(v=vs.85).aspx

5.2.1.5 CryptSetKeyParam

BOOL WINAPI CryptSetKeyParam(__in HCRYPTKEY
_in DWORD
__in constBYTE
_in DWORD
TR - SN RSA AHIEF.
RS HEUMEDA:  hKey: RSA FAEHAIHN
dwParam: KP_CERTIFICATE

5.2.2 RSA2048/4096 AN UEB RARE
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hKey,
dwParam,
*pbData,
dwFlags)

RSANNZEE S AL EH S A FHAE TS

RSAMMEAEH FNER: Zd KN

A\ 4

CryptAcquireContext

1 FH CSPEZ 1 3RERCSP 7R 3

A\ 4

CryptimportKey

A CSPHz I 5 A% J5 FIRSAFAEH :

A\ 4

CryptSetKeyParam

P H CsPHz 1 5 ANRSAABHIE S

A\ 4

CFCATE 1 52 1%,

RSANEAIE 5 5 N 3R

K 4 RSA2048/4096 iz Nk 155 AR
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5.2.2.1 CryptAcquireContext

BOOL WINAPI CryptAcquireContext( _ out HCRYPTPROV  *phProv,

__in  LPCTSTR pszContainer,

_in LPCTSTR pszProvider,

__in  DWORD dwProvType,

__in  DWORD dwFlags)
ik : FHL CSP E R 3.

RS BOIUE Y] pszContainer: FFRELII B A0 25 B8 1K1 44 Bk
dwProvType: PROV_RSA_FULL
dwFlags: CRYPT_VERIFYCONTEXT

5.2.2.2 CryptimportKey

BOOL WINAPI CryptimportKey( __in  HCRYPTPROV  hProv,

_in BYTE *pbData,

__in  DWORD dwDataLen,

_in  HCRYPTKEY hPubKey,

__in  DWORD dwFlags,

__out HCRYPTKEY *phKey)
iR - FA RSA R (DLESOERFA)

FPARSHEUE T :  pbData: 0% (1) RSA RAVEHEE, 25 SCHEE 450 e Ve W54 6
hPubKey: It 24 NULL (3 AABEAET pbData Z4H)

5.2.2.3 CryptSetKeyParam

BOOL WINAPI CryptSetKeyParam( _in HCRYPTKEY hKey,
__in DWORD dwParam,
__in constBYTE *pbData,
__in DWORD dwFlags)
TR : $ N RSA AHES .
FEARSHUA T :  hKey: RSA FAHAIIA
dwParam: KP_CERTIFICATE



30002.01—2012

6. RSA FAEH 5 & X

6.1 RSA MZEH-FAFHE R

I JE 1) RSA FVEHAL S LAR 2 #8047
BLOBHEADER;
RSAPRIVATEKEYBLOB
H.r BLOBHEADER N#briE € X, RSAPRIVATEKEYBLOB A H & X HHE 414 .

BLOBHEADER 54U E a1 F -
typedef struct _PUBLICKEYSTRUC {
BYTE bType;
BYTE bVersion;
DWORD reserved;
ALG_ID aiKeyAlg;
} BLOBHEADER, PUBLICKEYSTRUC;

Hor:

bType HU{ ~: PRIVATEKEYBLOB (0x7)

bVersion H{ {5 A: CUR_BLOB_VERSION (0x2)

reserved HUE Jy: Ox1—ACERALEH 2N iid% =0 (RSA2048. 4096 {5 H in%% 77 =X)
aiKeyAlg Bl y: CALG_RSA_KEYX

RSAPRIVATEKEYBLOB % fBUE I T :

typedef struct  RSAPRIVATEKEYBLOB{

ULONG AlgID;

ULONG BitLen;

ULONG EVPPrivateKeyBitLen;

BYTE *EVPPrivateKey;
}RSAPRIVATEKEYBLOB, *PRSAPRIVATEKEYBLOB;

Horr:

AlgID HUE Ny: CALG_RSA_KEYX

BitLen HUE N : RSA INEHIEFFAEH I D2 BRA A

EVPPrivateKeyBitLen B }y: EVPPrivateKey ¥4 i1 52 b7 K

EVPPrivateKey HUE Jv: I FAHECH SCRABH BRI A £ #% 2X L EVPPrivateKey .

10
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EVPPrivateKey v 72 X ASN.1 # . (DER %ifid) IR
EVPPrivateKey ::= SEQUENCE {

Version INTEGER,
AsymAlgID OBJECT IDENTIFIER,
SymAlgID OBJECT IDENTIFIER,

EncryptedSymKey OCTET STRING,
EncryptedPrivateKey =~ OCTET STRING

/\EF‘:
Version: fRAS, fEACRIH, HUEA 0x01.
AsymAIgID: HEXTRRINE FIEFRRAF, HUEA: 1.2.840.113549.1.1.1.

SymAIgID: XFRRINE FIEFRIRAF, ARS8 3DES ECB, HUEN: 1.3.6.1.4.1.4929.1.7.

EncryptedSymKey: % J5 I FREEH, Hig U RSA PKCS#L #4558 .
EncryptedPrivateKey: F Xk %5 85 I i T FAEH

11



