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SM2  

 256  

SM3  

 256  

SM4  

 128  128  

DES 

Data Encryption Standard  

3DES 

Triple DES  3  DES 

 

ECB 

Electronic Code Book Operation Mode
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开始

加载预植动态库并且获取接口地址

调用预植动态库接口VerifyKey进行证书检测

Key正确插入 否

循环等待Key事件

调用预植动态库接口Initialize进行初始化

调用预植动态库接口VerifyKey进行证书检测

调用预植动态库接口Clearkey进行清空KEY操作

调用预植动态库接口GenerateKeyPairs产生

签名密钥对和临时密钥对

发送X509证书申请报文到预植服务器并得到返回证书

调用预植动态库接口导入数字证书

详细流程参见图3

是

是否预植RSA证书

调用预植动态库接口DoWithRSAPrivateKey

进行X509证书申请报文签名

是

调用预植动态库接口DoWithSM2PrivateKey4Sign

进行X509证书申请报文签名

否

调用预植动态库接口GetSignCertSerialNumber

获取签名证书序列号

调用预植动态库接口Finish 完成单支KEY预植流程

调用预植动态库接口WaitKeyEvent

检测国密公钥

调用预植动态库接口GetCert获取证书内容

 1  

2.  
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开始

加载预植动态库并且获取接口地址

调用预植动态库接口VerifyKey检测第一类证书

Key正确插入 否

循环等待Key事件

调用预植动态库接口Initialize进行初始化

调用预植动态库接口VerifyKey进行证书检测

调用预植动态库接口Clearkey进行清空KEY操作

调用预植动态库接口GenerateKeyPairs产生

第一类签名密钥对和临时密钥对

发送X509证书申请报文到预植服务器获取证书

调用预植动态库接口导入第一类证书

详细流程参见图3

是

是否预植RSA证书

调用预植动态库接口DoWithRSAPrivateKey

进行第一类X509证书申请报文签名

是

调用预植动态库接口DoWithSM2PrivateKey4Sign

进行第一类X509证书申请报文签名

否

调用预植动态库接口GetSignCertSerialNumber

获取第二类签名证书序列号

调用预植动态库接口Finish 完成单支KEY预植流程

是否预植RSA证书

是

调用预植动态库接口WaitKeyEvent

检测国密公钥

调用预植动态库接口GetCert获取第一类证书

调用预植动态库接口GenerateKeyPairs产生

第二类签名密钥对和临时密钥对

调用预植动态库接口DoWithRSAPrivateKey

进行第二类X509证书申请报文签名
调用预植动态库接口DoWithSM2PrivateKey4Sign

进行第二类X509证书申请报文签名

检测国密公钥否

调用预植动态库接口GetCert获取第二类证书

调用预植动态库接口VerifyKey检测第二类证书

调用预植动态库接口GetSignCertSerialNumber

获取第一类签名证书序列号

调用预植动态库接口导入第二类证书

详细流程参见图3
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 2  

3.  

开始

是否预植双证

是否预植RSA1024双证

调用预植动态库接口DoWithRSAPrivateKey解密得

出对称密钥

使用对称密钥解密得出加密证书私钥明文

是

是

调用预植动态库接口ImportSignCert 导入签名证书

否

否

是否预植双证

调用预植动态库接口ImportEncryptCertAndPrivateKey 

导入加密证书和私钥

是

结束

否
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1. GetDllInfo  

BOOL GetDllInfo(  __out char *pszKeyCompany,  

__out char *pszKeyType,  

__out char *pszDllVersion) 

 

 DLL  

: 

pszKeyCompany Key (  256 )  

pszKeyType Key (  256 )  

pszDllVersion DLL (  128 )  

 UTF-8 Initialize  

 

2. Initialize 

BOOL Initialize ( in    DWORD    dwMainThreadId) 

 

 

 

dwMainThreadId  id

 6  

 

3. WaitKeyEvent 

long WaitKeyEvent ( __out char *pszKeyId, 
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__out long *pUsbPort, 

__out char *pszKeyCompany, 

__out char *pszKeyType) 

 

 USB  Key  Key  

Key   Key  KeyID  USB 

 

 

pszKeyId KeyID  64 Key dll

KeyID example CFCAKey000000000  

pUsbPort USB  

pszKeyCompany Key  256

 UTF-8  

pszKeyType Key  256

  UTF-8  

 

0  Key  

1  Key  

2  

 

4. ClearKey 

BOOL ClearKey(      in        char*   pszKeyId,  

                     in        int       iUsbPort) 

 

 Key  key  
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pszKeyId  Key  KeyID KeyID WaitKeyEvent KeyID  

iUsbPort  Key  USB  

 

5. GenerateKeyPairs 

BOOL GenerateKeyPairs( __in char* pszKeyId, 

__in int iUsbPort, 

__out char* pSignPublicKeyData, 

__out int* piSignPublicKeyDataSize, 

__in int tempKeyPairBitLength, 

__out char* pTempPublicKeyData, 

__out int* piTempPublicKeyDataSize) 

 

 Key  X509 AT_KEYEXCHANGE  

 

pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pSignPublicKeyData X509

2048 X509  8  

piSignPublicKeyDataSize X509  

tempKeyPairBitLength:  1024 2048  256(SM2 

)  RSA1024 RSA1024  RSA2048  

SM2  256 SM2  

 1024  Key 

 

pTempPublicKeyData: X509  AT_KEYEXCHAGE
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 2048  Key  NULL

Key  NULL X509 8  

piTempPublicKeyDataSize X509  

 

P10 CA

 

 

6. DoWithRSAPrivateKey 

BOOL DoWithRSAPrivateKey ( __in char* pszKeyId, 

__in int iUsbPort, 

__in char* pInputData, 

__in int iInputDataLen, 

__in int iPrivateKeyFlag, 

__out char* pOutputData, 

__out int* piOutputDataLen) 

 

Key RSA  iPrivateKeyFlag 

( )  

 

pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pInputData iPrivateKeyFlag 0

Hash

pkcs1 Hash 0x00  || 0x01 || PS || 0x00  || T  

iInputDataLen  
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iPrivateKeyFlag 0 1  

pOutputData RSA  1024 

RSA 

RSA X509   8  

piOutputDataLen RSA  

 RSA1024

iPrivateKeyFlag 1  

 Key 

ClearKey Key

GenerateKeyPairs  

 

7. DoWithSM2PrivateKey4Sign 

BOOL DoWithSM2PrivateKey4Sign( __in char* pszKeyId, 

__in int iUsbPort, 

__in char* pInputData, 

__in int iInputDataLen, 

__out char* pOutputData, 

__out int* piOutputDataLen) 

 

 Key  SM2  SM2 X509 

X509  

 

pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pInputData Z SM3  
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iInputDataLen  

pOutputData  1024 

SM2 X509 8  

piOutputDataLen  

 Key 

ClearKey Key

GenerateKeyPairs  

 

8. ImportSignCert 

BOOL   ImportSignCert (       in    char*   pszKeyId, 

                              in     int        iUsbPort  

                              in     char*   pCertData, 

                              in     int        iCertDataLen) 

 

(Bsae64 ) keyID USB key

Key  

 

pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pCertData (  Base64 )  

iCertDataLen  

 

9. ImportEncryptCertAndPrivateKey 

BOOL   ImportEncryptCertAndPrivateKey (       in    char*   pszKeyId, 
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                                              in    int       iUsbPort, 

                                              in    char*   pCertData, 

                                              in    int       iCertDataLen, 

                                              in    char*   pPrivateKey, 

                                              in    int       iPrivateKeyLen) 

 

(Bsae64 )  keyID  USB  

key  

 

pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pCertData (  Base64 )  

iCertDataLen  

pPrivateKey 7  

iPrivateKeyLen  

 

10. VerifyKey 

long   VerifyKey (       in          char* pszKeyId, 

                        in         int iUsbPort) 

 

 KeyId  USB  KEY  

 

pszKeyId WaitKeyEvent KeyID 16
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9  

iUsbPort USB  

 

0x00000001  Key  CN 

 KeyID  0x00000000  0x00000001  

0x00000010  Key ,

(  0x00000000  0x00000010  

0x00000100  Key ,

 (  0x00000000  0x00000100  

0x00001000  Key  0x00000000

0x00001000  

0x00010000  Key 

0x00000000   0x00010000   

0x00100000 Key  

0x00000000 0x00100000   

|  x00000000

 

1)   key  CN  KeyID 

 

2)   Key  

3)   key 

  

4)   Key 

 

5)   Key 

  

6)  key  
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11. GetSignCertSerialNumber 

BOOL   GetSignCertSerialNumber (      in     char*   pszKeyId, 

                                       in      int       iUsbPort, 

                                       out    char*   pbyCertSerialNumber, 

                                       out    int*     iCertSerialNumberLen) 

 

 KeyID  Key  

 

pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pbyCertSerialNumber 64

 

iCertSerialNumberLen:  

 

12. GetCert 

BOOL GetCert ( __in char* pszKeyId, 

__in int iUsbPort, 

__out char* pbySignCert, 

__out int* iSignCertSize, 

__out char* pbyEncryCert, 

__out int* iEncryCertSize) 

 

 KeyID  Key  
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pszKeyId WaitKeyEvent KeyID 16

9  

iUsbPort USB  

pbySignCert DER  4096  

iSignCertSize:  

pbyEncryCert DER  NULL

 4096  

iEncryCertSize: 0  

 

13. Finish  

BOOL Finish (     in      char*   pszKeyId, 

                  in      int       iUsbPort) 

 

KeyID Key key  

 

pszKeyId key keyid WaitKeyEvent KeyID  

iUsbPort USB  

 

14. Uninitialize 

BOOL Uninitialize (void) 

 

 Initialize  
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Key Key

Key

 

1.  

#define WORK_THREAD_MSG    WM_USER+0x101  

PostThreadMessage  

#define MSG_CUR_USB_PORT_MSG  WM_USER+0x200

 DLL  

#define WORK_THREAD        0x200 

#define MAIN_THREAD          0x100 

#define MAX_MESSAGE_LEN      512 //   

 

2.  

struct USER_MSG 

{ 

int msg_message;//  DLL 

MSG_CUR_USB_PORT_MSG; 

int msg_origin; //  DLL WORK_THREAD 

int msg_destin; //  DLL MAIN_THREAD 

int msg_length; //

MAX_MESSAGE_LEN 

}; 

USER_MSG + (USER_MSG  msg_length 

) 
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3.  

void SendCurUsbPortMsg(char *pMsg) 

{ 

int len = strlen(pMsg); 

if (len > MAX_MESSAGE_LEN) 

return; 

USER_MSG *p; 

p = (USER_MSG *) NewMsgMem(sizeof(USER_MSG)+len);//NewMsgMem 

 Key  Key 

 

if (p!=NULL) 

{ 

p->msg_destin = MAIN_THREAD; 

p->msg_message = MSG_CUR_USB_PORT_MSG;//dll 

 usb  

p->msg_length = len; 

p->msg_origin = WORK_THREAD; 

if (pMsg != NULL) 

{ 

memcpy((char *)((char *)p+sizeof(USER_MSG)),pMsg,len);//

 

} 

::PostThreadMessage(m_nThreadID,WORK_THREAD_MSG,iCurUsbPort,(LON

G)p);//  m_nThreadID  ID  Initialize 

WORK_THREAD_MSG iCurUsbPort  usb ,

p  
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} 

}  

 

  

1. RSA-1024  

RSA-1024  PKCS#1  

2. RSA-2048  

RSA-2048  ASN.1 DER 

,TAG 0x30  

EncryptedPrivateKey::= SEQUENCE { 

Version INTEGER,                             --  

AsymAlgID OBJECT IDENTIFIER,               --  

SymAlgID OBJECT IDENTIFIER,                --  

EncryptedSymKey OCTET STRING,             --  

EncryptedPrivateKey OCTET STRING           --  

}  Version  1  

AsymAlgID RSA  1.2.840.113549.1.1.1  

SymAlgID  3DES ECB  

1.3.6.1.4.1.4929.1.7  

EncryptedSymKey  PKCS#1  RSA  

EncryptedPrivateKey  PKCS#1 

 PKCS#1  
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3. SM2  

SM2 ASN.1 DER ,TAG

 

0x04  

OCTET STRING    EncryptedPrivateKey 

 EncryptedPrivateKey  

 

1  EncryptedPrivateKey   

 C1||C2||C3  C1||C3||C2 CSP  

PKCS#11  

 C1(x,y)  32 C2 C3  32  SM3  

2 SM2 x||y||d, x y 32 d 32  

 

 X509  

1. RSA X509  

RSA X509 RSA X509  

PublicKey::= SEQUENCE { 

n INTEGER               --  n  

e INTEGER                --  e  

} 

RSA X509  

RSA ,  RSA-1024  128 

RSA-2048 256  
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2. SM2 X509  

SM2 X509 SM2  

PublicKey::= SEQUENCE { 

x INTEGER               --  XCoordinate  

y INTEGER                --  YCoordinate  

} 

 

1 x  y  256  0  256  

2 x  y  256  ASN.1  1  0 

 0  

3  Generatekeypairs  32  x  y 

0   

 

SM2 X509  

Signature::= SEQUENCE { 

r INTEGER           --  r  

s INTEGER                --  s  

} 

 

1 r s 256 0 256  

2 r s 256 ASN.1 1 0

0  

  

 KeyID  
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1. KeyID  

 CFCA  key  keyID  32  16 

WaitKeyEvent  pszKeyId  key 

 16 

 3

 Index

0

1 13

 

 16  

1 2 3 4-16 

Index(0 至 9) 

指定容器的 Index 

密钥对类型，详见下 

表。 

密钥对区域 

当前取值 0 或 1 

 

 

1 Index  Index  Index 

  

2 Key Key

0 1

 

3  3  13  0  

pwszKeyIDAndAttributes1=CFCAKey0000000000100000000000000 17 0,

Index 0 18 1 RSA1024 19 0

Key A  

pwszKeyIDAndAttributes2=CFCAKey0000000001E10000000000000 17 1,

Index 1 18 E 19 1

Key B  

 

 

标识 算法名称 密钥长度 证书类型 
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0 RSA 1024 单证 

1 RSA 1024 单证 

2 RSA 2048 单证 

3 RSA 2048 单证 

4 SM2 256 单证 

5 SM2 256 单证 

6 预留 预留 预留 

7 预留 预留 预留 

8 预留 预留 预留 

9 RSA 1024 单证 

A RSA 2048 单证 

B SM2 256 单证 

C RSA 1024 双证 

D RSA 2048 双证 

E SM2 256 双证 

F RSA 1024 双证 

G RSA 2048 双证 

H SM2 256 双证 

“I” “O”  


