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FRE EHRFIUEBEONE

1. GetDllInfo

BOOL GetDllIinfo( __out char *pszKeyCompany,
__out char *pszKeyType,
__out char *pszDIIVersion)
U
FREVZ DLL XHAXNMAIHERER.
SENAA:
pszKeyCompany: Key B&FFFIETAMTHERNE, KEABE 256 1)
pszKeyType: Key XE(FMBEBTRAMFZHEERNTF, KEARBE 256 F1H).
pszDIIVersion: DLL fRAES(FUETRAARZAEEREFE, KEREBE 128 FNH)

Tl  E S E R S FFE N UTF-8 4L, BIRRZRZ A EETEA Initialize K,

2. Initialize

BOOL Initialize (in DWORD dwMainThreadld)

A FTHETAENIETEDSEZEER, BTG YEEEETEmSERER SRR
5}§&i$iﬁ,o Eﬂi%ﬂﬁﬁm 5&0

BHHA:

dealnThreadId FLEIENLIE d, HISERIXESER. HEBINMAZENHIFL
T 6o

3. WaitKeyEvent

long WaitKeyEvent ( __out char *pszKeyld,



__out long *pUsbPort,

__out char *pszKeyCompany,

__out char *pszKeyType)
U

#0fr USB Key Ff, AILRIERLOIEMEEARN Key BEAEMSE BAE, RO
Key "B BIRFH Key RIRAEILIK KeylD MIXFLZAY USB w5, ZAKEHZHEEINEA,
Bl& B EH & EZE I RIREL,

SEEA:

pszKeyld: KeylD (FiEEFimfASRZSERT, K/NA 64 FT, Key | S dil @it izH
FEAHZHEMA KeylD i, example: CFCAKey000000000)

pUsbPort: USB ifm[Obit,

pszKeyCompany: Key | @& FEEFIEHASRZSENE, KERET 256 F T,
BRENFR, FHEEREFRREBIERA UTF-8).

pszKeyType: Key T (FHEZEPMAESENGE, KEREY 256 9, EHRHEX
T, HHEE SHTHREDERA UTF-8).

A CIEERAE R
0: HAKW (GEAR Key RETFULL )0
1 AT (AR Key BF UL &)

2. RBREH

4. ClearKey

BOOL ClearKey( in char* pszKeyld,
in int iUsbPort)

ik

s2hIMIER Key RATERIEAYS. IEBMAEE. RIEFUEHITZAE] key BT,

SHRPA:



pszKeyld: FEFTEIER Key BY KeylD, 1% KeylD 79#% [ WaitKeyEvent 1% [8]#J KeylD,

ql

iUsbPort: REBTHIER Key AY USB w05,

5. GenerateKeyPairs

BOOL GenerateKeyPairs( __in char* pszKeyld,
__inintiUsbPort,
__out char* pSignPublicKeyData,
__out int* piSignPublicKeyDataSize,
__inint tempKeyPairBitLength,
__out char* pTempPublicKeyData,
__out int* piTempPublicKeyDataSize)
U
M Key HFKEX X509 AFHFMIGETAFH (AT_KEYEXCHANGE $t3$30IE) o
SRR

pszKeyld: HR#E[] WaitKeyEvent iX[BI8Y KeylD KBRS 16 FTHERANE NS BAHMM
8, ZAWNBMHEERTIREFERHAXRE., BENERRSRRS | RBHENFAERERDN
Xi%, ZZHANEEEERMETREE. BANEMEERIFNET 9%

iUsbPort: USB i thilk,

pSignPublicKeyData: X509 IEH A (LLAGREIATA), FEERFinA =2 ERE, 2
RTFEA/NK 2048 T, X509 BZNALEMIFLET 8,

piSignPublicKeyDataSize: X509 P AFKE,

tempKeyPairBitLength: 35 = £ IGBY AHKE NAIEE S 1024, 2048 1 256(SM2 =
£8), MEFEANIGRINZAITEE RSA1024 (RSA1024 SGEF RSA2048 IEfER) A
SM2 256 (SM2 IEHfE ) AmMEE, BZsHEMGEXEFETIAEE LEREEFHEIR
RZAN QAT EN— M RAKE, BAMEMETABEEEN 1024 KE, H Key AE
IERNIZBHMTEE M) o

pTempPublicKeyData: X509 IIfEF/A%8 AT _KEYEXCHAGE (ItAMSGREIASR) , TiEE i

8



NERDERTF, PERFEA/NA 2048 F1 (Y Key NRIERIEESETH, FAN NULL,
Y Key AVGER, EREZBHAN NULL,) X509 GBS ARLEMIENET 8,

piTempPublicKeyDataSize: X509 IIRES A FHEKE,

#F: ZEROBRTHFEZRIEBEAXNMIGEZAYS, HPIREE A AT IOEFTERIZ.
FEXGER , RESZARREANSHZ—HRIKEER] P10 IEBHIEH, CA BERZIEIAH
INZMEIEBZIANY; BUETEHFEAE, SANMEBZIEBMMEZIERMAN, ZZAXNMAR
TR INEZIE PR AE o

6. DoWithRSAPrivateKey

BOOL DoWithRSAPrivateKey ( __in char* pszKeyld,
__inintiUsbPort,

__in char* plnputData,
__inintilnputDataLen,
__inint iPrivateKeyFlag,
__out char* pOutputData,
__out int* piOutputDatalen)

i

IR[OIH Key 7 RSA INZIEPAIFRELSZIEHFAE (HSE iPrivateKeyFlag 187E) 2%

HEZ R (BEETED)FEE,

SRR

pszKeyld: HR#E WaitKeyEvent iX[ElAY KeylD KBINLERY 16 ETHZRAI B S BAHRM
8, ZIRWBMHEERTIREFERAXEE., BENERARSRERS | RBHNFAEBEFERD
X, ZZANESESHEMETRIEE. ZBANBMHEEFENET 9%

iUsbPort: USB i [tk

plnputData: ENBYEEIE (WIENRNFEREIERD iPrivateKeyFlag 5 0, NMIZEURARE
ER9EE, BEMLERELFIETR AL, HAENBEIEREIIINLFAIAYEIE, Hash #41E
BIRSTOJIRFAERY kst #MiLe Hash MUZRASTIT: 0x00 || 0x01 || PS || 0x00 || T)o

iinputDataLen: & NFEIBHKE,



iPrivateKeyFlag: FATAIRIR (0 RAEZIEPTATA, 1 RRMEIEPFAA)

pOutputData: RSA MAZHEZZEEENEUE FETAMTDERE, 2EA/NAE 1024
F, RN RSA BEEFINEIE, FHEUEZESERN, BT Afn S EiREZ )
RSA X509 & RLEMWEENET 8

piOutputDataLen: RSA RZEHEXZZEEHIEIEKE.

#F: FtE RSA1024 YIRS, fEEMEIERAANEERARZEOSRSIEE AR,
LA EER iPrivateKeyFlag I8E 9 1o

NRE Key %24, ZEORATEAN, TREARERY, RERER—X. IRE
FRBEGZEOHTER, WEEFLEZED Clearkey 5% Key, HHBREIZO
GenerateKeyPairs EF R E R %,

7. DoWithSM2PrivateKey4Sign

BOOL DoWithSM2PrivateKey4Sign( __in char* pszKeyld,
__inintiUsbPort,
__in char* plnputData,
__inintilnputDataLen,
__out char* pOutputData,
__out int* piOutputDatalen)
EpU

R[EEH Key 1 SM2 ZRIEHMATRBVEE, HHWE SM2 X509 15KEHE N FEZiE
ARzEEH X509 1EKRHNERHIE.

SHRPA:

pszKeyld: HH#EZ[ WaitKeyEvent iR[EIHY KeylD AIEBHN_ERY 16 FHEZEITE4EE BARR
8, ZIENEMHEEATIREFERAWNEE, BENEFERARERS| BT BERA
Xig, ZZANBEUHESHFTETIRIEE. ZANEMHEEEIFERET 9

iUsbPort: USB i [ihiit,
plnputData: EANBFERZEUE (EANEIEAT Z ER SM3 IRFH IR .

10



iinputDataLen: FEBHIBKE.

pOutputData: FHEMNEZLEHEHIE (RAFERF KN RIEREF, 2ERFEANE 1024
FT) SM2 X509 EZLEMESNET 8

piOutputDataLen: FHINER I EHHIEKE,

FiE: NRE Key V&2, TREZEEHRY, ZEORERIAA—R. IRFTEHAX
BEZEOHTER, WEEH&LBELED Clearkey %X Key, #BXB@TENO
GenerateKeyPairs EFf RS R 2,

8. ImportSignCert
BOOL ImportSignCert ( in char*  pszKeyld,

in int iUsbPort,

in char*  pCertData,

in int iCertDataLen)
i

BEZIUEHEIEBsae64 HwiZHET)FNEI keylD #1 USB imO#IHEERY key BUFEE XK,
SAIREFELNEBRARES Key PEZEANN LA

SHRPA:

pszKeyld: HR#E[] WaitKeyEvent iX[BI8Y KeylD KB LER 16 FTHERANE M BAHMM
8, ZAWNBMHEERTIREFERHAXRE., BENERRSRRS | RBHENFAERERDN
Xi%, ZZHANEEEERMETREE. BANEMEERIFNET 9%

iUsbPort: USB im[OHtit,
pCertData: FRIEHEIE(LET Basebd wi).

iCertDataLen: FRZIUIPEIEKE.,

9. ImportEncryptCertAndPrivateKey

BOOL ImportEncryptCertAndPrivateKey ( in char*  pszKeyld,
11



in int iUsbPort,

in char*  pCertData,

in int iCertDatalLen,

in char*  pPrivateKey,

in int iPrivateKeyLen)
U

BN F 3R (Bsae64 mIBIE ) RFAFAEIBESFENE keylD # USB imOHiatigsE
key HYFEREXIFH,

SERER:

pszKeyld: H#E WaitKeyEvent iX[ElAY KeylD KIBINLERY 16 ETHZEAITE S BAERK
B, ZIANBEMHEERTFIREFERAX K., BHNERRSRRS | REANFNEBERSN
X, ZZHANEMEEERTETREE. BANBEMEERIFNET 9

iUsbPort: USB im0,

pCertData: NIZIEREIE(LET Baseb4d ZwiT).
iCertDataLen: fIZIEHHEKE.

pPrivateKey: INZEIEPFAFAEIE (BALEMESINETT),
iPrivateKeyLen: MNZEIEHMIPEKE,

10. VerifyKey

long  VerifyKey ( in char* pszKeyld,
in int iUsbPort)
ik

BEIATER Keyld 1 USB inAS, RIVIEEN KEY FHIEBRE S .
SRR

pszKeyld: H#ZO WaitKeyEvent iX[EIAY KeylD KIBINER 16 ETHZRIAITB LS BAEMK
1, ZRNBMHEERTIREFERHAXERE., BENERASRRS | RBHENFNERERDN

12



Xigl, ZEANBMHERRTETAEE. BRWBMEEREFELET 9
iUsbPort: USB Uik,
R [EHEHEA:

(D0x00000001 F/RIUEH Key REGRIER RUELSIZMBIEBEEZEERN) B9 CN B9
BEES5KGH KeylD 2EMEM. (HFH 0x00000000, R 0x00000001),

(20x00000010 Fx Key FIFHHERTEH BIREEZIEE, WIEEZRZIER. M=H
IEH, (FiIN9 0x00000000, 4k 0x00000010),

(30x00000100 F~ Key HEHHE BT ER RIEIREERIUEBRH, YEEERIEER
. I3 ERATH. (RN 0x00000000, LKA 0x00000100)

®0x00001000 F A Key FERBIUEPER. WEEBEHIN (BKIN7A 0x00000000, %K
79 0x00001000) ,

(50x00010000 FTA Key HFMZIERMEBHBEHIMBRREESEY, B2IEREIKRDT (B
Ih/9 0x00000000, kKA 0x00010000),

©0x00100000 Fx Key FRVISEXEMFAEIEBRIEBAEREEEHASIH (BThM
0x00000000, M9 0x00100000),

ZEREOREEN BRI MENIER e () RIER, AZhREEX x00000000, #0
MAFNTF:

1) HE key NEAMIERHN CN AERES5AHEH KeylD 181, BIEREEINERIUE
B, POEFRNERZMINEZIUES;

2) 1E Key FIEPHBERSER, RUERE—KERIED, MEEEZZIEBNMNEZIES;

3) & key REANKBEEIER, RULRBEZIEBLMNA, WEFBEEERILB LM
A, I BIEBRTARE;

4) BB Key PESEHEE. WERTHY, TERONSEEBAMANTES ER
’HE;

5) KEIE Key FMEERMEHANABRZIEEDEY, TEZZRNMEIEB LA
TBhT B, M. L

6) & key FIEEXIHRIFAEIEBRIEBARESE TS T,

13



11. GetSignCertSerialNumber

BOOL GetSignCertSerialNumber ( in char*  pszKeyld,
in int iUsbPort,

out char*  pbyCertSerialNumber,

out int* iCertSerialNumberLen)
U
BEAER KeylD M Key w5, REIZZIEBFIIS,
SR

pszKeyld: ER1EZ[ WaitKeyEvent ix[EHY KeylD RIBHN_ERY 16 FHZRAXN B4 BAHKH
8, ZIAWNBMEERTIREFERPXEE., BENERAISRES I RBENFEBERL
X, ZZHNEHEERTETREEE. ZANBMEERIENET 9

iUsbPort: USB i thilk,

pbyCertSerialNumber: JIEBFYIS, FETAMRSERAE, DEEANAG 64 F1 ((RHIE
PBEISFTHRMIEFRTE) .

iCertSerialNumberLen:iFBFEI=SKE,

12. GetCert

BOOL GetCert (__in char* pszKeyld,
__inintiUsbPort,
__out char* pbySignCert,
__out int* iSignCertSize,
__out char* pbyEncryCert,
__outint* iEncryCertSize)
U

EELATER KeylD # Key w5, REIXYNVAIZZIEBMINZIES,

14



SEEA:

pszKeyld: H#Z WaitKeyEvent iX[EIAY KeylD KIBINLER 16 ETHZAITE LS BAERK
8, ZIRNBMHEERTIEEFEREXERE., BENERASRRS | MBHENFANERERD
XiF, ZZHANEMEEERTETRIEE. BANEMEERIFNET 9

iUsbPort: USB imithit,
pbySignCert: ERZIFHBF TR (DER 4i3), BT AN EARE, PEA/NA 4096 Fi5,
iSignCertSize: & Z I HBKE,

pbyEncryCert: MZIEHF TR (DER 4R, WMRFUENRIHEHEN NULL), FHETH
PBERTF, PER/NA 4096 FH,

iEncryCertSize: IIZIERKE (WIRTMERIE, FHEN0).

13. Finish (RI&SEIIEO)

BOOL Finish ( in char*  pszKeyld,
in int iUsbPort)
R

pszKeyld: BHIFIERIZLERDY key BY keyid, Z{EFIEZEO WaitKeyEvent iR [E]AY KeylDo

iUsbPort: USB i thilk,

14. Uninitialize
BOOL Uninitialize (void)
DU

ZREFRBEAE Initialize EANFIDEEHNZIR

15



FNE e SRR BSMLRENEIRE (F]%)

MIEF Key EFMEFR~ERBIRER, UEE Key FEIEHBEEEMRIZR, WHIEEBLE
WA AENEINT . GZIHEEN A EThEE, BT HEEMMARRP)EZZVEIN Key BRI
ZINRE)

Y 4 LSLN el —— R\
(M#define WORK_THREAD MSG  WM_USER+0x101: ZZ={ERNEHELE BERE
PostThreadMessage &iXx4k12H BE1SERE R RE, LUIEFLIZRIX,

@#define MSG_CUR_USB_PORT MSG WM USER+0x200: ZZE{ERNFHERA,
BREXD1ZEEEN DLL EXHAEBZEER,

@#define WORK_THREAD 0x200
@#define MAIN._ THREAD 0x100
®#define MAX_MESSAGE_LEN 512 BB RAKE

2. HER4H
struct USER_MSG

{

int msg_message;// JH B X E , 3 F DL FE H B X B A
MSG_CUR_USB_PORT_MSG;

int msg_origin; /GEEIR, ¥F DLL FEEHEJREA: WORK_THREAD
int msg_destin; /FEE B/, 34F DLL FEEBEMAN: MAIN_THREAD

int msg_length; /FEEKE, ZKEIEE TEHNHREEEHEKE, SFEEKERX
#7 MAX_MESSAGE_LEN

J#

3 RREHBR N EE LM (USER_MSG) + SHERZA(USER_MSG 4 msg_length
FERIEE TIZHEHRNBKE)

16



3. SEIEI (ZEIMNESE)
void SendCurUsbPortMsg(char *pMsg)
{
int len = strlen(pMsg);
if (len > MAX_MESSAGE_LEN)
return;
USER_MSG *p;

p = (USER_MSG *) NewMsgMem(sizeof(USER_MSG)+len);//NewMsgMem X %52 H
REERDEE—IRAEREBCER, ZKHMHE Key BECKI, BItNER Key BXRERE,
LA 3B 135 BR

if (p!=NULL)
{
p->msg_destin = MAIN_THREAD;

p->msg_message = MSG_CUR_USB_PORT_MSG;/dll XXpFEEHKE, £I8
BXFh, FARERE— usb OLFEIEBIZENEFIERE

p->msg_length = len;
p->msg_origin = WORK_THREAD;
if (PMsg != NULL)

{

memcpy((char *)((char *)p+sizeof(USER_MSG)),pMsg,len);//5 B 4513k /5
I LR BEE R

}

::PostThreadMessage(m_nThreadlD,WORK_THREAD_ MSG,iCurUsbPort,(LON
Gp)/I KEEBEIE&IE, HE m_nThreadlD AELLFIE ID 7 Initialize EREFEN,
WORK_THREAD MSG A ZEEBZA!, iCurUsbPort ARIEE HETA usb OMIERFES, 4
ENEER, p h2EERAR

17



FLE MEBIEBIIAEN

1. RSA-1024 INZEBFAEHLEN
RSA-1024 mNZEIEBAAFEUBXENEN, L PKCS#1 FAFAEEFEN

2. RSA-2048 MNZEEHBFATALE

RSA-2048 MMZUERLAFUMBEREN, FRPEWAEENE ASN.1 B (DER 4
13) - TAG &/ 0x30, ABWT:

EncryptedPrivateKey::= SEQUENCE {

Version INTEGER, -hRE=

AsymAlgID OBJECT IDENTIFIER, - AE RN BIEARIRRF
SymAlgID OBJECT IDENTIFIER, - X FRINEE B AR IR T
EncryptedSymKey OCTET STRING, - INZ AT R ER
EncryptedPrivateKey OCTET STRING -- XS FRE AN 2 B9 FAER

} HEfB: Version: WRAS, EAXEFEEAN 1.
AsymAlgID: RSA MNZEZEEIRRRF, BUEAN 1.2.840.113549.1.1.1,

SymAIgID : XIRIMNZBEEEAMRIRAT, XEB N 3DES ECB MWH#mMEREE, NENRN
1.3.6.1.4.1.4929.1.7,

EncryptedSymKey: #INZMINSITEEH, SNESE PKCS#1 B RSA INEER,

EncryptedPrivateKey: AXIFRZREAMNZEILIFALE, SFREHBEZGEN PKCS#1 trERL
fRLEM, BIIBESZE PKCS#1 TREFATALE,

18
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3. SM2 INZRIEBFAEALE

SM2 INZIERFAAELUMNBHRREN, FPEHRHBETENXH ASN.1 & (DER 4RiE) ,TAG
BAh

0x04, ABWT:

OCTET STRING EncryptedPrivateKey

Hr: EncryptedPrivateKey: MNZFAAZE

&k

1. MNZFFAZX EncryptedPrivateKey TFIEMFPIET:

—FhA C1||C2|IC3 (EZEMIRAE), Z—FH C1C3||IC2 (AZBEFHIFHE). CSP 5
PKCS#11 EEMHIFZEE, WEEB BIFHRE L ARMAMIAEIE

HA C1(x,y)723lh 32 FTHE&RDE,C2 NINZERVEIE,C3 /I 32 15 SM3 #%E(E,

2. FREERY SM2 ZEAXIA x|lyl|d, ZHF x, y & 32 FRHHAALITS, d Z 32 FHHIFAH,

FI\E X509 1BRLA. M QRRTRER

1. RSA X509 IERAA. GBI AIARZRLEH
RSA X509 AfA4EH (RSA X509 GBI AR S AHLEMIER) :
PublicKey::= SEQUENCE {

n INTEGER, -~ n &

e INTEGER ~-R$H e &
}
RSA X509 & #4514

RSA TREMRBIBRKREINNHNEZE, Bl RSA-1024 &R[E] 128 FHHERE,
RSA-2048 i&[E] 256 FTHHERE (KiF),
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2. SM2 X509 IERLA. I QARTRLEH
SM2 X509 A$RLEH (SM2 GBS AIRLEN 5 REALEIHERD) |
PublicKey::= SEQUENCE {

x INTEGER, —A$8 XCoordinate &

y INTEGER --A%f YCoordinate &

&
1. x I y $EFRE 256 I, E=4 0 BERE 256 i

2. x M y $EIXE 256 fiI, X ASN.1 RS WRSMUH 1, H—PFT 0 UKRTRE
#;, Rz, ~BE% 0)

3. ¥¥JIAA Generatekeypairs F=4ER 32 FTH x M y 2ALGFR, ERF—1TFTH
BEAREES O,

SM2 X509 FRLEH:
Signature::= SEQUENCE {
rINTEGER, -8 r &
s INTEGER ox = |
¥
i pa
1. r3 s ERE 256 {18, EE4h 0BFTEE 256 i,

2. r M s BEEE] 256 i, IR ASN.1 IS (RSN 1, #—1FT 0 LIKRRER; &
Z, K% 0)o

FNE KeylD ZHBEMENMN K25+
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1. KeylD ZiAREERILE:

IEPFEEIZEF CFCA FtETEAM key EAB keylD BKEN 32 MNFRF, HHHE 16
NERFRIER WaitkeyEvent BHR[EI pszKeyld, M key FIEENMFRE, ZFAFEE
HECANRTIEBHNEREANANMRHEEWIER, FEBEEHEHEE N, GEMN 16 INF
HFAEHABMER. FUEHABRBMER, MEFERR 3 M FRRTERNZRNNERAE.
FRRBNBRXE, F— N FRETBANEREFEHNARZEN Index; EZNFRER
ERIEPHEE,;, E=NFRIMIBHENRIERBEFERNIXE, 0 RABHAREBEFEESE
Xi¥, 1 RRZBHEMEBEFEENSXIE, H5 13 UHR ARG, FTHEIASTHENSE
HNREIREFARSI R BRI MANIE, TEARSZRRBNESIE. FRTZABHE
AR N XGRS, THESEEERIERETELEEZ NNASERS | RXIFRIEITIEE
XIgM R e TIREIR [B145 REP AT,

FHBMA 16 MFRRET, NTE:

1 2 3 4-16
Index(0 £ 9) PEANEA  FEDLR AN X 15,

B
1. Index ANERZBPXNFIEPENAES Index, ZEFEAZ Index ENIEREIEES TR
BEESR 28R,

2. BDRITRERUSRIEZANIIERFANE Key FREXE, EILFEE Key FIKE
ARAXEAFFRARBENZAIET. X 0 RREBARIEBFEEEEXE, X 1
RNEARIEBFEE L SXE,

3. YEIAEIA 3 NFH, Hith 13 MEHNTERMBA 0,

4. pwszKeylDAndAttributes1=CFCAKey0000000000100000000000000 £ 17 {iA 0,%
TIETE Index N 0 IAES, £ 18 i 1 RRIEPBRIZEEN RSA1024 BEiF, % 19 /0 55k
IEBTFAETE Key 7 A X1,

pwszKeylDAndAttributes2=CFCAKey0000000001E10000000000000 % 17 iy 1,5%/i%E
T Index 79 1 BIA2S, 5 18 {9 E RNIEPHRENEEIGE, F 19 8 1 RNIEBFEMEE
Key |1 B X1,

BHAWNERER
PRIl RPN HYIKE UEFRRA
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0 RSA 1024 FRAE
1 RSA 1024 FAYF
2 RSA 2048 BAE
3 RSA 2048 BAE
4 SM2 256 FAE
5 SM2 256 FAYF
6 T T e
7 T T T
8 e e e
9 RSA 1024 FAE
A RSA 2048 FAE
B Sm2 256 FAE
C RSA 1024 XIE
D RSA 2048 XE
E SM2 256 XL
F RSA 1024 KIE
G RSA 2048 XIE
H SM2 256 RIE

WEHFEATREFN, "M O"HERTE N
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